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4.1 input file

boot0 nand.fex (JEZ&) or tocO.fex (£%)

4.2 flow

o IOIF checksum EBFE A
e 17t storage data
o EHLER checksum H&E# boot _file head t 8 check, sum

typedefstruct _bootd file head_t

{
boot_file'head t  boot head:
boot0 private_head t prvt_head;
char hash[s4];

iboot0_file_head t|

4-1: boot0_head
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#define BOOTO MAGIC "eGON.BTO"

#define SYS PARA LOG Oxddd415244

j".r. ik * o A. 3 o T . o i o * * fo .:-.A.}f
I file head of Boot *f

typedef struct _Boot_file_head
{

_u32 jump_instruction; /* one intruction jumping to real code */

—u8 magic[MAGIC SIZE): /* ='eGON.BTO" */

| w3’ check sum; /* generated by PC *f |
_u32 length; /* generated by PC */
_u32 pub_head size; /* the size of boot_file_head_t */
ud pub_head vsn[4]; /* the version of boot file head t */

~u32 ret_addr; /* the return value */

~ u32 run_addr; /7 run addr =/

_u32 boot_cpu; f7 elGON version *f

_u8 platform|z]; /* platform information */

|boot_file head t:

4-2: boot_head

S2EXM

include/private boot0.h

sprite/sprite download.c

SERE

download normal boot0

download secure boot0

4.3 normal boot0

normal boot0 FF block4-7

£% function: download normal boot0

typedef struct boot® file head t

{
boot file head t boot head;
boot® private head t prvt head;
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char hash[64];
_u8 reserved[8];
union {
#ifdef CFG_SUNXI SELECT DRAM PARA
boot extend head t extd head;
#endif

fes aide info t fesl res addr;

} fes union_addr;
}bootO file head t;
/******************************************************************************/

/* file head of Boot0® */

/******************************************************************************/

typedef struct boot® private head t

{
Sooooooo _u32 prvt_head_size;
So------ /*debug mode = 0 : do not print any message,debug mode = 1 ,print debug message*/
Seceooo- _u8 debug_mode;
Semmaaas /*0:axp, 1: no axp */
PO __u8 power mode;
S __u8 reserve[2];
So----- /*DRAM patameters for initialising dram. Original values is arbitrary*/
Seceeno- unsigned int dram_para[32];
Se-eea-- /*uart: num & uart pin*/
So------ _S32>-->------- So----o- Se----o- So------ >o------ uart_port;
Soacasos normal_gpio_cfg uart_ctrl[2];
Socccooo /* jtag: 1 : enable, 0 : disable */
Seceeoo- _s32 enable jtag;

normal gpio cfg>---- jtag gpiol[51];
Socasoas /* nand/mmc pin*/

normal _gpio cfg storage_gpio[32];
Secaeo-- /*reserve data*/

char storage data[512 - sizeof(normal gpio cfg) * 32];

}bootO private head t;

4.4 secure boot0O

secure boot0 FHF boot0-block3

typedef struct sbrom toc® config

{

unsigned char config vsn[4];

unsigned int dram_para[32]; // dramB#

int uart_port; // UARTIZHIZZRS

normal gpio cfg uart_ctrl[2]; // UART#ZHIZ8GPIO

int enable_jtag; // JTAGERE

normal_gpio_ cfg jtag gpio[51]; // JTAGIZHIZZGPIO

normal _gpio cfg storage gpio[50]; // #f#&& GPIOER
// 0-23nand, 24-317FKE0, 32-39/FK2
// 40-497Fspi

char storage data[384]; // 0-159,7%fi#nandfE2; 160-255,FHRER

unsigned int secure dram mbytes; //

unsigned int drm_start mbytes; //

unsigned int drm _size mbytes; //

unsigned int boot cpu; //
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special gpio cfg

unsigned char
unsigned char
unsigned int
unsigned int

}

sbrom tocO® config t;

al5 power gpio; //the gpio config is to al5 extern power enable

gpio

unsigned int next_exe pa;

unsigned int secure without 0S; //secure boot without semelis

unsigned char debug_mode; //1:turn on printf; O :turn off printf
unsigned char power mode; /* 0:axp , 1: dummy pmu */

rotpk flag;

reserver([1l];

card_work mode;

res[2]; // BH1024F5

4.5 filling storage data

typedef struct

ud ChipCnt;
ud ConnectiMode;
ud BankCntPerChip:

ud DieCntPerChip;
ul PlaneCntPerDie: |
ud SectorCntPerPage
ult  ChipConne o
[TEF PageOntPerPhyBlk:
udd BlkCntPerDie
ui?  OperationOpt
(TR FrequenceFar:

ul2 SpiMode:
ud MandChipld o)
u3? pagewdthbadilag

ui?  MultiPlane BlackDifset
uld MlaoEraseTimes:

s the caunt of e ol nand Ja0h ohips are Juman iy Sanec i
W mact Mo

o chia, i Bidee Bankidken qq.,m' Ledps
‘ook managamantic SR or G
infe plamas can s ke b o
‘e .'."'\-"-_r'.:-{' P oEpsec B s AL

= T msans Musse (S0 ABEEREY o e JF oin

I i owa pfgadt BUSEE

"‘"':.‘n,l' o e "'?_l-r""'\.""\f'-ﬂ i oo o el oA SEia Aot ang imvalid Black
;,rm DY the ceration e WIlE" CUen NIRRT WEEh can sunnant sunnont
e parameler 0F (o SanidBe BRCARR L DS o0 AT

mg o e CF min

Faf e banks I o
Fer In ore nand

ul2 MaxEecEits: AFia max ecc BVl Mt nang sunoot
ud? EcclimitBits: AA e are Wit Rag for bna nand
[TEF] uboot start block

w3z ubaot next black

[TEYS logic_start block:

[TEF nand_specialinfo_page:

[TEF mand_specialinfo_offset

[TEFS physic_block reserved|

u3? Reserved s

' boot_spinand_para’t

TRPIEFEREEEE,

4-3: storage data

KEHEEIZESZE drivers/mtd/awnand/spinand/physic/id.c

attribute name

type value comment

ChipCnt
ConnectMode
BankCntPerChip
DieCntPerChip
PlaneCntPerDie
SectorCntPerPage
ChipConnectInfo
PageCntPerPhyBlk

unsigned char
unsigned char 7B, AR
unsigned char e, BILRRIEMR
7B, AIURRIEMR
UE#EE g, BA 4
unsigned short e, BILIARRIEMR

unsigned int 64 LR K g, 800 64

unsigned char

1

1

1
unsigned char 1
2
unsigned char 4
1

WA © BSEERERHERAE. RE—TF




@ LWIWER
, MXHEER: WE

attribute name type value comment
BlkCntPerDie unsigned int 1024 UDIE&EYE &, 08 1024, telgEk 512 5% 204
OperationOpt unsigned int 0x? &% id.c B WHIEE
FrequencePar unsigned int 100 BE8, RILAFFIERR
SpiMode unsigned int 0 e, RILUIARRIRMR
NandChipId[8] unsigned char  0x? 2% id.c
pagewithbadflag unsigned int 0 R, FILARFRIEMR
MultiPlaneBlockOffset  unsigned int 1 ZRE, AL BIEfR
MaxEraseTimes unsigned int ZEE, B FIEAR
EccLimitBits unsigned int e, "R RIEMR
uboot_start block unsigned int 8

uboot next block unsigned int 40

logic_start block unsigned int 40 e, BILUARRIRAR

0 e, "R RIEMR
nand_specialinfo offset unsigned int 0 R, FILARFARIEMR
physic block reserved unsigned int 0 ZE&, BTN FIRfE

0 e, B LAADRIRAE

nand specialinfo page unsigned int

Reserved[4] unsigned int

Il GigaDevice GD5F1GQ4UBYIG spinand #fl, EAZHEREREFRE id.c

{
.Model = "GD5F1GQ4UBYIG",
.NandID = {0xc8, 0xdl, Oxff,Oxff, oxff, oxff, Oxff, Oxff},
.DieCntPerChip =1,
.SectCntPerPage = 4,
.PageCntPerBlk = 64,
.BlkCntPerDie = 1024,
.0obSizePerPage = 64,
.OperationOpt = SPINAND QUAD READ | SPINAND QUAD PROGRAM |

SPINAND DUAL READ,

.MaxEraseTimes = 50000,
.EccFlag =-HAS EXT_ECC_SEO1,
.EccType = BIT4 LIMIT5 TO 7 ERR8 LIMIT 12,
.EccProtectedType = SIZE16 OFF4 LEN8 OFF4,
.BadBlockFlag = BAD BLK FLAG FRIST 1 PAGE,

T,

SEN:

include/linux/mtd/aw-spinand.h /EEX id.c F id FREVEIREIE/

drivers/mtd/awnand/spinand/sunxi-spinand.h /& X boot spinand para t IEFEHIEIE
4514/

drivers/mtd/awnand/spinand/sunxi-driver.c /lEF K EZE/
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drivers/mtd/awnand/spinand/physic/id.c /AEYIRINEEERE (id REEE) /

ubi nand get flash info->spinand mtd get flash info

4.6 update checksum

SEXM:

sprite/sprite download.c
sprite/sprite verify.c

board/sunxi/board common.c

3

SEREORIE:

\

download normal bootO/download secure bootO -> sunxi sprite generate checksum
-> sunxi generate checksum

4.7 burn bootO
o BEXH:

drivers/mtd/awnand/spinand/sunxi-driver.c

o

ZREORIE:

spinand mtd download boot0()

AEEm:

MNMREZELHER, FH boot0 BY blocks F—3*7F M secure boot0, —¥*7FH normal
boot0, &% UBI FRPXKREEUNE 2 ETiRA
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EANEIDIR block X375 (30R boot0 #BiE 1 4 block, EN&PEEIA block it AEE) , &
ERNEDEREFBIIRR, WhENE&HE3iE, B F—&HEA

boot0 NEZRXHELEET boot0 header, FHEENIMNIELAL boot0 header 8, RE
E#T boot0 header H8Y storage data Zp4%, HMEM (Lb%0 dram para) AFEEH. &
WiE, HBEMLEMR boot0 header ARIRIEH check sum
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toc1 or uboot

Xi3: block8-block31
BiE®T tocl H%
BEXMH:

sprite/sprite_download.c

drivers/sunxi_flash/nand.c

sunxi sprite unxi sprite download toc-
>sunxi flas

ubi nand d load uboot->spinand mtd download uboot
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E secure storage block

Xig: block32-block39

RREFARLIE

R
»L"“Ne
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FFA LEB #8 = S2¥IER%K - 8 (boot0) - 24 (boot1) - 8 (secure storage) - 20* SHJIEIR
/1024 - 4, HWEOT:

1. BEMEXIEREK
2. BEFRLIETMEE (5 1024 ¥ERESZ 20 MIESR, B 10 MBER)
3. BZE 4 (2 NAT ubilayout volume, 1 MNETF LEB RFE, 1 METERYELIE)

WE S LUSZE u-boot-2018/cmd/ubi_simu.c B ubi sim part # ubi_simu create vol
BRI %o

EEEERT, ubi A% sys_partition.fex &N X K/N=IZIR LEB. A3 75
{Ra0—3=X flash B 1024 4 bloek; &1 block & 64 1\ page, &7 page & 2KB, NZEHRK

INA 256K(642K2), #B4 PEB k@& 256K, LEB A/0\A 252K, PEB HEZEREERF
R ubi_ec_hdr Flubi vid_hdr,

HFfEAMEYENSEER RIMERES, ALt sys_partition.fex (sunxi mbr.fex) H&
B—1T7 X size {5 2 2IAKLE 0, & NAND Roh#lia eG4 sERF A LEB #i5%0
1, IRNEEREREENE sunxi mbr.fex FRE—NIXM size,

WRINFE © HRB2ERRRNERAR. RE—IF 15



@LWIMIER
' MXHEER: WE

sunxi mbr.fex & 64k, & 4 &, 81 &% 16K

1. 38 mbr HREHK size, B£fi: BX (512 F1) , HEMWNT:

RIS 5 EVIHEHMNAFE N leb i H 2B XE total sector, KR FBEFIXERFZD
DX SHANBEXE

2. [EBE sunxi_mbr.fex &RE—19KX size

3. EFitEHEE sunxi mbr B9 cre32

4. AEHR 3 M&EH

sunxi mbr t£M{K: u-boot-2018/include/sunxi mbnh, ZEHHAZA AL RIYER/IRTEE.
typedef struct sunxi mbr

{

unsigned int cre32;

unsigned int version;

unsigned char magic[8];

unsigned int copy;

unsigned int index;

unsigned int PartCount;

unsigned int stamp[1];

sunxi partition array[SUNXI MBR MAX PART COUNT];
unsigned int lockflag;

unsigned char res[ SUNXI MBR RESERVED];
}attribute ((packed)) sunxi_mbr t;

BTt EHEBE sunxi mbr cre32 BIEZESE u-boot-2018/drivers/mtd/aw-spinand/sunxi-
ubi.c B9 adjust_sunxi mbr K%K,
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ubi layout volume BJLUE#EH UBI ERAEFANDXESEXH, sunxi mbr PKERFLE
®E framework WA XEEXH. ZEHEIERNAIXERARLE—HFN, HLtRER, aTLH
sunxi_mbr £#AL ubi layout volumes.

ubi layout volume B 128 4 struct ubi vtbl record (u-boot-2018/drivers/mtd/ubi/ubi-
media.h) ZABY, AR R ER KRR,

struct ubi vtbl record {

__be32 reserved pebs;

__be32 alignment;

_ be32 data pad;

__u8vol type;

__u8 upd marker;

__bel6 name len;

char name[UBI VOL NAME MAX+1];
__u8 flags;

__u8 padding[23];

_ be32 crc;

} _ packed;

attribute name type value comment

reserved pebs  be32 £ X/)V/LEB size, ¥F ubi layout volume, EER 2
alignment ~be32 1

data_pad _be32 0

vol type _u8 1 dE: 1, #5855 2, HFARYEIESE

upd marker ~u8 0

name len __belb6 HRKE

name[128] char

flags _u8 PEXARRE—1%E udisk, flags 7 UBI_ VIBL AUTORESIZE FLG
padding[23] ~u8 0
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attribute name type value comment

crc _ be32 crc32 le

ubi layout volume WABRERNHEE FEESE u-boot-2018/cmd/ubi_simu.c #Y
ubi simu_create vol # wr vol table Ei%k

AR ubi # cre32 le BiAS sunxi mbr B cre32 BiER—H,
ubi AR crc32 le &% crc32_le.c A&

sunxi mbr # crc32 % crc32.c A

WRINFE © HRB2ERRRNERAR. RE—IF 18
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PEB = ubi ec hdr + ubi vid hdr + LEB

Hrh ubi ec hdr # ubi vid hdr & F PEB B&#3E0 (logical page0) o

ubi_ec_hdr #TF 0 FHREL, K/NEYIEDR size XI55

ubi vid hdr FF 1 MIEDR size RELL, KIBSHIED size X757

10.1 ubi ec hdr

ubi ec_hdr: FEATFM# PEBMEIMRAMESR, ESEM cre32 le R¥EE,

struct ubi_ec_hdr {iiF u-boot-2018/drivers/mtd/ubi/ubi-media.h, ZE¥MEAZEEAERK
IHZRTNo

struct ubi_ec hdr {

__be32 magic;

__u8 version;

_ u8 padding1[3];

__beb4 ec; /* Warning: the current limit is 31-bit anyway! */
__be32 vid hdr offset;

__be32 data_offset;

__be32 image seq;

__u8 padding?2[32];

__be32 hdr crc;

} _packed;

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 19
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attribute name type value comment
magic __be32 0x55424923 UBI#
version _u8 1

padding1[3] _u8 0

ec _be64 1

vid hdr offset =~ be32 physical page size 2048
data_offset __be32 logical page size 4096
image seq _be32 0

padding2[32]  u8 0

hdr crc _ be32 crc32 le

ubi_ec_hdr BB 5 EIEE%E u-boot-2018/cmd/ubi_simu.c B fill ec_hdr K,

10.2 ubi vid hdr

ubi vid hdr: 7/ PEB #1 LEB&Volume BEHEE, TEAER crc32 le RIGE

struct ubi vid_hdr fIF u-boet-2018/drivers/mtd/ubi/ubi-media.h, £WEZIHRRFER

RIHRTo

struct ubi vid hdr {
_be32 magic;
__u8 version;
__u8vol type;

_ u8 copy flag;
__u8 compat;
__be32 vol id;

_ be32 Inum;

~ u8 padding1[4];
__be32 data_size;
_be32 used ebs;
__be32 data_pad;

_ be32 data crgc;

WA © BSEERERHERAE. RE—TF
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_u8 padding2[4];
_ be64 sqnum;
__u8 padding3[12];

__be32 hdr crc;

} _ packed;

attribute name type value comment

magic _ be32 0x55424921 UBI!

version _u8 1

vol type _u8 1

copy flag ~u8 0

compat _u8 ZXiAA 0, layout volume BEIERN 5

vol id _ be32 volume id, M 0 FF¥A4%S, layout vol EIFEA 0x7{ffefff
Inum _ be32 volume A LEB NO., M 0.FF %S

padding1[4] ~u8 0

data_size _be32 0

used_ebs _be32 0

data pad _be32 0

data crc ~ be32 0

padding2[4] L u8 0

sqnum _ beb64 LEB £/ sequence NO., i2& LEB HWEIiF, M 0 FFiaiEE
padding3[12] _u8 0

hdr crc __be32 crc le

ubi vid hdr BIEZE 5 %1ES% u-boot-2018/cmd/ubi simu.c B fill vid hdr &#K,
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