< Avuwiner

Linux CE

aw-1i-{c)

RAES: 2.0
EHmAEH: 2021.04.02



@LWIMIER
’ STAYERLR: W

hR s [ 52
hRZs S =L HAZITA AEHR
1.0 | 2020.7.19 AWA0480 FINERRAR
2.0 | 2021.04.02 AWA0480 BEE linux-5.4 F&

WRINFE © HRB2ERRRNERAR. RE—IF



@LWIMIER
s MXHEER: WE

1 #hA 1
1.1 BEHEB . . . e 1
1.2 EREEE . . . . o e 1
1.3 BERABR . . . 1
1.4 ERE . . . e 1

2 CE f&ERigik 3
2.1 CERV B AT . . . . 3
2.2 Linux Crypto BEEZR . . . . . . . . 3

2.2.1 FBopenssl AR . . . ... 4
222 FHECEIRETRAI . . . . . 5

2.3 BHRECENA . . . . o e 6
2.3.1 MMAEESEOIRIERR . . . . . 6
2.3.1.1 3% Linux RIZREERERRE . . . . . . ... ... ... ... ... 6

2.3.1.2 %% CE MfEZZONERE . .. .. ... . ... ..., 8

2.3.1.3 #EEF ARM BIMERIESHIECE . . . . . . . o 9

2.3.2 #Eopenssl AAAREE . . ... .. ... @ L oL 10
233 BECERETRBAANEE . . . .. .o e 12
2.3.4 Device Tree BER&iRAE . . . . .. . L ... . . ... 13

2.4 BREEEMINGE . o e 14
2.4.1 linux4 9B . . L. L 14
2.4.2 linux-5.4 BRACEBEEMT . . L. 15

3 ERiEOMmA 18

3.1 BIAAEMBEDO . . . e 18

3.1.1 lerypto register alg() 4 . . . . . . . . ... 18
3.1.1.1 RERER . /. e 18
302 THEEHEARS. . .. 18
3113 REME . ... .. 18
3.1.1.4 BEUREB . . . ... 18
3.1.2 crypto unregister alg() ... ... ... ... . . ... ... .. ..., 19
3.1.2.1 RERER . . . . 19
3.1.2.2 OEEREIR . . . . L 19
3123 REME . ... . e 19
3.1.2.4 BEURER . . . . . 19
3.1.3 crypto register ahash() ... ... ... ... .. ... ... . ..., 20
3.1.3.1 BRERERY . . . . . 20
3.1.3.2 THEEHEIR . . . . . 20
3133 REME .. ... 20
3.1.3.4 BEURER . . . . .. 20
3.1.4 crypto unregister ahash() . . . ... ... ... ... ... ... .. 21
3.1.4.1 RERERY . . . . . 21

WRIRFE © HRB2ERRRNHERAE. RE—TIMF ii



@LWIMIER
g MXHEER: WE

3.1.4.2 THEEHER . . . . . . 21

3143 REME . ... e 21

3.1.4.4 BEHBA . . . 21

3.2 BUERMIBIEOD . . . . e 21
321 ssaes start(). . . . . . .. ... 22
3.2.1.1 BRERIREY . .. 22

3.2.1.2 THEEREIR . . . . 22

3213 REME . ... 22

3.2.1.4 BEGREE . . .. 22

3.2.2 ss hash start . . . . . ... ... .. 23
3.2.2.1 BREREL . . . 23

3.2.2.2 DHEEFEIR . . . . e 23

3223 REME . ... 23

3.2.2.4 BEHBR . .. 23

3.2.3 ssrng start() . . .. .. e 24
3.2.3.1 BREIREL . . . e 24

3.2.3.2 THEEHER . . ... 24

3233 REME .. ... . A 24

3.2.3.4 BEHBA . .. e e 24

4 openssl BEO 26
4.1 openssl (YFCEBEE . . . . . . . . . L L 26
4.2 openssl IEBESHRIFN. . . c . o o s e 26
42.1 openssl FUEEE ... . . . .. . 26
4.2.2 openssl BUSRIFIHER . .. ... 26
4.2.3 lopenssl BIEHBVER [ .. .. .. 27

4.3 CE®BTRARNMN demo BHNRER . . .. .. .. ... ... .. ... 27
4.4 openssl ARAAXA demo AHIHEEE . . . . . . . ... 28
441 ERaf alg5I1Z8 . /. . . e 28
4.4.2 MDSdemora™. . . . . . . e e e e e 29
4.4.3 AESdemo. . . . . . . . . . e e e 30
4.4.4 HMAC-SHAL demo . . . . . . . . i i i it it i it i e 32
4.4.5 DHdemo . ... .. . . . . . . e e e 34

5 Linux CRYPTO API f&F35iEA 38
5.1 hash O . . . . . . e 38

WRIRFE © HRB2ERRRNHERAE. RE—TIMF iii



@LWIMIER
g MXHEER: WE

o E
2-1 Linux Crypto BUEEZRE] . . . . . . . . . . 3
2-2 openssl AARE . . . . . ... 4
2-3 CEREMRIARARE . . . . . . 5
2-4 Cryptographic APIECE . . . . . . . . . . . . 6
2-5 Cryptographic APIEEE . ... ... . . . . . . . . . . . 7
2-6 Cryptographic APIFCE . ... ... .. . . .. . . . i 7
2-7 Cryptographic APIECE . . .. . . . . . . . .. 8
2-8 Cryptographic APIEEE . ... . . . . . . . . . . . . 8
2-9 Cryptographic APIEEE . ... .. . . . . . . . . . . . . 9
2-10 ARM IERIBLHIECE . . . . . . . o o e 10
2-11 ARMIIRIESHIECE . . . . . . . o 10
2-12 Cryptographic APIEEE . . . . . . . . . . . . 11
2-13 Cryptographic APTECE . . . . . . . . . . . . . . 11
2-14 Cryptographic APTEEE . . . . . . . . . . . . e 12
2-15 NETEEEIEIT . . . . . . . o e e e e e e e e e e e e 12
2-16 Cryptographic APIECE . . ... ... . ... ... ... 0. .... 13
2-17 Cryptographic APIECE . . . . .. . . . . . . i bv 13

WRIRFE © HRB2ERRRNHERAE. RE—TIMF iv



@LWIMIER
g MXHEER: WE

1.1 REER

A3 Sunxi & CE BRIMEMBERINEROCAITIFEANER, LB RHERNE
BHEEONRIZT o

1.2 EREE
® 1-1: EAFMYIE
AZARZ EheI&is
Linux-4.9 drivers/crypto/sunxi-ss/*
Linux-5:4 drivers/crypto/sunxi-ce/*

1.3 fHXAR

CE IXzh. NNAREER FERIF&/4EP AR

1.4 #HXANE

e API: Application Program Interface N B#ZERFiEO

e SUNXI: #§ Allwinner —&7%I SOC BH4T &

e SS: Security System, Sunxi SOC FHMRALLIER, IFZMHBEGHINEZRE R L
e CE: Crypto Engine, EA5|%, LIFIFR{E SS

e AES: Advanced Encryption Standard, SZ&INZ4R)

e CRC32: Cyclic redundancy check 32, B RRKLE (32 {i)

e DES: Data Encryption Standard, #¥iEINZFHE

e 3DES: 3DES &7F DES M—MBuHE %L, B 3 & 64 (IMNBANEIEHEIT=RINE
e ECB: Electronic Code Book mode, BFEBARIELR

e CBC: Cipher Block Chaining mode, HIZRFEET

e CFB: Cipher feedback, ZB&IEIED
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e CTR: Counter mode, it#iE=

e CTS: Ciphertext Stealing mode

e OFB: Output feedback, #HHRIRER

e XTS: XEX-based tweaked-codebook mode with ciphertext stealing

e DH: Diffie-Hellman &%, ZH3—EiHiY

e ECC: Elliptic curve cryptography, #E#HZ&NZEE %

e ECDH: EC-based DH, ETFH§EiLEHIZEIEINIY

e MD5: Message Digest Algorithm 5, HERMEEXZE IR

e SHA: Secure Hash Algorithm, Z£85I&%

e HMAC: Hash-based Message Authentication Code, EF Hash AEE X553
e HMAC-SHA1: SHAl-based HMAC, &7F SHA1 89 HMAC &%

e HMAC-SHA256:. SHA256-based HMAC, EF SHA256 8 HMAC &%
e IDMA: Internal DMA

e RSA: RIAMEBEZX

e TRNG: True Random Number Generator, EREN# 4 £33

e PRNG: Pseudo Random Number Generator, Atk 4 25
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2.1 CE RIAXH;

HFARRE sunxi ¥5, B CE ZFENEEFA—F, ALFEETHRZIFEGNEELLE, BT
¥X¥ & User Manual ¥ CE E¥5,

2.2 Linux Crypto BE1EZR

Crypto BRZ— MR F RS, JRBTE kernel/crypto T, ©XWM T WEENSE—EE, #H
IREHA—REELIBEOL HMNFRAER; RIETFXEELR: HITFNAILEER kernel B
B8 crypto BIANEIBRMEER, KEEBTTY BANEE, BNEAESRRNT:

]

AF ALGHE[]

Crypto Core Interface

f Crypto Core skcipher hash aead |
| |
\ rng other
R Crypto Core Register Interface /,.»"'
. Driver ARM CE LinuwiB4E )

2-1: Linux Crypto BE/ANELRE
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eSS T IRNEEE, IEXNTRAER, JAUEMAREE, hash, Hmac, hENBERBEEZNEREE
Eo

2.2.1 f§H openssl A1\

CE #%BR Linux RZHE crypto #EZRi&it, ENBAEBEBI OpenSSL XS, REZV B
SERRZMEMEANST . BIMNRGEMNXAEWNT:

App Demo
User space OpenSSL
Kernel Crvpt JE A A O

CryptofEZR

5SS Driver

2-2: openssl JARARE

Hep, [App] RIEERFPHINARER; [Crypto 2] 2 Linux ABEHHNMETEZEEER,; K
BXIEBERNFLIENR, EMNDH=E:

Demo, &F OpenSSL BIREILED,

OpenSSL, — M EFERFENZLA%LE, OpenSSL RMATHEEEHBAMESH,
Crypto FFP#&1ZO, W% crypto EZRMAFSHZEOI9 .

SS Driver Bl CE Driver, fi5#&{E CE B3,

W N
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BILVEE, MAFRNAREFEEITRENEZ OpenSSL O (KB1EE 4 =iFR) , X4 App
HREZRNEGHRINBEEINGE. FEELH, tnER OpenSSL B REEEEMAZFR Crypto

EZREE, FET OpenSSL A/EM— 5| ZHE M (af alg $&Ef), FH1E App FERZE OpenSSL
£/ af alg 512, (FEBEAEFN Demo) o

2.2.2 {EH CE i§&T a5

AFRENBZEH, FEFA OpenSSL frERORIZ(E CE B91%0, AN openssl fwiFHR
MELLR A, FES/NREFEAR. At CE Rehifig#t CE R&ETAARNBAFRTEFER, BN
REZRMBXAENT:

/ app

| i I o

AFAGED _ (7

devfce openssl

Crypto Core Interface

—
h
1
skcipher hash aead
/

g other
V4 .
Crypto Core Register Interface

) 1

| |

Driver ARM CE Linuxil§=

2-3: CE ®&TRIEABE

NEFT, B3 CE MNigETRARAET Crypto RUHER, B ARMBEZEO,
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2.3 BERECENTER

£ longan BR T#17: ./build.sh menuconfig #NREFH@E, HiIZUTTEBIZE

2.3.1 INEEEEOER

Linux R#&3#F 3 FNg#EREO:

nfEEEO | &%

Linux WAZREMBEZZED CiE=%M

ARM NfEEEO ¥ ARM MIINERIES LI
CE hnf#=#0 INARZE R RS IR

2.3.1.1 ##¥ Linux R EENES

1. E%i%#R Cryptographic API EILH N T—RECE, WNEFR:

nux/arm 5.4. nfiguration
elects submenus ---> (or

submenus - - are hotkeys. Pressing <Y>

includes,

exit, <7> arch. Legend: [*] built-in [ 1]
- \ f

arizes features. Press <Esce<Esc> to

empty

Library routines --->
Kernel hacking --->

< Exit > < Help > < Save > < load >

2-4: Cryptographic API E2&

2. 7£ Cryptographic API A& BN B LRI,

WA © BSEERERHERAE. RE—TF
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.config - Linux/armb4 5.4.61 Kernel Configuration

> Cryptographic API
Cryptographic API q
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <7?= for Help, </> for Search. Legend: [*] built-in [ ]

Af Y
L-

< = Sequence Number IV Generator
< > tncrypted Chain IV Generator
#++ Block modes ##+*
< = CBC support
< > CFB support
< > CTR support
< > CTS support
< = =CB support
<
< > OFB support
- Li+)

< Exit > < Help = < Save > < load >

2-5: Cryptographic API E2&

A BE
MRAZREDSH 4.9, FREXRA Crypto HIBANINEE, FUWSHAWKRX=ERE

3. 7RG, %% Disable run-time selftests %I, N TF—&REE, NEFFR:

Crygtographic API -

Arrow keys M selects submenus ---> (or espty submenus ----3.
Highlighted [ . Pregsing <Y> lncludes, <M= excludes, <M= modularlzes
Teatures. i <?> for Help, <f/> for Search. Legend: [*] built-in
[ ] exclude capable
or helper #**#

< > ! J l

<> [Diffie-Hellman algorithm

< > ECOH algarithm

=% ryptographic algorithm manager

< > serspace cryptographlic algorithm configuration

[k Disable run-time self test

GF{2+128) multiplication functions

-%. Mull algorithms

< > Parallel crypto engine

<*> Software async crypto daemon

< > Software async multi-buffer crypto daemon
- AUThenc support

< Exit = < Help = < Save > < Load =

2-6: Cryptographic API E¢&
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2.3.1.2 #%#F CE mESEEONRE

1. B, 4% Cryptographic API iEWH# N T—RERE, SNEFAR:

Linux/arm 5.4.61 Kernel Configuration -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N= excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?= for Help, </> for Search. Legend: [*] built-in [ ]

[ 1 Optional GKI features
~xecutable file formats ---=
Memory Management options  ---=

[*] Networking support  --->
Device Drivers ---=
~ile systems --->
Security options ~--->

Library routines --->
<ernel hacking ---> D

< Exit > < Help = < Saveg> >

& .2-7: Cryptographic API fig&

2. % Hardware crypto devies E# AN F—REE, MNEFFR:

H¥Tdwarg crypto devices -

Arrow ke navigate e menu./ <Enter> selects submenus ---> (or empty
submenus --). Highlighted /letters are hotkeys. Pressing <Y=
includes, > excludes, <M>/modularizes features. Press <Esc><Esc> to
exit, <?> Search. Legend: [*] built-in [ ]

--- Hard 0 devices

< > Support for Microchip / Atmel ECC hw accelerator

< > Support for Microchip / Atmel SHA accelerator and RNG

< > Support for Allwinner Security System cryptographic acceler

Support for Allwinner Sunxi CryptoEngine
< > Inside Secure's SafeXcel cryptographic engine driver
< = Support for ARM TrustZone CryptoCell family of security pro

< Fxit > < Help > < Save > < load >

2-8: Cryptographic API Et&

3. # A\ Support for Allwinner Sunxi CryptoEngine, $0EFfx:

WA © BSEERERHERAE. RE—TF 8
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.config - Linux/arm64 5.4.61 Kernel Configuration

[...] PI > Hardware crypto devices > Support for Allwinner Sunxi CryptoEngi
Support for Allwinner Sunxi CryptoEngine
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc»<Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

< > CE support the AF_ALG interface for user api
< > CE support the systemcall interface for user api

< Exit > < Help > < Save > < |load >

2-9: Cryptographic API E2&

2.3.1.3 %#F ARM HINEIESHIERE

SORBUERZ LA 8K NI, 3 8K LUT, FILAKA ARM BYIIEIE<S XL CE RIRBIMEREEN
BiL%, FTEEEHZWRAR ARMBIINEES, ©HXH CE NECE, FXN CE NEEMS
REMSo

XELL ARM-V7 2B &< B TR E |

1. BE%, %8 ARM Accelerated Cryptographic Algorithm E#HN F—RERE, WEFR:

WA © BSEERERHERAE. RE—TF 9
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Linux/arm 5.4.61 Kernel Configuration -

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N> excludes, <M= modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
System Type --->
fus support --->
Kernel Features --->
Ffoot options --->
CPU Power Management --->
Floating point emulation --->
Power management options ---=
Firmware Drivers ---=

[[§] ARM Accelerated Cryptographic Algorithms

[ 1 Virtualization ----
ol i +}

< Exit > < Help = < Save > < Load >

E 2-10: ARM FRELTHEE

2. B, EER#HITEREBENNEZE, WNEF:

& d‘ithmﬁ .
Arrow keys naviga . submenus ---> (or empty
submenus ----) otkeys Pressing <Y=
includes, <N E features. Press <Esc><Esc> to

exit, <?> g Legend: [*] built-in [ 1]

)‘tographic Algorithms
, (ARH asm} (NEW]

(NEW)

< Exit = < Help = < Save > < Load >

E 2-11: ARM iFRIESHEE

2.3.2 %% openssl ARAREE

BT openssl JHAALAHL crypto ERNAFRSEOXE, EBENT:

1. Bk, 4% Cryptographic API iEW# N T—REE, SNEFIR:

WA © BSEERERHERAE. RE—TF 10
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Linux/arm 5.4.61 Kernel Configuration -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N= excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

mf

{ - )

[ 1 Optional GKI features
Executable file formats --->
Memory Management options  ---=

[#*] Networking support ---=
Device Drivers ---=>
File systems --->
Security options --->

Cryptographic APT ---3|
Library routines --->
Kernel hacking --->

< Exit = < Help = < Save = < |Load =

2-12: Cryptographic API fic&

2. BB crypto ERMNAFSEONE, ER TENMB, NER:

- selects submenus

---> (or empty

submenus ---- > hotkeys. Pressing <Y=
includes, < es features. Press <Esc><Esc> to
exit, <?> Legend: [*] built-in [ ]

eneration ***
< > Generation for Cryptographic modules
< >

hash algorithms

symmetric key cipher algorithms
random number generator algorithms
AEAD cipher algorithms
Hzrdware crypto devices --->

< Exit > < Help = < Save > < lLoad =

2-13: Cryptographic API fic&

3. %% AF ALG 08 CE I5zh, tNEFR:

WA © BSEERERHERAE. RE—TF 11
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.config - Linux/armb64 5.4.61 Kernel Configuration

[...] PI > Hardware crypto devices > Support for Allwinner Sunxi CryptoEngii

Support for Allwinner Sunxi CryptoEngine
Arrow keys navigate the menu. <Enter> selects submenus
submenus ----). Highlighted letters are hotkeys.
includes, <N= excludes, <M= modularizes features.

---> (or empty
Pressing <¥=

Press <Esc=<Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

+##+ Choose one according to the actual usage **#*
E*> CE support the AF ALG interface for user

api
< > (CE support the systemcall interface for user api

< Exit = < Help = < Save > < load =

2-14: Cryptographic API fic&

SIMEEKH socket BIIEOZF, FELRIE CONFIG NET @A, BEEWT:

s submenus ---> (or empty
otkeys Pressing <Y=>

es features. Press <Esc><Esc> to
Legend: [*] built-in [ ]

gtworking o
Arrow keys navigate the menu .
submenus ---- i

includes,
exit, <7>

r configuration interface
virtual interface

sub policy support
Transformation migrate database
Transformation statistics

< Exit > < Help > < Save > < Load >

2-15: NET EgE&E &I

2.3.3 &% CERETRIEAAALEE

CE ig& T RRshRIEEN T

1. Bk, 4% Cryptographic API iEW# N T—REE, SNEFIR:

WA © BSEERERHERAE. RE—TF 12
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Linux/arm 5.4.61 Kernel Configuration -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N= excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

mf

{ - )

[ 1 Optional GKI features
Executable file formats --->
Memory Management options  ---=

[#*] Networking support ---=
Device Drivers ---=>
File systems --->
Security options --->

Cryptographic APT ---3|
Library routines --->
Kernel hacking --->

< Exit > < Help > < Save > < load >

2-16: Cryptographic API fic&

2. 1%&#% syscall #0089 CE IR5f, SNEFIR:

.config - Linux/arm64 & Kernel Configuration
.1 PI = Hardware crypto devices > Support for Allwinner Sunxi CryptoEngir
: CryptoEngine -
r> selects submenus ---> (or empty
s are hotkeys. Pressing <Y=
ularizes features. Press <kEsc><Esc> to
Legend: [*] built-in [ ]

Arrow keys

includes,
exit, <?

< EXit = < Help = < Save > < lLoad =

2-17: Cryptographic API &

2.3.4 Device Tree E2& i BH

1£ Device Tree H3%¢ CE 1£#I28#{THE, W0

IR © HiB2EREROBIRAR. RE—INF 13
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cryptoengine: ce@03040000 {
compatible = "allwinner,sunxi-ce";
device name = "ce";
reg = <0x0 0x03040000 0x0 Oxad>, /* non-secure space */
<0x0 0x03040800 OxO0 Oxal>; /* secure space */
interrupts = <GIC SPI 52 IRQ TYPE EDGE RISING>, /*non-secure*/
<GIC SPI 53 IRQ TYPE EDGE RISING>; /* secure*/
clock-frequency = <400000000>; /* 400MHz */
clocks = <&ccu CLK BUS CE>, <&ccu CLK CE>, <&ccu CLK MBUS CE>,
<&ccu CLK PLL PERIPHO 2X>;
clock-names = "bus ce", "ce clk", "mbus ce", "pll periph0 2x";
resets = <&ccu RST BUS CE>;
status = "okay";

h;

\
/

compatible: RIFAKMILE, BFIRFIEFRIGE,
reg: & &EARMUL,

interrupts: & &HERIRT,

clock-frequency: & & {ER RV HIRZE,

clocks: i&& AR ER,

ok W=

2.4 TRRSLERIFTER

2.4.1 linux-4.9 JRE{Liags

CE IRephBYIRAES (I FHIZTE drivers/crypto/sunxi-ss BRF:

drivers/crypto/sunxi-ss/

F— sunxi_ss.c // SunxiFAMSSEAEM. WIERIZRITH

F— sunxi_ss.h // ASUnxiFEMSSIRMENX T —LLANE. HiBdtH
F— sunxi ss proc.h // &FEXAEOSR

— sunxi_ss_proc_comm.h // =MRRASSEFISLANEZLEILRE
| 1

| F— sunxi_ss_proc.c // VIMRZASSIEHESMEXLIRIIE

| F— sunxi_ss reg.c // V1kRZSSIZHISBSMFEFREOLNM

| F— sunxi ss reg.h // VIkRZSSizHIBSMSFESEOERR

| Fv2

| F— sunxi_ss_proc.c // V2HRASSIEHISBME LB SIE

| b sunxi ss reg.c // V2hRZASSIEHIBSMFFREOLN

| | sunxi ss reg.h // V2hRASSizHISSMZS % E AR
I

| F— sunxi_ss_proc.c // V3RASSIEHIEBSMNEXLIRSIE

| b sunxi ss reg.c // V3KRZSSIZHISBSMNFEFRIEOLN

| b sunxi ss reg.h // V3hkRZASSizHIZBMISEFESEOSMN

| e

| F— sunxi_ss_proc.c // VARRZESSIEHISSMEXLIRSIE

| F— sunxi ss reg.c // VAKRZSSIZHIBSMNFFREOLTM

| F— sunxi ss reg.h // VAkRZSSizHIBSMSEESEOERR

WRAFRE © BseEREROERAE. RE—TNF
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B3 Makefile %9 CE RRABVRIZ4IE, linux-4.9/drivers/crypto/sunxi-ss/Makefile
AEMT

obj-$(CONFIG_CRYPTO DEV_SUN4I SS) += sun4i-ss.o
sun4i-ss-y += sund4i/sun4i-ss-core.o sun4i/sundi-ss-hash.o sun4i/sund4i-ss-cipher.o

obj-$(CONFIG_CRYPTO DEV_SUNXI) += ss.o

SS-y += SuUNxi_ SS.0 sunxi_ss proc_comm.o sunxi_ ce cdev_comm.o
#ss-y += ss _kernel test.o

ifdef CONFIG_ARCH_SUN8IW11
SUNXI_SS_VER = v3

endif

ifdef CONFIG_ARCH SUN8IW12
SUNXI_SS_VER = v3

endif

ifdef CONFIG_ARCH_SUN8IW15
SUNXI_SS_VER = v3

endif

ifdef CONFIG_ARCH_SUN8IW17
SUNXI_SS VER = v3

endif

ifdef CONFIG_ARCH_SUNSIW7
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW18
SUNXI_SS_VER = v3

endif

ifdef CONFIG_ARCH_SUN5OI
SUNXI SS VER = w3

endif

ifdef CONFIG_ARCH SUN8IW16
SUNXI_SS VER = v3

endif

ifdef CONFIG ARCH SUN8IW19
SUNXI_SS VER = v3

endif

ifdef CONFIG_ARCH SUN50IW8
SUNXI_SS_VER =.v4

endif

ifdef CONFIG_ARCH SUN50IW1O
SUNXI_SS VER = v4

endif

ss-y += $(SUNXI SS VER)/sunxi ss reg.o $(SUNXI SS VER)/sunxi ss proc.o

ccflags-y += -Idrivers/crypto/sunxi-ss/$(SUNXI SS VER)

#ccflags-y += -DDEBUG

2.4.2 linux-5.4 JRE{CHBZEH

CE IRepBIRMIS I FRZIE drivers/crypto/sunxi-ce BRTF:
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%%

drivers/crypto/sunxi-ce/

— drivers

I F— crypto

| — sunxi-ce

| — Kconfig

| — Makefile

| F— sun4i

| — sun4i-ss-cipher.c

| F— sundi-ss-core.c

| F— sun4i-ss.h

| L— sun4i-ss-hash.c

| F— sunxi_ce.c // SunxiTAMSSEETM. MBRIEHITZH
| F— sunxi_ce cdev_comm.c

| F— sunxi ce.h // HSunxiFAMSSIEMEN T —LeHMAME. HiRLH
| — sunxi_ce_proc_comm.c // ERRACEEFISZLRANEZLEITRER
| F— sunxi ce proc.h // BMEXNIZEOSERR

| = v2

| — sunxi_ce_proc.c // VIIRZACEEHISBSME XL S
| F— sunxi_ce reg.c // VIARZASCERFISMFESSIEOLN
| L— sunxi_ce_reg.h // VIARZSCE{EHISSHIZ 1SS O~0A
I F— v3

| F— sunxi_ce proc.c
| F— sunxi ce proc walk.c
| F— sunxi ce reg.c
| L— sunxi ce reg.h
I F— va
| F— sunxi_ce proc.c
| F— sunxi_ce reg.c
| L— sunxi.cé reg.h
| L— v5
| F—4sunxi_ce proc.c
| = sunxi_ce reg.c
| L— sunxi_ce reg.h

B3 Makefile #£§|@fh CE fRZABRIZ4IF, linux-5.4/drivers/crypto/sunxi-ce/Makefile

REWT

obj-$(CONFIG CRYPTO DEV SUN4I SS) 4= sundi-ss.o

obj-$(CONFIG_CRYPTO DEV_SUNXI) += sunxi-ce.o

sunxi-ce-$(CONFIG _CRYPTO DEV _SUNXI) += sunxi_ce.o sunxi_ce proc_comm.o0
#ss-y += ss _kernel test.o

ifdef CONFIG ARCH SUN20IW1
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW11l
SUNXI_CE VER = v3

endif

ifdef CONFIG_ARCH SUN8IW12
SUNXI _CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW15
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW17

sun4i-ss-y += sun4i/sun4i-ss-core.o sund4i/sundi-ss-hash.o sun4i/sund4i-ss-cipher.o
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SUNXI _CE VER = v3

endif

ifdef CONFIG_ARCH SUN8SIW7
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW18
SUNXI_CE VER = v3

endif

ifdef CONFIG _ARCH SUN50I
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW16
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW19
SUNXI CE VER = v3

endif

ifdef CONFIG_ARCH SUN8IW20
SUNXI CE _VER = v3

endif

ifdef CONFIG_ARCH SUN50IW8
SUNXI CE VER = v4

endif

ifdef CONFIG_ARCH SUN50IW10
SUNXI CE_VER = v4

endif

ifdef CONFIG ARCH SUN50IW12
SUNXI CE VER = v5

endif

sunxi-ce-y += $(SUNXI CE VER)/sunxi ce reg.o $(SUNXI CE VER)/sunxi ce proc.o
ccflags-y += -I$(sSrctree)/drivers/crypto/sunxi-ce/$(SUNXI CE VER)

#ccflags-y += DDEBUG
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A CE el RBIWNA. $5MEO, RFEF Linux RZEERN.

3.1 FRFEMEO

IT#O#E Linux RZH crypto B9tnERO, FESMREEEM. T,

3.1.1 crypto register alg()

3.1.1.1 R#HFE

[int crypto register alg(struct crypto alg *alg)

3.1.1.2 IprEisR

[ crypto EZNEM—FINE R %o

3.1.1.3 E[EE

R[E 0 FRRAE, REIEMERTEK,.

3.1.1.4 S#iieA
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3.1.2 crypto unregister alg()

3.1.2.1 RHFE

[int crypto unregister alg(struct crypto alg *alg)

3.1.2.2 IpREiR

M crypto HEZRFH—MINZRER X,

3.1.2.3 iE[EE

&[] 0 RRA, REIEMERTRK.

3.1.2.4 S

alg, BAN—LEHER, EEES, HEF, %41 crypto alg FIENX:

struct crypto alg {
struct list/head cra_list;
struct list head cra users;

u32 cra_flags;

unsigned int cra blocksize;
unsigned int cra ctxsize;
unsigned int cra alignmask;

int cra_priority;
atomic t cra refcnt;

char cra_name[CRYPTO_MAX_ALG_NAME];
char cra driver name[CRYPTO MAX ALG NAME];

const struct crypto type *cra type;

union {
struct ablkcipher alg ablkcipher;
struct aead alg aead;
struct blkcipher alg blkcipher;
struct cipher_alg cipher;
struct compress alg compress;
struct rng alg rng;

} cra u;

int (*cra_init)(struct crypto tfm *tfm);
void (*cra exit)(struct crypto tfm *tfm);
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void (*cra destroy)(struct crypto alg *alg);

struct module *cra module;

};

3.1.3

crypto register ahash()

3.1.3.1 HHKFE

[int crypto register ahash(struct ahash alg *alg)

3.1.3.2

TheeHaik

M crypto HEZFM—FFF Hash £EZE,

3.1.3.3 E[E{&E

R 0 R, REEMERTKK.

3.1.3.4 St

alg, BiEM—EA, BEEIER, HP, £ ahash alg BEX:

int
int
int
int
int
int
int
int

struct ahash _alg {

(*init) (struet_ahash_request *req);

(*update) (struct ahash_request *req);

(*final) (struct ahash request *req);

(*finup) (struct ahash request *req);

(*digest) (struct ahash request *req);

(*export) (struct ahash request *req, void *out);

(*import) (struct ahash request *req, const void *in);

(*setkey) (struct crypto _ahash *tfm, const u8 *key,
unsigned int keylen);

struct hash alg common halg;
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3.1.4 crypto unregister ahash()

3.1.4.1 RHFE

[int crypto unregister ahash(struct ahash alg *alg) ]

3.1.4.2 IpREiR

M crypto #EFHE—#FEF Hash £&E,

3.1.4.3 iE[EE

&[] 0 RRA, REIEMERTRK.

3.1.4.4 SR

alg, BEN—EHA EEER, HF, 415 ahash alg BIEX:

struct ahash_alg/{
int (*init)A{struct ahash request *req);
int (*update) (struct ahash’ request *req);
int (*fipal)(struct ahash request *req);
int (*finup) (struct ahash request *req);
int (*digest) (struct ahash request/*req);
int (*export) (struct ahash request *req, void *out);
int (*import)(struct ahash request *req, const void *in);
int (*setkey)(struct cryptosahash *tfm, const u8 *key,
unsigned int keylen);

struct hash _alg common halg;

3.2 B EREO

X225 AES 2. Hash 3£, RNG EER/IHEZNZOREREIZO, #2E SS EEIAERATE
O, efl@diEs DMA, SS £Hls85TR—RIEH,
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3.2.1 ss aes start()

3.2.1.1 RHFE

[static int ss aes start(ss aes ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.1.2 Ihakiak

HMIT—R AES XBZERNEE,

3.2.1.3 iE[EE

0, mZh; HtfE, KW

3.2.1.4 =¥k

1. ctx, AES XEBEMETX
2. req ctx, —X& AES REXBERNLTX
3. len, ENENIIEKE

Hrr, ss aes ctx t IENXIT

/* The common context of AES and HASH*/
typedef struct' {

u32 flow;

u32 flags;
} ss_comm ctx t;

typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

#ifdef SS RSA ENABLE

u8 key[SS RSA MAX SIZE];

u8 iv[SS RSA MAX SIZE];
#else

u8 key[AES MAX KEY SIZE];

u8 1iv[AES MAX KEY SIZE];
#endif
#ifdef SS SCATTER ENABLE

u8 next_ iv[AES MAX KEY_ SIZE]; /* saved the next IV/Counter in continue mode */
#endif

int key size;

int iv size;

int cnt; /* in Byte */
} ss aes ctx t;
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ss aes req ctx t ENXIT (FEXH sunxi ss.h)

/* The common context of AES and HASH */
typedef struct {

u32 flow;

u32 flags;
} ss_comm ctx t;

typedef struct {
ss_comm_ctx_t comm; /* must be in the front. */

#ifdef SS RSA ENABLE

u8 key[SS RSA MAX SIZE];

u8 1iv[SS RSA MAX SIZE];
#else

u8 key[AES MAX KEY_SIZE];

u8 1iv[AES MAX KEY SIZE];
#endif
#ifdef SS SCATTER ENABLE

u8 next iv[AES MAX KEY SIZE]; /* saved the next IV/Counter in continue mode */
#endif

int key size;

int iv size;

int cnt; /* in Byte */
} ss aes ctx t;

3.2.2 ss hash start

3.2.2.1 RHKFE

[static int ss hash start(ss hash ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.2.2 Ihgerad

MIT—R HASH KEERIZH,

3.2.2.3 iE[EE

&[E] 0 RRAY, REIHEMERTKK.

3.2.2.4 SH#iA

1. ctx, Hash EHEZMW ETX
2. req ctx, —& AES EEXBERMETX

WRAFRE © BseEREROERAE. RE—TNF
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3. len, BHHENHIEKE

Hrr, ss hash ctx t ENXIT

typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS HASH PAD SIZE];

int md_size;

int cnt; /* in Byte */
} ss _hash ctx t;

#iE: NTHRS V3.2 BB Padding Thae, XPREIEMT — M2 last, ARKTEERGE

_@.o

3.2.3 ss rng start()

3.2.3.1 R#HFRE

((static int ss rng start(ss.aes €txut *ctx, u8 *rdata, unsigned int dlen) )
3.2.3.2 IpgEfER
HIT—X RNG KR ZEZIZE,
3.2.3.3 iE[EE
REEART 0, SRFRRERZIRVRENEKE; HME, XK.
3.2.3.4 S
1. ctx, RNG Z (1 AES EHAR—MER) FZENLETX
2. rdata, ATREFMEAIFENE
3. dlen, EFERMFENHRKE (FTHEM)
Hrh, ss hash ctx t FENXIT
IRINFTE © HiELERERHERAT. RE—YUF 24
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typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS _HASH PAD SIZE];

int md_size;

int cnt; /* in Byte */
} ss _hash ctx t;
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OpenSSL BYEOHAR, AT UEE NAPIXFINNEEE O, T demo F2/ER OpenSSL
BLMREAE, demo JEXHFRERTE OpenSSL A, HIFMIZITEHRE OpenSSL MEhEEL 1.

4.1 openssl RS E

openssl IS EHBE L £1F gerrit L,

git clone ssh://yourname@gerrit.allwinnertech.com:29418/longan/platfrom/framework/openssl/
openssl-1.0.0

4.2 openssl NEEES%RIF

RN FARBXAEN CE #T7 %, WFEZEFIA openssl #rERNEO, 74 8EEA CE Kzf,

4.2.1 openssl WS

openssl MEMRIEE, ELERF—EMMEREZNENTFENEE, HBEM longan EEEX
HHEE—RKT, BEIFERE longan THITECERIF,

$cd longan
$./build.sh config

4.2.2 openssl FY4RiFi5HEH

openssl MERILE, BLHM longan B liunx WREFTEHLPEE—ET, FAtY longan fiiE
WFlE, HITWTRIF

$cd openssl-1.0.0
$make clean
$make
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4.2.3 openssl FIEXHEIE R

MENAREA openssl #1TH %, WEEE S openssl WEXG#HITH A, openssl BHEXHEHH
4p%, W

$cd openssl-1.0.0
$make install

HITRINfE, &7F openssl-1.0.0/out BR AR MU TX4:

openssl-1.0.0/out
L— usr

L— ssl

F— bin // OpenSSLETHITX M
— certs // BEiAR, AEREIRIES
F— include // OpenSSLAIEOSL{F
— lib // OpenSSL=RAEIMENZAE, cd B#EFiHengine
F— man // BEEIFM (mandmLBERER)
— misc // HEfiTAls
— openssl.cnf // OpenSSLEYECE X
L— private // BEIAZE

N BEREHITHAN, FEHEE lib BRT 3 MehBEXH:

— libcrypto.so0.1.0.0
— 1libssl.s0.1.0.0
— libaf _alg.so

4.3 CE ig&T = 108 demo A7 EA

MEXARH demo 7E kernel/tools/ce B R To

int ce test(void)
{

int ce fd, ret;

/*get ce fd*/
ce fd = open("/dev/ce", 0 RDWR);
if (ce fd < 0) {
printf("open /dev/ce error");
return -1;
}

printf("open successful ,ce fd = %d\n", ce fd);

#ifdef AES FUNCTION TEST
/*BITAESE AN */
ret = aes test(ce fd);
if (ret < 0) {
printf("aes test fail\n");
goto fail;
}
#endif
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#ifdef AES TEST MAX
ret = aes test max(ce fd);
if (ret < 0) {
printf("aes test max fail\n");
goto fail;
}
#endif

close(ce fd);
return 0;

fail:
close(ce fd);
return ret;

4.4 openssl AAF Y demo FBHFI5EH

4.4.1 f£F af alg 512

ENE[ER af alg 51%, FEEFIRK OpenSSL i B HHEEMZESZE,

ENGINE *openssl _enginecinit(char *type)

{
ENGINE *e = NULL;
const char *name = "af alg";
OpenSSL_add _all_algorithms();
ENGINE load builtin engines();
e = ENGINE by id(name);
if (le) {
DBG("find engine %s error\n", name);
return NULL;
}
ENGINE ctrl cmd string(e, "DIGESTS", type, 0);
return e;
}
void openssl engine free(ENGINE *e)
{
if (e != NULL)
ENGINE free(e);
ENGINE cleanup();
EVP_cleanup();
}
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4.4.2 MD5 demo

F4H) demo XHiEEE openssl-1.0.0/ss test/BRETo

{

int

void print md(unsigned char *md, int len)

int i;

for (i=0; i<len; i++)
printf("%02x", md[i]);
printf("\n");

main(int argc, char *argv[])

int ret = 0;

FILE *in = NULL;

ENGINE *e = NULL;

EVP_MD CTX ctx = {0};

const EVP_MD *e md = NULL;

unsigned int md size = 0;

unsigned char md[MD5 DIGEST LENGTH] = {0};

if (argc != PT_NUM) {
usage();
return -1;

in = fopen(argv[PT IN FILE], "rb");

if (in == NULL)< {
DBG("Failed to fopen(%s)! \n", argv[PT _IN FILE]);
return -1;

e = openssl _engine init("md5");
if (e == NULL) {

ret = -1;

goto error;

e md = ENGINE get digest(e, NID md5);

if (e md == NULL) {
DBG("ENGINE_get digest() failed! \n");
ret = -1;
goto error;

EVP DigestInit(&ctx, e md);

for (55) {
ret = fread(g buf, 1, SS TEST BUF SIZE, in);
if (ret <= 0) {

if (ret < 0)
DBG("read(%d) return %d. \n", SS TEST BUF SIZE,
break;

EVP DigestUpdate(&ctx, g buf, (unsigned long)ret);

}
EVP DigestFinal(&ctx, md, &mnd size);

ret);
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printf("MD5(%s)= ", argv[PT_IN FILE]);
print md(md, MD5 DIGEST LENGTH);

error:
if (in != NULL)
fclose(in);

EVP_MD CTX cleanup(&ctx);
openssl _engine free(e);
return ret;

4.4.3 AES demo

EFAH demo XHiEEE openssl-1.0.0/ss test/BFETo

/* The identification string to indicate the key source. */

#define CE_KS INPUT "default"
#define CE KS SSK "KEY SEL SSK"
#define CE_KS HUK "KEY SEL_HUK"

#define CE_KS RSSK "KEY SEL_RSSK"

#define CE_KS INTERNAL ©  "KEY SEL INTRA 0"
#define CE KS INTERNAL 1  "KEY SEL INTRA 1"
#define CE KS INTERNAL 2 _“KEYsSEL INTRA 2"
#define CE_KS INTERNAL.3" ~ "KEY SEL INTRA 3!
#define CE_KS INTERNAL 4  "KEY SEL_INTRA 4"
#define CE KS INTERNAL 5  _“KEY SELJINTRA 5"
#define CE KS INTERNAL 6 | "KEY.SEL INTRA 6"
#define CE KS INTERNAL 7 | "KEY SEL INTRA 7"

unsigned char /g inbuf[SS TEST BUF SIZE] = {0};

unsigned char g outbuf[SS TEST BUF SIZE] = {0};

unsigned char g key[AES KEY SIZE 256] = {
OxFF, OXEE, OxDD, OxCC, OxBB, OxAA, 0x99, 0x88,
0x77, 0x66, 0x55, Ox44, 0x33, 0x22, 0x11l, 0x00,
0x00, 0x11, 0x22; 0x33, 0x44, 0x55, 0x66, 0x77,
0x88, 0x99, OxAA, O0xBB, OxCC, 0xDD, OXEE, OxFF};

const unsigned char g_iv[AES BLOCK SIZE] = {
0x00, 0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77,
0x88, 0x99, OxAA, 0xBB, 0xCC, OxDD, OxEE, OxFF};

int main(int argc, char *argv[])

{

int ret
int enc
int inl
int outl 0;

FILE *in NULL;

FILE *out = NULL;

ENGINE *e = NULL;

EVP_CIPHER CTX ctx = {0};

const EVP_CIPHER *e cipher = NULL;

0;
0;
0;

if (argc != PT_NUM) {
usage();
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return -1;

in = fopen(argv[PT IN FILE], "rb");

if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT IN FILE]);
return -1;

}

out = fopen(argv[PT OUT FILE], "wb");

if (out == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT OUT FILE]);

ret = -1;
goto error;

}

if (strncmp(argv[PT_ENC DIR], "enc", 3) == 0)
enc = 1;

e = openssl _engine init();
if (e == NULL) {
ret = -1;
goto error;
b
e cipher = ENGINE get cipher(e, NID aes 128 cbc);
if (e _cipher == NULL) {
ret = -1;
goto error;

EVP _CipherInit(&ctx,<e cipher, g key, g iv, lenc);
for (;;) {
inl = fread(g inbuf, 15 SS TEST BUF SIZE, in);
if (inl <= 0) {

if (inl < 0)
DBG("read(%d) return %d. \n", SS TEST BUF SIZE, inl);
break;

}

if (inl > 0) {
EVP_CipherUpdate(&ctx, g outbuf, &outl, g inbuf, inl);
DBG("Update: inl %d,outl %d \n", inl, outl);
fwrite(g outbuf;= 1, outl, out);
}
}
EVP _CipherFinal(&ctx, g outbuf, &outl);
DBG("Update: outl %d \n", outl);
if (outl > 0)
fwrite(g outbuf, 1, outl, out);

error:
if (in != NULL)
fclose(in);

if (out '= NULL)
fclose(out);

EVP_CIPHER CTX cleanup(&ctx);
openssl _engine free(e);
return ret;
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4.4.4 HMAC-SHA1 demo

F4H) demo XHiEEE openssl-1.0.0/ss test/BRETo

struct af alg digest data
{
char key[SHA CBLOCK];
int keylen;
}i

static struct test st {
char key[128];
int key len;
char data[128];
int data len;
unsigned char *digest;
} test[] = {
4 °%
0,
"More text test vectors to stuff up EBCDIC machines :-)",
54,
(unsigned char *)"b760e92d6662d351eb3801057695ac0346295356",
3, { "Jefe",
4,
"what do ya want for nothing?",
28,
(unsigned char *)"effcdfbae5eb2fa2d27416d5f184df9c259a7¢79",
A
{0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa, },
16,
{0xdd, 6xdd, 6xdd, 6xdd, 06xdd, 06xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,0xdd, 0xdd,
0xdd,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd,0xdd, 0xdd, 0xdd,0xdd, 0xdd, 0xdd, 0xdd,
0xdd,0xdd, 0xdd, 0xdd, 0xdd, 0xdd,0xdd, 0xdd,
0xdd,0xdd, 0xdd, 0xdd, 0xdd, 0xdd’, 0xdd, 0xdd,
0xdd, Oxdd},
50,
(unsigned char,*)"d730594d167e35d5956fd8003d0db3d3f46dc7bb",
oA
{0xaa, 0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,O0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa},
20,
{0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd, Oxdd, Oxdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd},
56,
(unsigned char *)"09al13335188749ec35ce0dd46185eb6c65719cf2",
oA
{0x01,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x02,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x03,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x04,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
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0x05,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x06,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x07,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x08,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x09},
65,
{0xd1,0xdd, 0xdd,0xdd, 0xdd, 0xdd, Oxdd, Oxdd,
0xd2,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd3,0xdd, 0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd,
0xd4,0xdd, 0xdd, 0xdd, 0xdd, Oxdd, Oxdd, 0xdd,
0xd5,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd6,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd7,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd8,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd9, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd,
Oxda, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd, Oxdd},
80,
(unsigned char *)"5422e0af0382e038412500f0527d92b7bd3d67c8",
}
};

static unsigned char md[SHA DIGEST LENGTH];

static char *pt(unsigned char *md)
{

int i;

static char buf[80] = {0};

for (i=0; i<SHA DIGEST LENGTH; i++)
sprintf(&(buf[i*2]),"%02x",md[i]);
return(buf);

int check key(char *dst, char *src, int _ten)

memset(dst, 0, SHA CBLOCK);

if (len <= SHA CBLOCK) {
memcpy(dst, src, len);
return len;

/* Get the hash value.ofisrc. */
EVP Digest(src, len, (unsigned char *)dst, NULL, EVP shal(), NULL);
return SHA DIGEST LENGTH;

int main(int argc, char *argv[])

int ret = 0;
unsigned int i = 0;
char *p = NULL;

ENGINE *e = NULL;

EVP_MD CTX ctx = {0};

const EVP_MD *e md = NULL;

struct af alg digest data *ddata = NULL;

if (argc == 2)
i = atoi(argvil1]);
if (1 > 4)
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i=4;

e = openssl _engine init("hmac-shal");
if (e == NULL) {

ret = -1;

goto error;

e md = ENGINE get digest(e, NID hmac_shal);
if (e_md == NULL) {
DBG("ENGINE get digest() failed! \n");
ret = -1;
goto error;

EVP DigestInit(&ctx, e md);

ddata = (struct af _alg digest data *)ctx.md data;
ddata->keylen = check key(ddata->key, test[i].key, test[i].key len);

EVP DigestUpdate(&ctx, test[i].data, (unsigned long)test[i].data len);
EVP DigestFinal(&ctx, md, NULL);

p = pt(md);
if (strcmp(p, (char *)test[i].digest) != 0) {
printf("HMAC-SHA1l test %d failed!\n", 1i);
printf("\tActual: %s \n\tExpect: %s\n", p, test[i].digest);
ret = 1;
)
else
printf("HMAC-SHA1 test %d ok\n",i);

EVP_MD CTX cleanup(&ctx);
error:
return ret;

4.4.5 DH demo

void rand seed update(void)

{
static int pos = 0;
char rnd _seed[] = "string to make the random number generator think it has entropy";
RAND seed(&rnd seed[pos], sizeof rnd seed);
pos += 8;
if (pos >= strlen(rnd_seed))
pos = 0;
}
int main(int argc, char *argv[])
{
DH *a;
DH *b=NULL;

char buf[12];
unsigned char *abuf=NULL,*bbuf=NULL;
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int i,alen,blen,aout,bout, ret=-1;
BIO *out = NULL;
BIO *in = NULL;

ENGINE *e = NULL;

if (argc !'=2) {
printf("You should input as follow: \n");
printf("\t %s [param file]\n", argv[0]);
return -1;

e = openssl_engine init();
if (e == NULL)
goto err;

CRYPTO malloc debug init();
CRYPTO_dbg_set_options(V_CRYPTO MDEBUG ALL);
CRYPTO _mem ctrl(CRYPTO MEM CHECK ON);

out=BIO new(BIO_ s _file());
if (out == NULL) EXIT(1),
BIO set fp(out,stdout,BI0 NOCLOSE);

/* Load DH parameters from a given file. */

in = BIO new(BIO s file());

if (BIO read filename(in, argv[1l]) <= 0) {
printf("Failed to open.%s \n", argv[l]);
goto err;

a = PEM read io DHparams(in, NULL, NULLj;® NULL);
if (a == NULL) <
printf("unable to loadDH parameters\n");
goto err;

}

BIO puts(out,"\np: \n");
BN print(out,a->p);

BIO puts(out,"\ng: \n");
BN print(out,a->g);

BIO puts(out,"\n\n");

b = DH new();
if (b == NULL) goto err;

b->p = BN dup(a->p);
b->g = BN dup(a->g);
if ((b->p == NULL) || (b->g == NULL)) goto err;

/* Set a to run with normal modexp and b to use constant time */
a->flags &= ~DH FLAG NO EXP_CONSTTIME;
b->flags |= DH FLAG NO EXP CONSTTIME;

/* 1.1 a->pub key = (g ~ a->pri key) mod p */
rand _seed update();

if (!DH generate key(a)) goto err;

BIO puts(out,"pri 1: \n");

BN print(out,a->priv_key);
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err:

BIO puts(out,"\npub 1: \n");
BN print(out,a->pub _key);
BIO puts(out,"\n");

/* 1.2 b->pub key = (g ©~ b->pri key) mod p */
rand seed update();

if (!DH generate key(b)) goto err;

BIO puts(out,"pri 2: \n");

BN print(out,b->priv_key);

BIO puts(out,"\npub 2: \n");

BN print(out,b->pub key);

BIO puts(out,"\n");

/* 2.1 keyl = (b->pub_key ”~ a->pri_key) mod p */
alen=DH size(a);

abuf=(unsigned char *)OPENSSL malloc(alen);
aout=DH compute key(abuf,b->pub key,a);

BIO puts(out,"keyl : \n");

for (i=0; i<aout; i++)
{
sprintf(buf, "%02X",abuf[i]);
BIO puts(out,buf);

}
BIO puts(out,"\n");

/* 2.2 key2 = (a->pub _key ”~ b->pri key) mod p */
blen=DH size(b);

bbuf=(unsigned char *)OPENSSL_malloc(blen);
bout=DH compute key(bbuf,a->pub key,b);

BIO puts(out,"key2 : \n");
for (i=0; i<bout; i++)
{
sprintf(buf, "%02X",bbuf[i]);
BIO puts(out,buf);
}
BIO puts(out,"\n\n");

/* Compare'keyl and key2 */
if ((aout <'4) || (bout != aout) || (memcmp(abuf,bbuf,aout) != 0))
{
fprintf(stderr,"Error in DH routines\n");
ret=1;
h
else
ret=0;

DBG("keyl len = %d, key2 len = %d. [%s]\n", alen, blen, ret==1 ? "fail"

ERR print errors fp(stderr);

if (abuf != NULL) OPENSSL free(abuf);
if (bbuf != NULL) OPENSSL free(bbuf);
if (b != NULL) DH free(b);

if (a != NULL) DH free(a);

if (in != NULL) BIO free(in);

if (out != NULL) BIO free(out);

#ifdef OPENSSL_SYS NETWARE

"0K") ;
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if (ret) printf("ERROR: %d\n", ret);
#endif
openssl _engine free(e);
EXIT(ret);
return(ret);
}
“ilii
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A CE BMiEOB&FMEIAZE crypto BIHEZRZH, FLMNREZEBHERZSHIER CE 1%
, REEFBEAZ crypto B9EOEIE],

5.1 hash #0

BHTFEEXRS, XEMA——5ET, XEL hash FEEAH, BxEE include/cryp-
to/hash.h , XEEX S hash #OEX, MEEHHEXHER:

/**
crypto _ahash init() - (re)initialize message digest handle

@req: ahash request handle that already is initialized with all necessary
data using the ahash request * API functions

handle. Any potentiallysexisting»state created by previous operations is
discarded.

*
*
*
*
* The call (re-)initializes the message digest referenced by the ahash request
*
*
*
* Return: 0 if the messagecdigest initialization was successful; < 0 if an

& error occurred

*/

static inline int crypto ahash init(struct ahash request *req)

{
struct crypto ahash *tfm = crypto ahash reqtfm(req);

if (crypto_ahash get flags(tfm) & CRYPTO TFM NEED KEY)
return -ENOKEY;

return tfm->init(req);

crypto _ahash update() - add data to message digest for processing
@req: ahash request handle that was previously initialized with the
crypto ahash _init call.

*
*
*
*
* Updates the message digest state of the &ahash request handle. The input data
* is pointed to by the scatter/gather list registered in the &ahash request

* handle

*

*

*

Return: 0 if the message digest update was successful; < 0 if an error
occurred

static inline int crypto ahash update(struct ahash request *req)

{
return crypto _ahash reqtfm(req)->update(req);

}
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