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HBEEHREEE,

1.1 &5 BEH
FXEERSTFER Tina RETANS KBS, LEHEHEFEE Tina FAK OTA FERS

FHM R %K,

1.2 EAEH

Allwinner B4¥ & Tinao

1.3 EXAR

&M Tina FEB AKZFFMXC OTA B9HEX Ao

1.4 OTA 7%

1.4.1 recovery RFEHE

recovery RAARE, BEITRFZIN, IN— recovery RS, AR, TRFHEFLEK re-
covery R4, recovery RANFARERS

XFMRARFEREER, BAZHMIARNERERNXTNRYS. ERRNAEEHENRS,
BRERTERF R

—f% recovery RAAMEH intiramfs i, HABRIEAKENNA, RFZ OTA HEMI)
BE, 1B size R[]\
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1. recovery R4AILUMISELE/N, & flash Fial,

recovery RAHRRR:

1. recovery RA—RAEEENA, Frl OTA g, & F recovery RAHES, TENAFIE
BIRHERS.

2. FEEFFWAR,

3. FELIPMDARECE, BIERSAM recovery R4,

1.4.2 AB ZAEHE

AB RFEHE, EREENRYS, BIN—7%. BN flash LE2HE AB MERSR. MERKLEH
K. OTA BY, ELHRIBITHNE A R, WHK B RE, ARTHRE, RENS, ERYILE B
A%, OTA BY, BHFNETHRE B &%, WHEK A &%, ALTRGE, &EMRE, EBRVIRE
A /%é Lo

AB R HERMLR:

1. EMEERAETBAGFHITHI EFRH AR EBRHRS, AR, KRAM—XEFH
A,

2. ZiEEE, REBE—Ro.

3. R#IF—ERGIECE,

AB R4 HERR

1. flash HAKRK.
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2.1 Xt5i5ER

S EEBNBUETE OTA A2 bootO/uboot,
AETEEBEHRIFENS:
OTA < F4% boot0 #1 uboot,

OTA #F4% boot0 #1 uboot By C/C++ APIs,

2.2 B ER

% 2-1: ota-burnboot Xl R1HBEER

B WieA

boot0 wHEE, TEERARPAK dram HINEETT uboote —fRAEE
o

uboot INEEREE, FRE, BohNi%, &k key REM—LEEHILAIINEE,

sys_config 2EREME BN, WTFEA linxu3.4/uboot2011 WEE, EiITEZ

& sys config IR uboot #HEE—iE, WFEH
linux3:10/uboot2014 MEBIRASHT S, sys_config KTEITEMER,
RIGERMMNRESH, £MKREN dtb, linux5.4 FEARBEHE

dtb.
dtb REW, B dts BLEH sys config BBELZRSEE,
u-boot.fex f£/ linxu3.4/uboot2011 HWFEHZRALAFR uboot, HELZ

uboot+sys config.

boot package.fex M linux3.10/uboot2014 KESEHFERLAZIH uboot, H
SEESNXHREEXH boot package.cfg RE, —RELVEET
uboot 1 dtb, REAREEE—LELLMEXHX MG, TR
bootlogo FX ¥,

toc0.fex R HEFERB boot0,

tocl.fex ZE2HEFERM uboot, FY boot package.fex J#EA, HEAsEfrti &
BT dts F 1M,

WRAFRE © BseEREROERAE. RE—TNF 3



@ LWIWER
MXHEER: WE

Bl, KXNBIFL uboot, ELEFH K uboot+dtbh X#EFH—NEEAX G, EXABXDEH
uboot, E# sys_config, F# dtb, X/LMIEBREREH— MU, EXRZFRMEHREA
—, BREEH

2.3 AT EHHB bin XH

FEXATF OTA H boot0 5 uboot ¥ bin X, BF A OTA &4,

2.3.1 %1% boot0 uboot

NREFHEHERCRIZEZE E4IF uboot, MIEERIEE+EIR,

BN EHZERIN T P ERIFER uboot

$ source build/envsetup.sh
= REIFRTE,
$ lunch
= HEEHE,
$ muboot
=> #Fi¥ uboot.
$ mbootO
=> #{iF bootd (FEs LA SHEARSHEESTER, Fbootd AR, SDKARM T RIFFMIbInIH).

WIEE=B1TEN bin XHEZFEWERT, B:
XFF tina3.5.0 2 gihR4s, EEA:

[target/allwinner/xxx-common/bin ]

XfF tina3.5.1 RZERZA, BRIZH:

((device/config/chips/${CHIP}/bin )

#Ri¥HBY bootO/uboot EAREEEEAT OTA, IBHASHRIFMNITRE M, W0HIT:

$ make -j <N>

=> RiFH<, BHRIER bootd/uboot/sys config THREEZHHIFE, BT,
= HEXRT dts WEERIT, EFMEE.

$ pack [-d].

=> FREHFENITEH S,

$ pack -s [-d]

= REHFRNITEHL,
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2.3.2 XFEH boot0

AES¥MEES, KBIFMERHFEE boot0 XA, ELbF%41F boot0,
—RRIER T HAEEEN boot0, MEEIZEFERIRMEM boot0 A bin XHAENA],
DER D FEAIRM T AIRIEM boot0 K55, BIfEA mboot0 i,

2.3.3 Bin XHRF

2.3.3.1 A uboot2011 WIFRELHF=E

L R16 B9 astar-parrot A ZE R4,

RIEXS N HE ST BUERE bino

boot0:
out/astar-parrot/image/boot® nand.fex : nand AZEFERABNEbooto,
out/astar-parrot/image/boot® sdcard.fex : mmc HEFERB boot0,
out/astar-parrot/image/boot@ spinor.fex > nor FHEERE boot0,
uboot:
out/astar-parrot/image/u-boot.fex * nand/mmc FZEEMAM uboot.
out/astar-parrot/image/u-boot-spinor. fex : nor AZEMERAB uboot.

2.3.3.2 {#f uboot2014 RESIHAFHNIERELHFE

L R6 By sitar-evb HFZEAH,

RIEXS N HE ST BUERE bino

boot0:
out/sitar-evb/image/boot® nand.fex : nand AEFEAMN boot0,
out/sitar-evb/image/boot® sdcard.fex : mmc HEFEA booto,
out/sitar-evb/image/boot@® spinor.fex > nor HAZEMFERABN bootd,
uboot:
out/sitar-evb/image/boot package.fex : nand/mmc FRMEMAMN uboot.
out/sitar-evb/image/boot package nor.fex ! nor AZEEAM uboot.
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2.3.3.3 R2AHFE

L R18 B9 tulip-noma A EAFl,

bootO:

((out/tulip-noma/image/tocO.fex T REFEMEAEM boot0,

uboot:

[out/tulip-noma/image/tocl.fex T R HEMFEAN uboot,

2.4 OTA A<

2.4.1 % OTA A& <

4% boot0 5 uboot 73U{EF ota-burnboot0 5 ota-burnuboot &%,
AN S EBE OTA #H4% boot0 #1 uboot BY C/C++ APIs By %,

B iFARINEE, EE %X ota-burnboot FIE, H:

[Make menuconfig --> Allwinner -he> <*>ota-burnboot

2.4.2 ota-burnbootO

2.4.2.1 #@<iHBA

[$ Usage: ota-burnboot® <bootO-image>

F+4% boot0, EH boot0-image RIFIGHERR,

BEAR, TeMIERLHERERK boot0-image 2AREM, BN “BAFEHH bin XHE”

-
To

=z

=
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2.4.2.2 {ERATRH

root@Tinalinux:/# ota-burnboot@® /tmp/boot0® nand.fex
Burn Boot® Success

2.4.3 ota-burnuboot

2.4.3.1 @<iteA

($ Usage: ota-burnuboot <uboot-image> )

F+4% uboot, EH# uboot-image BHEBGNEKRRIR, FIR, L2MIELLA R, FEH uboot R,
FRfEAAY uboot-image BAEM, BEXRNE_ZE,

2.4.3.2 {ERRG

root@Tinalinux:/# ota-burnuboot /tmp/u-boot.fex
Burn Uboot Success

2.5 OTA A%k C/€C++ APIs

@&k OTA BurnBoot.h, f#fE libota-burnboot.so

2.5.1 int OTA burnbootO(const char *img path)

% 2-2: OTA burnboot0 KRR

BRFER  int OTA burnbootO(const char *img path);
B¥AE  img path: boot0 HE&HEKE
IREIHEE  0: FRLD; dEF: KK

IheEHER  1RE boot0

2.5.2 int OTA burnuboot(const char *img path)

WRAFRE © BseEREROERAE. RE—TNF 7
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% 2-3: OTA burnuboot R#i%EAR

BR¥REE  int OTA burnuboot(const char *img path);
S4B  img path:uboot FH&REERE
RO 00 BeEh; B KK

IhaetEix %S uboot

2.6 KESET

2.6.1 WERIEZL L EH bootO/uboot

BIIR 2, flash FEFEBEARLE—% bootO/uboot, EXNEM E, BoliRiEEXFHKRKFAER
STE M bootO/uboot #HI1TEEN, EFAEEFRIIEENZIIEE,flash FREFEEL—HETBEN
boot0/uboot,

2.6.2 Nand Flash NFTL FZEsLi)
7£ nand nftl A ZE4, boot0- 41 iboot 2 nand RIS, RIFEWIEMIIG, BEH XA
Do

Nand K& 1R7EZ 1 boot0 # uboot, BEIET, ME—MRFFIAKRREIR, BRI —HDTEN
boot0/uboot #H{TER,

SE#T bootO/uboot BY, EEIFMA nand WapiRHryED, Wahh S ME—DFHBKRERR, %
e EHRTEEERE, FEARIEE OTA SEFEENZ/IES flash FIHFED—HTEN
bootO/uboot A, BXE&E, RFEMABENRIROHITERH, EEIEMBMRINREIRIR,

B#i nand F/Y% % bootO/uboot 2H nand REHEIER, REERAEEH, SALIFREMEHRH
FREY—19,

2.6.3 Nand Flash UBI A=

7£ nand ubi FEH, boot0 —f&FKTF mtd0 #, uboot FHF mtd1 i,

5 nftl AE—, KEELEREREFEZH boot0 1 uboot, BrhlY, ME—HFFBHKREIR, EHF
HEI—19 5228 bootO/uboot HITHEA, W LIREZMFE—MNEHIEZED, HHEEXE I mtd
89 iotcl O LFEEH,

A BR=EREEZRE/dev/mtdx TR, FEAXERE CONFIG MTD CHAR=y,

WRAFRE © BseEREROERAE. RE—TNF 8
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2.6.4 MMC Flash Ciff

£ mmc A ER, boot0 1 uboot FEEM, 7/ mmc LRIEEREZEL, BESXFAN, EE
5 A EiEEE/dev/mmceblk0 T ERIEE Bi%.

BEAE:

1 sector = 512 bytes = 0.5k,

boot0/tocd R7FT &, offsetl: 16 sector, offset2: 256 sector,

uboot/tocl RET S, offsetl: 32800 sector, offset2: 24576 sector,

BEhRf=EIREY offsetl, WRSTEIMEMILEM, MIREY offset2,

TR, BAINRERT offsetl, M offset2 BERIFEL RS, RE offset]l EEEH T, WEE
BRI ER. NRTEEN offsetl RIEFIEBSEEIERIF, NBENEER offset2 #HITHT,

MNETHIFER, FIENXEER offsetl 1 offset2 ¥EH, A BHITIEEK ota-burnboot X3,

2.6.5 NOR Flash 231

nor ZEH, RRF—{3boot0 M uboot, EXLIZRIFEFIBEFEIEBE), REE#HTRIV. &
BRIKRSEIM ota B, REEH B,

WRAFRE © BseEREROERAE. RE—TNF 9
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3.1 swupdate T4

3.1.1 &

SWUpdate —MFIRR OTA E5R, M T —MREFUVENGKEFHRARNRS LRV,

BHIRE:

((https://github.com/sbabic/swupdate )
BAXH:

((http://sbabic.github.io/swupdate/ )
FEF IR

((https://zgb-all.github.io/swupdate/ )
PEHEI= e =

[QEE tina/dl/swupdate-xxx.tar.xz , fREEHN doc BRTENALARAIRIE MRS, ]
1 XIeIn:

[ https://groups.google.com/forum/#! forum/swupdate ]

3.1.2 %155 tina BIEKED

%185 tina TBM T LATHER:

L& 7 package/allwinner/swupdate,

{AER busybox, FHINTHEE, 6@ make menuconfig Bk E,
0 patch, =#F 7T E# boot0,uboot,

INT BERThi A,

WRAFRE © BseEREROERAE. RE—TNF
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o IXINBDN progress EFEHE, WHEBEO, XEALENIITENHRESR, LRARAFENIE,
Al Xk, BFNAAE%E progress JRE, BITREGHEES.

o RINBEI— 1 HIZ swupdate cmd.sh, ATRTESE, LA swupdate, FIANTEFR
[E4ET,

3.2 BCE

3.2.1 recovery 2HENA

BIEAERA +recovery REVAT, MWEE— recovery R4,

recovery R E— M initramfs B kernel, XNRIEEE X4 E target/allwinner/xxx/def-
config ota.

MREEIXH, FILUEEN defconfig 3 defconfig ota, BMEZERE.

3.2.2 RGIECEBRT

NFERYE, £

((make menuconfig )
FEEERFRERE:
( target/allwinner/xxx/defconfig )

3¥F recovery &%, FA:

((make ota menuconfig )
FEEERREFE:
[target/allwinner/xxx/defconfigfota ]

3.2.3 EALHM recovery #EER swupdate £

% L swupdate €,

(Allwinner --> [*]swupdate )
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swupdate FIERERZM7IET, —REARINEER], FEMETUM—LFEE, sl
MLEEB 5o

swupdate &#ii%E+ uboot-envtools &, MREAFTEREE env 5 XBIINEE.

3.2.4 EZR%M recovery FIEEHR wifimanager daemon

NRBMMETFR, WFEEBhHRS BB,

—MILMARXE, FH wifimanager daemon ., HA, WRAF B STERI AN A & HEX
M, AR E LR

Allwinner
--> <*> wifimanager
> [*] Enable wifimanager daemon support
--> <*>  wifimanager-daemon-demo............... .. ..., Tina wifimanager
daemon demo

3.2.5 EEEEX RS

MU LERFINLNE, BEEE RN ERANFEZENE,

3.2.6 WIFERS

IE® make BIERE RS,
((make )

3.2.7 B2E& recovery &4

SF recovey R4, TEIXL ramdisk, FEINEINEER xz EHEARUTE flash =i,

make ota menuconfig
--> Target Images
--> [*] ramdisk
--> Compression (xz)

Itk recovery B4, #R4mi¥ recovery R4, EMEIE RS,

make ota menuconfig
--> Target Images
--> [*] customize image name
--> Boot Image(kernel) name suffix (boot recovery.img/boot initramfs recovery.
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img)
l ---> Rootfs Image name suffix (rootfs recovery.img) J

3.2.8 4RiF recovery R4

BRIFER recovery R4, AIER:

( swupdate make recovery img )
FFTEAA:

(make -j16 TARGET CONFIG=./target/allwinner/xxx/defconfig ota )
WIFSE.

[out/xxx/bootiinitramfsirecovery.img ]

3.2.9 EcE& env

KL EHFER env KREFER, REA misc 75X

uboot &M env P XEENE RS, HiBERoNG TRKBIRET. REK(IGEEAPTEINENE
env, BIANEHITRBIH RS

3.2.9.1 boot_partition T=E

1@IN— boot partition TE, AFIEEERMHNAZAERD X,
& env TEFEELK boot_normal 8<%, KERRMSIKIRIIA boot_partition L&,

BIM:

[ boot normal=fatload sunxi flash boot 40007fcO® uImage;bootm 40007fcO ]

28Rk -

boot partition=boot
boot normal=fatload sunxi flash ${boot partition} 40007fcO uImage;bootm 40007fcO

XAFR] LUEIIES] boot_partition REZEFE T RERHHIRYS, £F uboot /T A\. uboot R
Z=24%88 boot normal BEIEIFE,

X3F recovery 5%, T[IRE boot partition /3 boot 3 recovery, OTA tIii R4, RE
Tt T S ENRNHA RN E RS recovery RAERBH,
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SIF AB RFEFHER, RIREN boot partition 79 bootA T bootB, OTA iR FE, REEX
Tt T ERNELAZTIIR kernel BIERY,

3.2.9.2 root_partition TE

1EIN— root partition TE, ATFIEEERBEH rootfs FIER X,
uboot TP EXR, HHILTERENZXHE cmdline FIEE root S

50, 7€ env FIRE:

((root partition=rootfs )

NEzNES uboot RKIBHAPX K, KEIBFA rootfs B KX, RigHEIINSXA/dev/nandOp4,
M7E cmdline #1E10 root=/dev/nand0p4.

kernel FEHEH rootfs BY, X root &3, MEMFEEHER/dev/nandOpd X,

3IF recovery AZE, #i—HEI&E root partition 7 rootfs BIF], EFRAFZEM rootfs 9 Xis
BEYEE, M recovery RG(ER initramfs, TEM rootfs X BEEEIEEIAIE 51T OTA K
B, S8, recovery RAREEH rootfs BiE, EES=1AiAl (B N\)rootfs 5 XBY, EXAE)
EFRER env BY root partition X T

IF AB RAFHE,ANKE root partition 7 rootfsA ¢ rootfsB, ULEARRNERES, OTA
RAGE, REENT T SRIELAEITIR rootfs BIERY,

3.2.10 EEE & env

HFE A env BTHTEE, FIRESE env WEURKIRIF, FLLFEXZFED envo

3.2.10.1 AX—: env PR BAFENEHD env

B HXRETE uboot FHITERISLI, IFHKEEFZR.
B TE uboot JRAS H ¥ ZRCONFIG SUNXT ENV NOT BACKUP, 121t NI BAZ 35 b ThEE,

FiFINEER, 2 EubootFECECONFIG SUNXI ENV NOT BACKUP, MILLINAEBRIAFFE. ubooteiFenvil
EER—S XHP#HITED

BRBE:

1. BESEER, ¥ env XY KEF 128k*2=256k,
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TR

uboot #ME env FXEHB K, WHIE env FHIHEE, AN 0-128k EMRE—1 env IR,
128k-256k FHE 1 env #iE. BT env FIEAEHE CRC R, FRLATHIM—4% env 2
E5EE, Bohff, uboot EXIHA env #HITEL, BEXE—MHIMFNRS—HE#TES, &K
S, MUE—DAE,

XF BB fw printenv, BRIARSEFE— env, BIAIT fw _setenv 2G5 env i
BERT, B TFXRBoIZAH uboot #HITREIFY, HEEHMH env WiIZHRLLEIEE, NE—4 env
A2E, EFFoHEY, uboot KIRFIEIHEE 9 env BEFE—17-

A EER:

1. EENE,

BA =R aHRIT:

(‘hexdump -C /dev/by-name/env )

AR B EFEMD.

2. FiARIF envo

(dd if=/dev/zero of=/dev/by-name/env bs=1k count=1 )

BRE—10 env, EEEHRABIERRED, F=

fw_printenv
hexdump -C /dev/by-name/env

Bl env PXBIEEELER.

3.2.10.2 AX=: &N env-redund 27X

b7 R E uboot [REINEE. RAHMFEEEN sunxi B env IRENAIBH#ITIER, BEAFREEE
RAXRER,

BRGE!

1. %10 env-redund 75X,

¥ env XEHI—1, 2XBA env-redund,

FAENENXBENN env-redund, H downloadfile {37A15E /9 env.fex
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XAEER:

2. ZFEITEREIERR envo

[make menuconfig --> Global build settings --> [*] sunxi make redundant env data

AEEm:

BELERENZ G, TENS2ER mkenvimage TEXHIE env, I env R E—EER,

IERNBMEEREGHE—1T.

& env-x.x.cfg PEELEMMNTEE

[bootcmd=run setargs nand boot normal#default nand boot

MFEECLR

#default nand boot
bootcmd=run setargs_nand boot_normal

3. B2& uboot HE#HZIF uboot bin,

LA r328 spinand A ZEH4,

£

[lichee/brandy-z.0/u-boot-2018/configs/sun81w18p17defconfig

FRIEINECE

[CONFIG_SUNXI_REDUNDAND_ENVIRONMENT=y

EHYRIFE uboots

4. {&eq fw_env.config

E

(( package/utils/uboot-envtools/files/fw env.config

]

target/allwinner/<board>/base-files/etc/ (&fFMprocd-init)

target/allwinner/<board>/busybox-init-base-files/etc/ (&fEMbusybox-init)

BN EH fw_env.config, EMM&EH env HERE,
BlaNEARE—1TH:
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((/dev/by-name/env 0x0000 0x20000 )

MEIN—17:

[/dev/by—name/env—redund 0x0000 0x20000 ]

XHERPTE/ fw_printenv # fw_setenv I [E#A R env,

3.2.11 ECEEnhiIZ

procd-init EEIABE Y.
busybox-init FEFTEE T,

8% (Tina System init EFAIFEANAY) , #EN

[<tina>/package/busybox-init-base-files/files/etc/init.d/load_script.conf ]
]
[<tina>/target/allwinner/<p1atf0rm>/busybox-init-base-files/etc/init.d/ ]

HEHRPRM—IT:

( swupdate autorun )

3.3 OTA &

OTA 89, FEHE sw-description X, UNRFTIAZ=AINZNIXH, 5190 kernel,
rootfs,

4~ OTA 82 cpio #&=X, BEK sw-description XHEF—1

3.3.1 OTA HRE&HEARX 4. sw-description

sw-description X4 & swupdate EFFEN, OTA HLERAERN M, BEIEEISE swup-
date B A X,

tina R T L RA:

target/allwinner/generic/swupdate/sw-description-ab
target/allwinner/generic/swupdate/sw-description
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WA UBITARGNE RET R

( target/allwinner/<board>/swupdate/sw-description )

AXHE SDK N ERBEMEFEERE, RERZXITEH#H OTA 89, EME A sw-
description HBREF— X HENE,

3.3.2 OTA BIFeEXfF: sw-subimgs.cfg

sw-subimgs.cfg & tina 28, BFIERNMEER OTA €,

BRI R

swota file list=(

#RTIEXXExxx#E N ElswupdateBR T, EmRAyyy, FHiByyyiT8IREKMNOTAEH
XXX :YYY

)

swota copy file list=(

#RAEXFxxxiEN ElswupdateBRT, EdRANyyy, BFREyyyiTEEIRENOTAEH
XXX 1YYy

)

swota copy file list ZFENRERERE, B —EXGH(IRFEH sha256 &, MAREXHAR
5, flaERES BES readback handler B, readback handler EE[R{A5%& 87 sha256
EATFRL,

1

swota file list=(
#¥§target/allwinner/generic/swupdate/sw-description-ab-sign#llpsw-description, [F4:EHE,
target/allwinner/generic/swupdate/sw-description-ab-sign:sw-description
out/${TARGET_BOARD}/uboot.img:uboot

out/${TARGET BOARD}/boot0.img:boot0

out/${TARGET_BOARD}/image/boot.fex.gz:kernel.gz

out/${TARGET BOARD}/image/rootfs.fex.gz:rootfs.gz

out/${TARGET BOARD}/image/rootfs.fex.zst:rootfs.zst

)

tina 27 JLRA:

target/allwinner/generic/swupdate/sw-subimgs.cfg # LBRY, recoveryRF, BEH
Fo XEBHFRdemoIE ALk,
target/allwinner/generic/swupdate/sw-subimgs-ab.cfg # AABRHS,
target/allwinner/generic/swupdate/sw-subimgs-secure.cfg # BARERF,
target/allwinner/generic/swupdate/sw-subimgs-ab-rdiff.cfg # INAABFR, ENFHZR.
target/allwinner/generic/swupdate/sw-subimgs-readback.cfg # IEHNEIER,
target/allwinner/generic/swupdate/sw-subimgs-sign.cfg # EINEERE,
target/allwinner/generic/swupdate/sw-subimgs-ubi.cfg # MAUbiAR,

WAL BTN EEN G RES A .
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[ target/allwinner/<board>/swupdate/sw-subimgs.cfg )

X H7E SDK FRERR BT target/allwinner/<board>/swupdate B®F, & target/all-
winner/generic/swupdate BX o

BFEEHGR N sw-subimg.cfg 5% sw-subimgsxxx.cfg, HA xxx ATEE Yo

XMREFEZNTHEITERHBLIE, TITEN, TITEASHY xxx, WEER sw-
subimgsxxx.cfg #1TIT €,

3.3.3 OTA 84 8: swupdate pack swu

7£ build/envsetup.sh F#ZET —* swupdate pack swu EK#K,

B ASEZKE, BITRN—FETE swupdate ARBRIMEA, el UEREER, FABRW
To

1. E&HYF sw-descrition X4, BEAEERIIEEESZE swupdate 5=,

2. &Y sw-subimgs.cfg X, EEFEES—1TIH— NI EFEZNFHREXH, IR,
rootfs F. FILUMERAE SR, BIEA SDK FHX s BEAITEHE OTA EHXHE, HX
BESNERRXMHRF, EAEXNTF tina IRERAENBEETHR. HPE—TBIN sw-

description,
3. WIRFFTENFERGR, GINERLZNRNZM rootfs, recovery R4A%,

4. }17 swupdate pack swu £k swupdate AHE. FHESHMIT, WSERERETS
% sw-subimgs.cfg, BBTEELEM OTA B, FEHxx H17, WEEREEREFETIHK sw-
subimgs-xx.cfg, RTERELEMR OTA £, AT swupdate pack swu -sign, MEFIK
sw-subimgs-sign.cfg, fNLtA5EREZ M FERIEMN sw-subimgs-xx.cfg,

A RENEfEAD bootO/uboot FEHAE, swupate pack swu TZE sys config.fex FHY
storage type ECERRMIEHATRER, F8EBSIEMA boot0.img 1 uboot.img BEAT]HiZ
#E & build/envsetup.sh # swupdate pack swu BISCIL,

3.4 recovery RA% 5 EZE4

3.4.1 BEES X env

EPXERA, EIN—1 recovery 71X, AFRFF recovery R4
size RHESLPR recovery RAMA/), BIIRBE,

download file AL, EX OTA F—FHMEE N—1 recovery R4,
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LA UEE £ download file, HEITEEMHZFILHIFIF recovery R4, —HITEEIE
R, XEH L recovery &4, B4EM OTA HITIZIE, AIUZEEARE AN recovert &4,
RIMR, BRERHARERS.

£ env HIEE:

boot partition=boot
root partition=rootfs

FEZE boot normal &<, M $boot partition TEIEEN D XM RS

3.4.2 BBEX RS

lunch #E#HEfG, make menuconfig, %t swupdate,

3.4.3 B2E& recovery &4

RigKBIH recovery RAEE, NEIMMERREEERFE lunch EFEHRGE, E1E
BEXfo

cdevice
cp defconfig defconfig ota

RIE_EX 4R, make ota menuconfig i £ swupdate, ramdisk, recovery RBEFHNERE
B,

recovery RAENEITHE ram P, YIRRAI KT ERBD), FMUEEH#HITHE . make
ota_menuconfig, KK ENERE K recovery R,

3.4.4 #H%& sw-description

XERAEEER:

[target/allwinner/generic/swupdate/sw-description )

RBNT, PXHBREER, EXHREE.

/* BEERN, mINEAsoftware = { } */
software =
{
/* MRASHER */
version = "0.1.0";
description = "Firmware update for Tina Project";
/*
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* 4JMEtag, stable,

* RERHREN, RERA—FRBEFER,
* oI BUEeN, JERBEHEE N F R RENE
*/

stable = {

/*
* N2tag, upgrade recovery,
* YiFMAswupdate xxx -e stable,upgrade_recoverylt, FaLERXES, BT {} RBENE,
* BAILUEER, JARAREHMEE NLER S RF BB AT
*/
/* upgrade recovery,uboot,boot® ==> change swu mode,boot partition ==> reboot */
upgrade recovery = {
/* XBRRATETRES, HFrecoveryRiE, HKubootFbootd */
/* upgrade recovery */
images: ( /* %EEimage */
{
filename = "recovery"; /* BEXHR0TAEH M recoveryXH */
device = "/dev/by-name/recovery"; /* EEE|/dev/by-name/recoveryfmA, X
M REEtina L#XI R recoveryn X */
installed-directly = true; /* WAL, BIMMEARATEHAEN, MABET
BTRHIAMBEN, B5% S AIMIMIRAMIEIROM */

},
{

filename = "uboot"; /* EXHR0TAERBuboot X */

type = "awuboot"; /* typefawuboot, Mswupdate&iEMB INEIhandlerffibiE */
Yo
{

filename =_"boot0"; /* EXHZE0TAEHFHIbootoH */

types= "awboot@"; /* typelvawuboot, MlswupdatesiAA IfNAIhandlerfibiE */
)

)5

/* imagefMBEZiE, REIGE—LIRE, THRRE */

/* change swu mode to upgrade kernel,boot partition to recovery & reboot*/
bootenv: ( /* %Ebootenv, &EHubootienvir X */

{
/* i&Eenv:swu_mode=upgrade kernel, XR2HATIEFOTAHE */
name =""swu mode";
value = "upgrade Kernel";

1Y

{

/¥migBenviboot partition=recovery, XBATIHRES, TRubootTEEh
recovery&4i (kernelfiFrecoverysX) */

name = "boot partition";
value = "recovery";
T
{
/* ®Eenv:swu_next=reboot, XEHNTIRIMNIHAERS, IERIMNIEIZAMrebootshfE */
name = "swu_next";
value = "reboot";
)

/* KRB ARMBR, MAIURFERAITERER, IMNBHIANEATED fw_setenv/
fw_printenviffEenv */
/* AR, UEltenv, B—EEranFESFBEEAN, FHMBAENBIREANNER */
);
3

/*
* [WEtag, upgrade_kernel,
* Yi@MAswupdate xxx -e stable,upgrade kernelBY, FaUTERZIXERSY, 1T {§ WMISHE,
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%%

z22

=

* ATLMERR, TARMEHEE NLERFRFRENTE,
*/
/* upgrade kernel,rootfs ==> change sw mode */
upgrade kernel = {
/* upgrade kernel,rootfs */
/* imageZpsyr, FER */
images: (
{
filename = "kernel";
device = "/dev/by-name/boot";
installed-directly = true;

filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;

);
/* change sw _mode to upgrade usr,change boot partition to boot */
bootenv: (
{
/* i&Benv:swu_mode=upgrade usr, XA TIEROTAHEE */
name = "swu mode";
value = "upgrade usr";
}
{
/* ®Benv:boot partition=boot, XRBATHUHEAL, TRubootMEBIMNERS(
kernel{iFbootsHX) */
name = "boot _partition";
value = "boot";

)8
}

/* WEtag, upgrade usr,
LiFMAswupdate xxx -e stable,upgrade usrif, BETEEXERS, HiT {} RBIEHE,
AILMBEY, JERREHEE N LA FRTREIRT */
/* upgrade usr ==>'clean ==> reboot */
upgrade usr = {
/*
* misc-upgradef/NAREHE, BusrifRMEIPX T,
* XBENAHRE, MRFEEHIE, TMERIimagei@ERNT,
* WA UARMBRX—EB5, HIE EEmMupgrade usriiiz,
&
/* upgrade usr */

/* OTAZER, BERMITE */
/* clean swu_param,swu_software,swu mode & reboot */
bootenv: (
{
name = "swu param";
value = "";

name = "swu software";
value = "";

name = "swu mode";
value = "";
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XAEER:

}
{
name = "swu_ next";
value = "reboot";
}
)i
i
}i
/* HEBLE EEtag, HANMALERERN, WIETRIA. HEITBAEMRIE—LERE */
/* when not call with -e xxx,xxx just clean */
bootenv: (
{
name = "swu _param";
value = "";
I
{
name = "swu software";
value = "";
1
{
name = "swu mode";
value = "";
}
{
name = "swu version";
value = "";
}
);
}
WiEA:

RIS HITMRER. EFEY:

(1) F%k recovery 73X (recovery)s uboot(uboot), bootO(boot0) . I&E boot partition

A9 recovery,
(2) EB, #A\ recovery &4
(3) FAEMW% (kernel) 1 rootfs(rootfs) , I®E boot partition I boot.

(4) BB, #ANERSRE, ARTM.

3.4.5 ## sw-subimgs.cfg

BIEEET tina FIARY:

[target/allwinner/generic/swupdate/sw-subimgs.cfg

ABNT, PXHBRZER, EXHFREE.
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swota file list=(

#HYSsw-description, HKEIOTAEH,

#HEEE TV A Asw-description, MRBFEXHRIsw-description, BI7EMAIN: sw-descriptionffi—XEHR

target/allwinner/generic/swupdate/sw-description

#EX18boot_initramfs_recovery.img, EfZArecovery, KEIOTAEH, UTER

out/${TARGET_BOARD}/boot_initramfs_recovery.img:recovery

#uboot.imgFboot0.imgEHTswupdate pack swuBfEzh#EDIBEIR, EEEsys config. fexdsy
storage type

out/${TARGET BOARD}/uboot.img:uboot

#E: bootORBEEHRMIE, UTXITAIER, HithER, "EREHE

out/${TARGET_BOARD}/boot0.img:boot®d

out/${TARGET BOARD}/boot.img:kernel

out/${TARGET BOARD}/rootfs.img:rootfs

#TEXITRA/NEEHEMEN, Bt

#out/${TARGET BOARD}/usr.img:usr

)

WRE:

§BH¥TE swupdate ARBFAENEZNXHNMUE, XEXHFSFIENE out BRT, BER
swupdate OTA €,

3.4.6 Hi¥ OTA BFrZENFHEE

1% kernel M rootfs,

((make )

“Ri¥ recovery R4,

(( swupdate make ‘recovery img )

#%i¥ uboot,

(( muboot )

18, EFEFA% bootO/uboot, MEZHKNEFE, 1TE= boot0 F uboot ¥ ZE| out BF
T, HXFLIESHEHITEN. ERHOEGETRFMNR, F: NRFEERBIEHL recovery
PXEBERZEN, WEELEF recovery 24, BITE,

[pack / pack -s ]

4 OTA 8, RAFRIERNME sw-subimgs.cfg, FIUAREFESE,

AR, MRARERTERE sw-subimgs.cfg, MLTEBEARERTH. KEARKREELES B
generic TH, MARFEHAHLK boot0/uboot, BEEEYF sys config.fex HFH storage type
&%, swupdate pack swu ZABEIEFE XA bootO/uboot,

( swupdate pack_swu )
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3.4.7 #1177 OTA
3.4.7.1 H&H OTA &

FMIARG, BEHEN

((adb push out/<board>/swupdate/<board>.swu /mnt/UDISK )

SCPRRZFRRY, BT MFT ML T R4, BiAA swupdate, BRI L EZEE N url 44 swupdate.

3.4.7.2 ifHA swupdate

EHFERRYER swupdate, NIAA:

[swupdate -1 /mnt/UDISK/<board>.swu -e stable,upgrade recovery )

BXFF=EBBHRIBHRE RN TESSF swupdate FiRY-e S5,
BA TR LA R SRBIR A -

((swupdate cmd.sh -i /mnt/UDISK/<board>.swu -eGtable,upgrade recovery )

3.5 AB &% 5250

3.5.1 BEEEZXH env

EPXERF, BEER boot 5 XH rootfs 9X, 9DXZEA bootA F rootfsAs
BXAEN D XEEEN—4, BIFER N2 X, HBEFA bootB # rootfsB.
X#¥ flash PFLTEE A &4 (bootA+rootfsA) 1 B &4 (bootB+rootfsB).

—BRE—NERFIEEZTHD. IO XEKFH bootA # bootB #FIEEHR boot.fex, rootfsA #l
rootfsB #E5ERM rootfs.fexo

£ env R, ERE:

boot partition=bootA
root partition=rootfsA

FEE boot normal §<, M $boot partition TEIEEMN P XME RS
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3.5.2 EEBEEX RS

lunch #EH A %G, make menuconfig, % _E swupdate,

3.5.3 E2& recovery &4t

AB RAEHEEEMER recovery 24, THRECEMER.

3.5.4 ##& sw-description

XERATEEER:

( target/allwinner/generic/swupdate/sw-description-ab )

ABWT, PXHBR IR, EXHFREE.

/* BEEBN, RINEAsoftware = { } */

software =
{
/* hRASHER */
version = "0.1.0";
description = "Firmware update for Tina Project";
/*

* 4MNEtag, sStable,

* RERHREN, MEBERA-DFHEREEE,
* o LB, E R RE NIEECHYF AT EREN R,
*/

stable = {

/*
* NEtag, now. A next B;
* LiFAswupdate xxx -e stable,now A next BB, SARITECEIXZS, 1T {§ ABIENE,
* BAILUEER, ARREHEE AL F R ERENE],
Y
/* now in systemA, we need to upgrade systemB(bootB, rootfsB) */
now A next B = {
/* XEHRER, YHATARY, EEFHBRS, ZITHHE. BITETXBEIABRS */
images: ( /* WEL&ANimage */
{
filename = "kernel"; /* BEXHR0TABFMkernelXff */
device = "/dev/by-name/bootB"; /* BEEEH|/dev/by-name/bootBTHEH, XMH=
Etina EFEXI M bootBAX */
installed-directly = true; /* RIAR, BDMNEARNIATHIASN, MAELT
BTHIXBEN, #f5HEMIMIRAMIEROM */

+

{
filename = "rootfs"; /* @EL, B&¥Erootfs, FER */
device = "/dev/by-name/rootfsB";
installed-directly = true;

+
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{

filename = "uboot"; /* IRXMH4RO0TAEHRIubootXXfH */

type = "awuboot"; /* typefawuboot, Mswupdate=iAA I handlerffibiE */
o
{

filename = "boot0"; /* JRXHE0TAEFHbootOXH */

type = "awboot0"; /* typeXjawuboot, Mswupdate=iAMA¥tNAThandlerffibiE */
h

);
/* imagefMBEZ G, REIRE—LGE, NERE */
bootenv: ( /* %¥bootenv, &fEubootienvirX */
{
/* &Benv:swu mode=upgrade kernel, XERATIEROTAEE, XFABRLFK, LLET
BEARTR, BT */
name = "swu mode";
value = "";
+
{
/* &Benv:boot partition=bootB, XZANTUNIREL, TRubootMERBMBRY(
kernel{iFbootB5X) */
name = "boot_partition";
value = "bootB";
+
{
/* &&env:root partition=rootfsB, XRATYIERS, TRubootF=i@iTcmdline
TR EHBR M rootfs */

name = "root partition";
value = "rootfsB";
+
{
/X REFZINIRE R, ALUERE */
name = "systemAB_next";
value = "B";
+
{
/* &Benv:swu_next=reboot, XEANTRINIHIALRS, 1ERINBHIZEMrebootshfE */
name = “swu_next";
value = "reboot";
i
);
}i
/*

* NfEtag, now B next A,
* LiFAswupdate xxx -e stable,now B next ABY, AaITECEIXZS, T { ABIENE,
* ATLMERR, TARABEHEE NLERFRFSRENE]
W
/* now in systemB, we need to upgrade systemA(bootA, rootfsA) */
now B next A = {
/* XBEEMAERT, BEEEA—H, IZABEIRT */
images: (
{
filename = "kernel";
device = "/dev/by-name/bootA";
installed-directly = true;

filename = "rootfs";
device = "/dev/by-name/rootfsA";
installed-directly = true;
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+
{
filename = "uboot";
type = "awuboot";
}
{
filename = "boot0";
type = "awboot0";
}
)5
bootenv: (
{
name = "swu mode";
value = "";
}
{
name = "boot partition";
value = "bootA";
H
{
name = "root partition";
value = "rootfsA";
+
{
name = "systemAB next";
value = "A";
}
{
name = "swu.next";
value = "reboot";
}
)5
b
+
/* HEALREAENtag, HEANNAIMIERIZN, MWETEIL. BEMIANBRRE—LERE */
/* when not call with -e xxx,xxx just clean */
bootenv: (
{
name = "swu param";
value = "";
H
{
name = "swu software";
value = "";
i
{
name = "swu mode";
value = "";
}
{
name = "swu_version";
value = "";
}
)5
}
WieA:
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FRIRESHT—RER. BN

(1) F%k kernel 1 rootfs EIS—1MERFKFRESX, F4k uboot(uboot), bootO(boot0) » &
B boot_partition AR,

(2) BR, #ANFRS,

3.5.5 H#& sw-subimgs.cfg

HINEZET tina BUIARY:

[target/allwinner/generic/swupdate/sw-subimgs-ab.cfg ]

ABNT, PXHBR IR, EXHREE.

swota_file list=(

#BfGsw-description-ab, Ea&mMsw-description, KEIOTAEH,

#EIRE TN Asw-description

target/allwinner/generic/swupdate/sw-description-ab:sw-description

#EYf3uboot.img, EfFENuboot, KEIOTAER, UTER

#uboot.imgFlboot0.imgEH Tswupdate pack swuBtEEHENBEIN, TEEsys config. fexhH
storage type

out/${TARGET_BOARD}/uboot.img:uboot

#E: bootOREEHRMIE, UTXTAIE, HttER, AIEEHER

out/${TARGET BOARD}/bo0t@.img:boot0

out/${TARGET BOARD}/boot.img:kernel

out/${TARGET BOARD}/rootfs.img:rootfs

)

gz

EBAITE swupdate ALKBFAEHNE P XHNAUE, XEXHFIENE out BRT, BERK
swupdate OTA &,

3.5.6 #wi¥ OTA BFiFEHNFHE&

%1% kernel # rootfs,

((make )

#%i¥ uboot,

[muboot ]

18, EFEA%K bootO/uboot, MEHEFLE, FTESI bootd 1 uboot #ENE out BR
T, HILEEHREHITER. ERBE G BTN,
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((pack / pack -s )

4/ OTA 8, AAFKIVEANR sw-subimgs-ab.cfg, FrLUERR®SEk-ab,

AR, NMRAHRERTEE sw-subimgs-ab.cfg, MATLAARERTH. REAFRKNERES
F generic T8,

((swupdate pack swu -ab )

3.5.7 #1197 OTA
3.5.7.1 ##& OTA &

NFMARG, BN

((adb push out/<board>/swupdate/<board>.swu /mnt/UDISK )

JPRAZFEEY, AT M ML T R4, BiAE swupdate, L] AB SN url 45 swupdate,

3.5.7.2 ¥iiF AB Z45

T AB REHERY, HAFETZ LRSS, 7 reREFEEARM o XAVERE,
FIRTHAIER T A RAEXEE B 755

FX—: HiZER fw printenv EEFIET 28789 boot partition # root partition A&,

3.5.7.3 A swupdate

EERRER swupdate, NEA:

HEhFARS::
swupdate -i /mnt/UDISK/<board>.swu -e stable,now A next B
L FBARY::
swupdate -i /mnt/UDISK/<board>.swu -e stable,now B next A

BXFR=EBBHRIBHRE DA TESESF swupdate FiFRY-e S
BA TR LA SR BIR A -

HEhFARS::
swupdate cmd.sh -i /mnt/UDISK/<board>.swu -e stable,now A next B
Y FBERS:
swupdate_cmd.sh -i /mnt/UDISK/<board>.swu -e stable,now_B_next_A
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3.6 HBMIZA swupdate cmd.sh

Nt AFE2EEBIRIA?

EABNFEEEIEEE AR swupdate, BT EGEMN-e 4L swupdate, FEETE
HEHRIERER.

BT HEERE THERS,

HEABRE, SHSWEAN, MAMEANNSHD, B e xxx,yyy” 57, BERSHE
HREAN env B swu_param T=,

XY -e xxx,yyy” B xxx fR17Z env BY swu_software T &, yyy R7FH env B swu_mode

=
QEO

AEMEHEE, BEIFER.

[swupdate $swu_param -e "$swu software, $swu_mode" )

sw-description FRILUEE X ZE env B9 swu_software 1 swusmode L=, KM T RAYE
RE&#.

SRR AERY, AIARERLLHIZS B EEI VAT, BE swupdate BIF], BEEBTHMIF-e Z8HHY
I,

3.7 RA&S

3.7.1 EAABR

7 sw-descriptionwen X, KEE— I HREASFFFE, 0:

software =
{

version = "1.0.0";
}

MRFBEAALNNERESS, WAER -N S8, FANSEARINIFEISRINRES, NRR
FE, NAREE -N S8, BBRIRAESEIE,

swupdate 2#1TLLE, R OTA B sw-descriptionwen X4E B MARZAS/\F HaThkZs
3, MRAFARK,

AR, REL, EFhRES, FEBEEX, swupdate KAMEREB S
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3.7.2 SRIBIF
MR LR E CHEBAPIRES, FMBAS env %, RBRIE swupate EREESHEIT,
MR —FEIRSE env BT R ESE,

1. R IREIRRAE S

BAREE L EHMIARAS FRIER, WMEEREL.
EHEEXIREFIHHIRESHRET env 27H, B swu version iE2R.

M7E SDK H, ZE7E env-x.x.cfg FFHM—17:

((swu_version=1.0.0 )

KRR ARAH 1.0.0, KREGEAIHIT fw printenv EE,

LS BIMRAM, WERRREMHE env FFR7EE swu version, A swupdate BfBTEE
BTNRBHREAS, ME—RARNFTRERRE,

A X2 tina BEXH, AEN. SBFREXMRESHMAIEEEEIKEIR, KR AR ks
EUEFEEEES XY, FEEREXERFENXXGH, HEFRBERFANN AN Z#H S,
swupdate PRl

2. 7 sw-description #, K& OTA 8R4E S,

FRBTINERICEE] OTA BB sw-description Y version, /NF#@E -N SEENWRRES,
TR IFFo

software =

{

version = "2.0.0";

FENHIE R IR env FIZE T swu_version=2.0.0, M swupdate cmd.sh B, 2EEIFREULS
#H7EIAA swupdate BHEN-N 2.0.00

LtEE OTA BHENX T version = “1.0.07 , MttRARSEBRAES, IELHE,
EFE OTA B ENXT version = “2.0.0” , M RARFEEERES, TUAHER,
EE OTA B ENX T version = “3.0.0” , MR ARFEEEIRES, TUAHER,

E: X2 swupdate [REM OTA SRASHN, &2 tina BENXH,

3. EIMKEmIRE S,
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KARRAESEXIE env A, MFHL kernel M rootfs F XA =ENEMRES, FEEMEN

€eNnvo

EBRESEIERT rootfs ENXH, MARHKIE sw description FRIMXFIEIE, RANEH
rootfs RS MBEREH 7. BREZRASE rootfs 48E T, &/ OTA MFAL rootfs 7
BEERR A S,

AII—M&E version {#& swu version B env 1&fE, £ OTA BYBohEHRES,

software =
{
#RTXNOTABRHNRES, AswupdateiZBEN, BREMEN,
version = "2.0.0";
bootenv: (
{
#RTAXNMOTABHIRAE S, OTARSE Nenvr X, BAFETROTAREHEN -NSHHE,
TinaBENXH,
name = "swu_version";
value = "2.0.0";
}
);
b

AR, XAMBE, BN EERKR env PFRRAS, UESHNEGSBERNRES,
MR EH#H sw-description FMMIE, —ARHKRLEEAM version = xxx WA S, —& 2
bootenv E{FHEIARAS, LAFE OTA SREMNRES, UKEEE OTA S NHRZES,

4. FEUSEIRhRZA S %48 swupdate,

Rl WimE AAZSIER, MeIAWM FAIUREHEL swupdate:

swu_version=$(fw _printenv -n swu version)

swupdate ... -N $swu version

BEFNARZHBTIETAEN, WA ZHFARTE env PIRFIECEYF swu_version,

check version para=""
[ x"$swu version" != x"" ] && {
echo "now version is $swu_version"
check version para="-N $swu version"
}

swupdate ... $check version para

E:

MRBRERRDS, NARTE env Fi&E swu version, tFR7E bootenv 5 swu_version B
1B
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YR sw_description FMRRAES —EHFIF v1.0.0, HEEEEAHRK,

3.8 ERWILL

3.8.1 HMIL[RIE

OTA B8 A& T sw-decsription XHMZEMNEEKNERE, 0 kernel, rootfs,

NRIED OTA B#ITEZERE, NWEWRAALEHFN, EXRLITIEED OTA ETFHT
¥k, AREFIETHRIEE D@L,

AT EE LRE), swupdate RIS RGN, BEEM OTA EREIEEEFENXH, BI sw-
description # sw-description.sig, EREANRNAQEARI sw-description, ®IEINIAA
sw-description BI{g, MBAE AR image I sha256 tLER{EM,

EELTHEBHERAR, BEERESMESRH sha256 BIF, FLTUENFEERLE, THELET
HTEBNE,

3.8.2 Bc&

swupdate XIFFERAT R KRIOINEE, FEERIFIESITNINEE,
HFLeeEE, —BFERETRI, N swupdate FEXIFANMERZTENEHREH.

make menuconfig --->
Allwinner| --->
<*> swupdate --->
[*] Enable verification of signed images
Signature verification algorithm (RSA PKCS#1.5) --->(EiREAEE, ILALLIRSANY
i)

AR, recovery RAEEXNNHITEE, B:

[make ota menuconfig ---> ... (EEULEE) )

3.8.3 ERARG*

£ PC infEARMIAEE OTA 8,
/) \WitRiER swupdate BY, EH-k 2EEANLH.
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3.8.4 #19A1L key

Tina HET—Fo<, ERMINBER. HIT:

((swupdate init key )

WITREERRINEBEMRERYHENEEEBR:

=5/ TR/ AR

password:tina/target/allwinner/7%%&/swupdate/swupdate priv.password

private key:tina/target/allwinner//AZ%&/swupdate/swupdate priv.pem

public key:tina/target/allwinner/AZE%/swupdate/swupdate public.pem
RiAENEbase-filesH, HFEMHprocd-initlAR[ER

public key:tina/target/allwinner/5Z®&/base-files/swupdate public.pem
NEA¥EMZ|busybox-init-base-filesH, #fEMAbusybox-initlARER

public key:tina/target/allwinner/AZ®&/busybox-init-base-files/swupdate public.pem

B AHERARER, RFEB—X.

BREaERECHNEBETERER, ERZHNEKHSASZE huild/envsetup.sh A
swupdate init key FISCIR:

local password="swupdate";
echo "$password" > swupdate priv.password;

echo "-----------amon initrpriv key --s-4---F--d---o---- ",
openssl genrsa -aes256 -passout file:swupdate.priv.password -out swupdate priv.pem;
echo "---------f-coo--. init public key ---=-----ommmooo- o

openssl rsa -in swupdaté priv.pem -passin, file:swupdate priv.password -out
swupdate public.pem -outform PEM -pubout;

4RV IR0 swupdate init key —f%iK&| tina/target/allwinner/7 &4 /swupdate/ &, Bl
AI{ETE OTA 88 BahfER.

TERIA openssl 5k, TAREINE| SDK HEEBR, HEM OTA BRER. AHREIRE
I, HigEiRHIT OTA B (£~

ZIRNEARRE OTA 8, BEREZIEANANTEREIRERN OTA 8, EIER~m
P—REBARZEEDBAFF, HRIELHE S MR ER.

—MASENRESRE, EXDRUTEN, FRBBEERREENRSRL, RERBA
EREECEMIRER OTA 6, HEIRMELENEAETAMERBTERFRH OTA
.

3.8.5 &4 sw-description

MEXERR, 81 image EFEANESKE sha256, ALNEEBETEAENEHXHE sw-
desctiption FRH0 sha256 B4, 1EE sha256 HEMEIHIERK,
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BMIUIBHEOXHEAEE sha256 B, 5130 images PEENXH, M bootenv FHIZEGTE
sw-description HFHJ, NFEEFE sha256 B,

BRI FBEERR OTA 88, F# sha256 B{E, BEETE sw-description A, FILRK
m:

(Shazs6 - exa )

u:

$ git diff sw-description

diff --git a/allwinner/cowbell-perfl/configs/sw-description b/allwinner/cowbell-perfl/
configs/sw-description

index ed04b64..467ac3b 100644

--- a/allwinner/cowbell-perfl/configs/sw-description

+++ b/allwinner/cowbell-perfl/configs/sw-description

@@ -9,14 49,17 @@ software =

{
filename = "boot initramfs_recovery.img"
device = "/dev/by-name/recovery";
+ sha256 = "@boot initramfs recovery.img"
}
{
filename = "boot package.fex"
type = "awuboot";
+ sha256 = "@boot package.fex"
}
{
filename = "boot0® nand.fex"
type = Mawboot0"§
+ sha256/= "@boot0 nand.fex"
}

)i
@@ -34,10 +37,12 @@ software =

{
filename = "bootsimg";
device = "/dev/by-name/boot";
+ sha256 = "@boot.img"
+
{
filename = "rootfs.img";
device = "/dev/by-name/rootfs";
+ sha256 = "@rootfs.img"
h
);
bootenv: (

178 OTA &8, MABEIEY sha256 IE, HERE LRUE, B5 OTA BrERK.

B

target/allwinner/generic/swupdate/sw-description-sign
target/allwinner/generic/swupdate/sw-subimgs-sign.cfg

pE=

A swupdate pack swu M&fERAsw-subimgs.cfg, EFREIAIEE T EHAsw-descriptionflAmERIsw-
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description.

JAMswupdate pack swu -signMl&fEMsw-subimgs-sign.cfg, HEHBINEE TEMsw-description-signffiy
BA&Msw-description,

BNX BT R E AW sw-subimgs . cfg, MUKsw-subimgs.cfgihilfalsE,

3.8.6 #¥ N sw-description.sig

T2 OTA &, EEEXMT XY sw-description.sig, HEHEE OTA &, XHEE sw-
description 5.

BRifiA B EhhIE,

3.8.7 ERk OTA &

FERE, MRG0 defconfig WERE, HBEITEMEREME,

3.8.8 K atAMEER/ Wik

BRIIADRER key BBHE, BT, NFFILHIE, AN TAI

XtF procd-init:

cdevice
mkdir -p ./base-files
cp swupdate public.pem ./base-files/etc/

3 F busybox-init

cdevice
mkdir -p ./busybox-init-base-files/
cp swupdate public.pem ./busybox-init-base-files/etc/

3.8.9 1£/)\WlimiE A

EERAMNGSEM E, L -k /etc/swupdate public.pem BIF], 40:

[swupdatefcmd.sh -v -i /mnt/UDISK/tina-cowbell-perfl.swu -k /etc/swupdate public.pem ]
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3.9 [X45

swupdate ZFEGRIHEE, BENBRME, HAIXHEF gzip M zstd BMEREEZE.

3.9.1 Bc&

£ gzip ERELERE, A zstd WFEE L

[make menuconfig --> Allwinner ---> <*> swupdate --> [*] Zstd compression support ]

3.9.2 EREHRE

MRHESXRITEESHEshER, WAEEK scripts/pack img.sh, £ functionsdo pack tina()
RE BB G0 _E R 48R Bh1E,

gz %:

gzip -k -f boot.fex

gzip -k -f rootfs.fex

gzip -k -f recovery.fex #WRFEMAABSE, MFEFErecovery

ElzmaiEg:

zstd -k -f boot.fex -TO
zstd -k -f rootfs.fex -TO
zstd -k -f recoyery.fex -TO

F lzma, ERBIFBESREE, TJiEE 0/19 BIHF HFEKR, FHXHEE, #IHEK), 0

zstd -19 -k -f boot.fex -TO
zstd -19 -k -f rootfs.fex -TO
zstd -19 -k -f recovery.fex -TO

MRAFEZRITEEHZFENE, WEBTELER OTA 8281, FHALARGLSHIETFERE
%, IRIAM boot.fex, rootfs.fex, recovery.fex 7 out//5%/image/BRTF.

3.9.3 sw-subimgs.cfg BB E4E55 %

U rootfs A, KRAKELBRINRA

((out/${TARGET BOARD}/rootfs.img: rootfs )
Bk E4aHY
((out/${TARGET BOARD}/image/rootfs.fex.gz:rootfs.gz )
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=%

[0ut/${TARGET_BOARD}/image/rootfs.fex.zst:rootfs.zst

A ATHEESEHNLE, N EEBREGFTU.gz H.zst EE, EREDTHIHEZNER

2%, FEMEE.

3.9.4 sw-description BE[E4E5514&

A rootfs A, RERAKELERINRA

{
filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;
sha256 = "@rootfs";

}I

R

filename = "rootfs.gz";

device = _"/dev/by-name/rootfs?;
installed-directly = true;
sha256 = "@rootfs.gz";
compressed = "zlib";

}I

filename = "rootfs.zst";

device = "/dev/by-name/rootfsB";
installed-directly = true;
sha256.,= "@rootfs.zst";
compressed = "zstd";

3.10 AR OTA

swupdate cmd.sh , BF% swupdate EANEXSE, IREIRE, UKRREHEIR,

3.10.1 #E%

swupdate &7 progress 12, ZEEFSEERIETT, M socket REUEEFE, TENHE

FEBEO.
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BB RSEHILI (£ swupdate JRBIEHEER progress), BITENAPREGHE, BidRE
BEHMARHITIETR

3.10.2 &R

1. AR swupdate BIBHEIIE -p reboot , M swupdate BFFTERS, =TT reboot.

2.swupdate_cmd.sh Z#FN env FHY swu_next TE, RN reboot, NMHAFHIT re-
boot, BJ7E sw-description GBI TE,

3. WRIAA progress BIBHEIN L -r %%, M progress SEKRMEIERTMAE, H1T reboot.

3.10.3 AHFHALRHGI

RERR OTA &EEE) WL, WMTE/mnt/UDISK BR T

PC Imi1T:

[adb push out/cowbell-perfl/swupdate/tina-cowbell-perfl. Sswu, /mnt/UDISK )

IMURPIT (R R REEHRES) :

( swupdate cmd.sh -4 /mnt/UDISK/tina-cowbell-perfl.swu -e stable,upgrade recovery )

IIRHAT (R RIS

swupdate cmd.sh -i /mnt/UDISK/tina-cowbell-perfl.swu -k /etc/swupdate public.pem -e stable,
upgrade_ recovery

3.10.4 WEHALKRRBI

EThARS5 28

cd out/cowbell-perfl/swupdate/

sudo python -m SimpleHTTPServer 80 #B&I—PIRSER

g ER S, #FHB-d -uxxx, xxx A urle

N (FEERRILARES):

swupdate cmd.sh -d -uhttp://192.168.35.112/tina-cowbell-perfl.swu -e stable,
upgrade recovery
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5N (R RIS :

swupdate cmd.sh -d -uhttp://192.168.35.112/tina-cowbell-perfl.swu -k /etc/swupdate public.
pem -e stable,upgrade recovery

A BEREINER, RHEHBMEKMR. OTA KEFLIEEXM,

3.10.5 fEIRALIE

WNfET BT swupdate ALk EE?

1. BB swupdate BYIREHHEHREER S A 0.

2. i%EY env & recovery status. R#E swupdate ETJ‘ X1, swupdate FFIEHITE, =
% E& recovery status=“progress”, ALRTEHRRBEHRXITTE, ARKKKUIEE recov-
ery status="failed”,

3.11 &5

swupdate ZHERIELEMN, TNk EXLEIHEER » AFE RS,

make menuconfig -4->
Allwinner -4~->
<*> swyupdate --->

fign, FHREMEA swupdate RMWLE TE OTA ®RYE, MEDRE

([*]  Enable image downloading )

BUHE,
HFEFH boot0/uboot BYIE, MIF

Image Handlers --->

[*] allwinner boot@/uboot

BHE
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3.12 R

3.12.1 E#AR swupdate

B#1 swupdate cmd.sh TEE/RMEA:
1. BRs, ERE,
2. BERYHM recovery R, EATRFER -e SEELE swupdate,

Hin@E, "lAAER swupdate cmd.sh, FTEHIZEAR swupdate, EEEIMNLEEN-e &
¥, MERHE log.

u:

swupdate -v -i xxx.swu -e stable,boot

swupdate -v -1 xxx.swu -e stable,recovery

3.12.2 FITHUMARS

¥ ER env WERE, BRIVARS, =H boot partition LEITHIRY,
A2, £8/var/lock BREFEEAE,
TIHRRE RS

fw_setenv boot partition boot

reboot

IR recovery £4::

fw_setenv boot partition recovery

reboot

MELFIEE:

(( fw printenv )

3.12.3 ¥E# boot0/uboot

BaiE# boot0, uboot LFRINEERAS— M4 E ota-burnboot 5T, swupdate REE
&E3E, HIEHE ota-burnboot IRIHAITHIEE,
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MREFHEM, H£E2XFITFER ota-burnboot0 xxx F ota-burnuboot xxx BEF IEE E#H. LA
= ota-burnboot BYA#, FE swupdate RYA)#,

3.12.4 &% OTA &

swupdate 89 OTA €, &FE EZE— cpio BN E, HIZFERBEBARN cpio fBEi<EIA,

((cpio -idv < xxx.swu )

3.12.5 K4 OTA &

LT ERARE, =X sw-description FE& 4K sw-description.sig, WERKRIKM, ATLL
£ PC i FIHIET:

£/ RSA B, build/envsetup.sh FIAANHSE:

openssl dgst -sha256 -sign "$priv_key file" $password para "$SWU DIR/sw-description" > "
$SWU DIR/sw-description.sig"

M3 Rz BRI IE R R ap 2

openssl dgst -prverify swupdate privepem -sha256 -signature sw-description.sig sw-
description

RIAWIER R RIER LY

openssl dgst :verify swupdate public.pem -sha256 -signature sw-description.sig sw-
description

3.13 MhtE 5=

3.13.1 AR

—Kms, WAFEHRPNEERN OTA €, i, uboot 1 kernel B log BER, rootfs FIX
HEER.

X7 ENIRA GARSE log BT BB ARG
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3.13.1.1 B&IH*E

MRFEMLZERH, OTA RAFEWN, FRUFEER L wifimanager-daemon,

Allwinner
---> <*> wifimanager
---> [*] Enable wifimanager daemon support
---> <*> wifimanager-daemon-demo..................... Tina wifimanager daemon demo

3.13.1.2 £RBEH 1M OTA® 1

EFRIE boot, EIS4RIFHIEIER:

( mboot )

SIS 4 LAFRIE rootfs:

cd target/allwinner/cowbell-ailabs clc/base-files
rm -f OTA1l O0TA2
echo 0TAl > OTAl

EMYRIE recovery R

( swupdate make recovery img )

ENmFTE, ESEIFEEH:

[ mp -j32 ]
4R OTA & 1:

( swupdate_pack swu )
FE~=:

cp out/cowbell-perfl/tina cowbell-perfl uart0.img tina cowbell-perfl uart®@ O0TAl
.img
cp out/cowbell-perfl/swupdate/tina-cowbell-perfl.swu tina-cowbell-perfl OTAl.swu

3.13.1.3 HEmEH 2 fl OTA & 2

EHYRIF uboot, FERIZMTEIEH:

[ muboot ]
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SIS LIFRIE rootfs:

cd target/allwinner/cowbell-ailabs clc/base-files
rm -f OTA1l O0TA2
echo 0TA2 > 0TA2

EHRIF recovery R

( swupdate make recovery img )

EWMmIFTE, EERFNEER:

( mp -j32 )
4R OTA & 2:

( swupdate pack swu )
[E~

cp out/cowbell-perfl/tina cowbell-perfl uart0.img tina cowbell-perfl uart® O0TA2
.img
cp out/cowbell-perfl/swupdate/tina-cowbell-perfliswu tina-cowbell-perfl OTA2.swu

3.13.2 EEA

EEERE— OTA BIfHRRIE, FIELLEM E#ITAMARAMLE T 2Ro

3.13.2.1 #AHMALKSR

PC Imi1T:

[adb push out/astar-parrot/swupdate/tina-cowbell-perfl OTAl.swu /mnt/UDISK ]
NIRRT :
(swupdate cmd.sh -i /mnt/UDISK/tina-cowbell-perfl OTAL.swu )

3.13.2.2 FKAEKLER

PC Imig RS54

((sudo python -m SimpleHTTPServer 80 )
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INHTLEREX P -

[wifiiconnectiapitest SSID %5 ]
IR IRAT
((swupdate cmd.sh -d -uhttp://192.168.xxx.xxx/tina-cowbell-perfl OTAL.swu )

AR BEIEZ BN, EMEES OTA REMEARRAENH. TiRiEBEERE, EESER
[RTLA#0A, AUTHEXPIFH FHIndk SR e o

3.13.2.3 AL

ARSI HITRRER. BIFHY:

(1) F% recovery 43X (boot initramfs recovery.img), uboot(boot package.fex),
boot0(boot0 nand.fex).

(2) EB, #A\ recovery &4
(3) AW (boot, img) F rootfs(rootfs.img).

(4) BB, #ANERG AR

3.13.2.4 HIEFARK

M log FREYBYEIFN rootfs S B] LAF M H BRI THIAR 4.
fan:

0TA 1:
boot0: [66]HELLO! BOOTO is starting Dec 29 2018 16:15:59!

uboot: U-Boot 2018.05-00015-95068c23-dirty (Dec 29 2018 - 16:15:41 +0800) Allwinner
Technology

kernel: [ 0.000000] Linux version 4.9.118 (zhuangqiubin@Exdroid5) (gcc version 6.4.1 (
OpenWrt/Linaro GCC 6.4-2017.11 2017-11) ) #189 SMP Sat Dec 29 08:13:38 UTC 2018 (*, i#
NigHl&cat /proc/version tHAIEE)

rootfs: Is&EET , ERERTE—IXH 0TAL

0TA 2:

boot0: [66]HELLO! BOOTO is starting Dec 29 2018 16:17:35!

uboot: U-Boot 2018.05-00015-g5068c23-dirty (Dec 29 2018 - 16:17:17 +0800) Allwinner
Technology
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kernel: [ 0.000000] Linux version 4.9.118 (zhuangqiubin@Exdroid5) (gcc version 6.4.1 (
OpenWrt/Linaro GCC 6.4-2017.11 2017-11) ) #190 SMP Sat Dec 29 08:18:33 UTC 2018 (*, #HA
&#l&cat /proc/version ta]EE])

rootfs: Ls&EET , ERERTE—IXH 0TA2

3.14 ARERTX
MREHT DK, HBBIULHEHT OTA, WBE:

1. MIAERFEED.
2. BRXXHIMAN OTA 8,
3. WEALEM, 1£ sw-description HEHNRT It X AIRLIE,

3.14.1 &fn

7T OTA di2RERT rIAEIR R, WNRIFEITIEEHEK S X mypart , MERBG mypart BEIERF

e,
EEREEMTEWRT mypart FiREFHNX RS HMALE#1T OTA,

#40 mypart FREFHNEAIES, WRTNERRIZANLEES, BFVEEEEEHLEE OTA,
MEEED-

130 mypart FIRFHNENE, B OTA hiEiEBEEER, SENVHATHEMNMMESEIHT TE
OTA &, WEB&HD, BULERLEOTA, REMTEMET

5140 mypart REREFRE dsp, BihIELXBEN dsp RESTERH, WHEEED, BN
EBRTERTEMS: OTA, REMLEMET .

3.14.2 TEEMH

BRISHXRFENXT :
[partition]
name = mypart
size = 512
downloadfile = "mypart.fex"
user_type = 0x8000
XHRAE:

IR © HiB2EREROBIRAR. RE—INF 47



@LW/MIER
KRER: W

((out/${TARGET BOARD}/image/mypart.fex )

NI7E sw-subimg.cfg FEM—1T CEFEEKE sw-description Zf5, EX sw-description &
TEE—NXH) , ¥ mypart.fex $3T8E OTA 8/, FE&HH A mypart:

((out/${TARGET BOARD}/image/mypart.fex:mypart )

£ sw-description FIEINALIMIERE . FIENRILAITEFR rootfs 2fG, AKIZSK:

software =

{
stable = {

upgrade kernel = {

images: (

{
filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;

}

{
filename = "mypart";
device = "/dev/by-name/mypart";
installed-directly = true;

}

3.14.3 FEFMN

AERPXRPEXGFRN DX, ZFHLIEER, SH—METEN.

[partition]
name = mypart
size = 512
downloadfile = "mypart.fex"
user_type = 0x8000
[partition]
name = mypart-r
size = 512
downloadfile = "mypart.fex"
user_ type = 0x8000
XRAE:
((out/${TARGET BOARD}/image/mypart.fex )

M7E sw-subimg.cfg AIEM—1T CEEEKE sw-description Zf5, FEA sw-description #
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TEE—MXH) , ¥ mypart.fex $7T8E OTA B, FEd& A mypart:

[out/${TARGETiBOARD}/image/mypart.fex:mypart

BRNMNOK, WEEBFRGREERAW—, AJEEE env FEX—TEE!

[mypart_partition=mypart

£ mypart BY, EFLIEEY env B mypart partition BIEREBEFERHN 9 Xo

7£ sw-description F, ENXFEHLLKSXF bootenv, FIEFRALRIB N REFEBND X,

XtF RN BB Y,
software =
{
stable = {
upgrade recovery = {
images:
{
filename = "recovery";
device = "/dev/by-name/recovery";
installed-directly = true;
+
/* EHFmypart-r, ItBIEE, mypartoXE5ERE */
{
filename = "mypart-r";
device = "/dev/by-name/mypart-r";
installed-directly = true;
}
);
bootenv: (
{
name = "swu mode";
value = "upgradekernel";
I
{
name = "boot partition";
value = "recovery";
+
/* I&REBEXTenv, IR NREE, BIEthEIrecoveryD XES, BREMFERAmypart-r */
{
name = "mypart partition";
value = "mypart-r";
+
{
name = "swu next";
value = "reboot";
}
);
+
upgrade _kernel = {
images: (
{
filename = "kernel";
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device = "/dev/by-name/boot";
installed-directly = true;
H
{
filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;
H
/* BEHmypart, LtE=EE, mypart R XKEETEN */
{
filename = "mypart-r";
device = "/dev/by-name/mypart-r";
installed-directly = true;
}
)5
bootenv: (
{
name = "swu _mode";
value = "upgrade usr";
I
/* ®EBX env, R TABH, BBHEERRSAN, FRAnypart */
{
name = "mypart partition";
value = "mypart";
H
{
name = "boot partition";
value = "boot";
)
D3
}i

3.15 handler #BA

I 23 —LE handler &7

B{&8 handler A, 1585 % swupdate B XA,

3.15.1 awboot

3.15.1.1 nand/emmc

EHEM handler, BFZFAHEKLE boot0 # uboot, SEF_EZIARAIMEAY ota-burnboot
B R,

BaiR%#F nand/emmc, ¥R ota-burnboot E¥i,

ERAI:
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3% handler %43

make menuconfig --->
Allwinner --->
<*> swupdate --->
Image Handlers -->
[*] allwinner boot0/uboot

AR, recovery AAMEENNHITAE, B:

[make ota_menuconfig ---> ... (EELULEE) )

£ sw-description F$55E type BIT]:

{

filename = "uboot"; /* BEXHROTAERHubootXfH */

type = "awuboot"; /* typefsawuboot, Mswupdate=iAAsIfAIhandlerffibiE */
Iy
{

filename = "boot0"; /* JRXMHE0TAEHHIbootOXH */

type = "awboot@"; /* typefawuboot, MswupdatexiAAZIRAhandlerffiftiE *7
b

3.15.1.2 nor

T nor 53, A4 bootO/uboot HEFEMXL, WNHEFEAE, FJEEREESEREEE, ~EA

awboot handler.

BHISNE X boot0 FRIERIEA 0 &, uboot FRERIEH 24k &, NEE:

{
filename = "boot0";
device = "/dev/mtdblock0";
installed-directly. = true;
1o
{
filename = "uboot";
device = "/dev/mtdblock0";
offset = "24k"
installed-directly = true;
b

3.15.2 readback

FFZ#F7E sw-description HFEE sha256, EARGEHEHIEIEHITRE,

—MNAGRE, £ AB RRESALE, NAESERRERE, UHILNEDFIINEREX
B9, BYHRARS.
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FiE _EXHR handlers

make menuconfig/make ota menuconfig
--> Allwinner
--> swupdate
--> <*>  Allow to add sha256 hash to each image

make menuconfig/make ota menuconfig
--> Allwinner
--> swupdate
--> Image Handlers
--> [*] readback

3.15.2.1 5l

target/allwinner/generic/swupdate/sw-description-readback
target/allwinner/generic/swupdate/sw-subimgs-readback.cfg

3.15.3 ubi

A7 ubi Eﬁo

&t E MTD ¥

make menuconfig/make ota_menuconfig
--> swupdate
--> Swupdate Settings
---> General Configuration
---> [*] MTD support

Bk Xt handler:

make menuconfig/make ota_menuconfig
--> swupdate
--> Image Handlers
--> [*] ubivol

3.15.3.1 =l

target/allwinner/generic/swupdate/sw-subimgs-ubi.cfg
target/allwinner/generic/swupdate/sw-description-ubi
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3.15.4 rdiff

rdiff handle BFZE52EH%K.

EiE I handler:

make menuconfig/make ota menuconfig
--> swupdate
--> Image Handlers
--> [*] rdiff

#EERABRAKAZE, NErecovery®R%, Mimake ota_menuconfigRYECE AT R

3.15.4.1 4%

7£ https://librsync.github.io/page rdiff.html A5

[rdiff cannot update files in place: the output file must not be the same as the input file. )

B FRMES, BINAESER A0 EfK Al, FERGRBZTEITFME A0 M Al, FEeEHE
X+ A0 FHITERED.

rdiff does not currently check that the delta is being applied to the correct file. If a
delta is applied to the wrong basis file,| the results will be garbage.

AR, MRFESANATHEIRIXM, NWERFAEREEXXH, EFREKRE,

The basis file must allow random access./ This means it must be a regular file rather than a
pipe or socket.

R s Fhaalin e, EIEAFEEM BB socket FIREXREX o

BEZNEIESE . https://librsync.github.io/

3.15.4.2 5l

BESERARENRN AB RENAER, EEE LXH “AB RAHREHG",
swupdate NEEEXHIEEE:

target/allwinner/generic/swupdate/sw-description-ab-rdiff
target/allwinner/generic/swupdate/sw-subimgs-ab-rdiff.cfg

ENXHHRIEMMER rdiff:
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$ rdiff -h

Usage: rdiff [OPTIONS] signature [BASIS [SIGNATURE]]
[OPTIONS] delta SIGNATURE [NEWFILE [DELTA]]
[OPTIONS] patch BASIS [DELTA [NEWFILE]]

tina HET—F@<, BTFHRERT swu BHERZ N FRENEDI XM
—MSEMEDBERSNE, TREBHARGNEREE.
RigIBEMHXIN V1.swu, FEHFINN V2.swu, MAIfER:

( swupdate make delta V1.swu V2.swu )

EMEDXMH
BEERNED XN, BTEMREDH OTA &,
a0

make && pack  #ERVIEH
swupdate pack swu -ab #1§Zlout/r328s2-perfl/swupdate/tina-r328s2-perfltab.swu
cp out/r328s2-perfl/swupdate/tina-r328s2-perfl-ab.swu V1.swu #R7EVIFIOTAE

#iIT— LBk

make && pack  #ERV2EH

swupdate pack swu -ab #1SElout/r328s2-perfl/swupdate/tina-r328s2-perfl-ab.swu
cp out/r328s2-perfl/swupdate/tina-r328s2-perfl-ab.swu V2.swu #R7FV2HI0TAR

swupdate make delta V1.swu V2.swu #EMZEDEK
swupdate pack swd -ab-rdiff #ERESOTAE, X—F BT RINIEMRNE SRR

3.15.4.3 FiHiR)E

ENARNEBEFRET TEEHAISXAE RN MARTE ram M rom B5A,
RERTHITEDARY, FEEARSLENIBRAESR, MEEDE, ERFFRERERS.
rsync AZHFRMEBHT, BAEIIMNIZERFHERBITE .

NiEBR2NAEER, ERRARGTEREFD flash Za0, [BRAHRERERE, SUW—Bd
B, B EBXERBRSE + ZDEEMRRE, REEEKM THTER OTA &,

L EPRHEI, S3 flash HAEIHEERZI, BER flash TEATEBRIHNESR.
XIF recovery 52, RAEM:

MOTAEIRENH recoveryE ArecoverypX -->
reboot -->
MOTABIFREUHikernelE \bootH X -->
MOTAEIREF rootfsH&krootfsHX -->
reboot
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MEELM:

MOTAEFREX recoveryES €, ifrecoveryp X, E£mifirecoveryEBEFIINXERSEH -->
MRS FkEF recoveryE ArecoveryaX -->
reboot -->

BABAME, BFEEXGRLERB K.
NF AB AR, RARY:

MOTABIFREUHTkernelE \bootBHX -->
MOTAEIREXH rootfsEArootfsBOX -->
reboot

MOTAE3RERkerne L ED €, EHbootARZ X, &HEMFkernelE \bootBHX -->
MOTAEKE rootfsENH, EHrootfsAPX, aHERMFrootfsEAbootBHX -->
reboot

REBIRMEINIM R IE,

i, EHFETE ram/rom 5/, EDEHERRNDZE. EFREXREDE, BINES AB &
SR

3.15.4.4 EEE&A
EDEN—THREEET, £ E0TRIKERVRELE, M Z2ENRE, FEFES
MhR 2o

plgnd A V1, Seis#Hn V4, WEg&EFEELT V1, V2, V3, REFEREEAEK, NEHE
X3,

EEREDHAL, —MERBENEMAREER—TEDE, WEEHEF=1TE2E V1 _4,
V2 4, V3 4, 7 OTA BFEHENKE RN T imhRd, BEANNEIED B,

S—MEERE, RAL—MREERESE V3 4, HEIMNEE— MBS, 1T OTA REHINEE
IR AT imhRE, EBE—TRENEREDE, SERANEAZEE,

REW—h, EBEENBMEEINIFET, X—RFEEN AN TIRARSS s ir b,

3.15.4.5 REEEA

BRIt X rdiff ZHFEERFHIRENG, BNA—MREFYNESE, BaERTH
LimiE. XF—BUE, MaSRWaEER,
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—MEE RIS A EIEE readback £/, BIENAESE, EANBRIXZE, BEHEHNE
D XERHERE, RIOH sha256 BB ETHE, REMINATIRAS, RIEKKNEKE,

AHE

target/allwinner/generic/swupdate/sw-description-ab-rdiff-sign
target/allwinner/generic/swupdate/sw-subimgs-ab-rdiff-sign.cfg

Hoh¥INT readback BYLIE,

B{X#, sw-subimgs-xxx.cfg A LUEE swota copy file list, IEE— X4 R#ENE
swupdate B®, FTEIIRZMN OTA & (swu Xt) F, ABAEXMIET, ENEEREA
8 kernel, rootfs FXHFitHE sha256, EHAFTEEHMARELMN OTA B4,

3.15.4.6 IR ubi MECSERIER

swupdate B 7 Br&E 2 #F rdiff BF ubi &.

B el R RIE Mt B A S KRS, BIERIT rdiff handler 2 &0, oA BI <A ubiup-
datevol SIE— A BAFHLKBIF ubi HM fifo, B rdiff handler BRrlEitt fifo L{EEIRE
WE, TRFHRLIE ubi £, TERAEMAF, B@EE 0 WE, ZRFIEH ubiupdatevol

[e}

BARSZ M T X ERAHECEMAN A ;

((target/allwinner/r329-evb5/swupdate )

AIRNARIEY AB &4, EAB:

# WERY, KIBERNEML, i2AV1
make && pack

# ER0TAE, HOTAEMZENZXRERIRVIEMHMRE—H
swupdate pack swu -ab
cp out/r329-evb5/swupdate/tina-r329-evb5-ab.swu tina-r329-evb5-ab V1.swu

# HITEN, HIFHV2HRES
make && pack

# ER0TAE, HOTAERRD S KIRRIEV2EHRE—
swupdate pack swu -ab
cp out/r329-evb5/swupdate/tina-r329-evb5-ab.swu tina-r329-evb5-ab V2.swu

# LAY tina-r329-evb5-ab V2.swu BTATFIEEMOTAFHR
# EREMRENED X
swupdate make delta ./tina-r329-evb5-ab V1.swu ./tina-r329-evb5-ab V2.swu

# BT L —PRIMENXM, £HENOTAR
swupdate pack swu -ab-rdiff
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4.1 BRIEEF

misc-upgrade R=#F recovery RAH %,

MFEEREASR, FHERERENFAXENEFME B (W0 nand. emmc. spinor) K/N\&
5, £ OTA REEFMAEFMEN R LT recovery DX, UBASEEMHRINGE, ERRSK
ERMTEE R,

FRLATEIERR OTA AREN—EEZ[EE recovery 73X K/N35 KK IR @ RE/NA 20
recovery 73X AXKSH 7 KM KR,

ZERZE, FAE Tina LHWABTENNEERHT T FARNGSR,

4.1.1 NEERE

INBENF—RIEFENTRAE/NF 32M (=4 spi nor) -

e LTH#HN Tina IRER, AITHLHANEREETFRE:

source build/envsetup.sh (WI3EF1)
lunch (D3¥F2)
make menuconfig (DI¥E3)
1EE:

1 MEFREER tinaleHiIEmE<S
2 MANRS, BREAE
3 EANRZEETIRE (W—1shellfE, AIFE T HTRIFERIT—R)

FERE:

Target Image
L *** Image Options ***
[*] For storage less than 32M, enable this when using ota

EHZEEEDG, rootfs B/usr WP IFE—EBHDER usr.squashfs(usrimg), HEIIRFEE
usr.fex, BEEE DX TR usr.fex HE extend P X, AVEEHEHT usr BF. XTHiKE
HEMRA S recovery $51% (boot initramfs) ERZOX, MUIERITHEEETEINIER.
FHNBEHFRP, HERMI recovery 71X, MeE OTA AL S5 extend 7 XE B,

AT XEBohiEEhES extend PEHMR. FEHITREE.
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¥ F busybox-init, FRIATE pseudo init FEEIXEE usre MRRIEBIERESR, FK
#/pseudo _init HHY mount usr,

3tF procd-init, BJ7E

[target/allwinner/<board>/base-files/etc/config/fstab )

BB e, 1E0:

config 'mount'’
option target '/usr'
option device ' /dev/by-name/extend"’
option options ‘ro,sync'
option enabled '1'

4.1.2 KBEFRXH

RBENF—RIEFETREEART 32M (—/&=Z nand. emmc) .

WFARBEHR, FENEFNEESFRHMARERED, BIRAFE usrimg #l extend 72X, m
RFEZEARMN recovery X, XIEFTE OTA ARBISE ERZHMM.

4.1.3 misc-upgrade

TERNREXRERARE, HEE make ZENEFNAE misc-upgrade:

make menuconfig
L~ Allwinner
L> <*> misc-upgrade...... read and write the misc partition

misc-upgrade B EZIHEERMISTERSS 2 THEMBEGEIARM, ARAREEOX, HiEsm
misc 7 XEANARMENIRE, HIMTINTEERE uboot BNZ (WNREEBEEN) A LURE
misc 73 XRPRSIRSHTT F—FRURR,

4.1.4 OTA BYHLRIE
4.1.4.1 BFPRE

Tina3.0 &Z BihRASAMERTRAIZ |

Z{PbusyboxEHEEIramh, FHROTALERK#Firootfs
R B FFIR0TANMTE, upgrade pre

HrecoveryRHE Arecoverysr X

B BfREboot-recovery

A WN B
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E#fibootFMrootfssmX
RBENRE upgrade post
WFNEBELR, EFusraX
K ErEupgrade_end

55, EREANERSK

O 00 N O U

AR AN S IETARAZ |

R EFIR0TARARE, upgrade pre
¥recoveryR4E Arecoverys X
KR EirEboot-recovery
FER, EBE#HArecoveryR®4t
E#fbootFMrootfssX
®EBEIREupgrade bootd
WREEDbOOLOE S, MEHbooto
B BfREupgrade_uboot

9. tNR7FTTubootiEfg, MEHHuboot
10. i&E#frEupgrade post

11. FNEEAR, EfusraX
12. g EtrSupgrade_end

13. &R, EBREAWEAR

0O NO U WN -

4.1.4.2 HigHE

OTA hiEiEBRE, TREBMESRETS, #5258 OTA,
Hi&E upgrade pre IS Z/EEE, EREENREIBRS, MEFRSZENTBAGEHRIT.

Zi%&E boot-recovery IS Z/IRE, EFHY, uboot IMTEIXMFE, HEZZD recovery
%zhs EEbEs }‘A12$TID\ZFE’J5Q¥F§ZL\$A1—IO

Hi&E upgrade post ITEZEER, ERNEANRSR, MZITSZEHTEFIBRIT

4.2 XE

4.2.1 PXEX

% 4-1: misc-upgrade F£k5 XiHEAZR

RS X

boot X B R2% 5% 92X, Bl/lib, /bin, /etc, /sbin FiF/usr, IEFEHEMS
XH9ERR, wifi ZIFFIE, alsa ZIFIFE. OTA i,

extend X VBREASKFEEPX, B jusr MASKX, VNBREFRE.

recovery 93X ERMERRRLR, XABEFERSE

FHESX
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LD X

private 77X Zf& SN SS9,

misc 57X RIS RINRER KXo

UDISK X RARP#ESX, —MREHT /mnt/UDISK.

overlayfs 53X 7Z6i& overlayfs BEEIE,

4.2.2 PRXA/NCE
4.2.2.1 EE boot FEAN

boot B KFZEHIR/NMRMAZEE, LHNTFT sys_partition.fex/sys_partition_nor.fex
FE XA boot XK/

boot 73 XREKR/IKE |

make menuconfig
L> Target Images
L> *¥* Image Options ***
(4) Boot (SD Card) filesystem partition size (in MB)

boot X K/JETE :

[partition]
name =boot
size =8192
downloadfile ="boot. fex"
user_type =0x8000

NFABERE, BE sys_partition.fex I recovery 57X :

recovery 43Xi%EA
WRBAT O0TA #4k, EEEHTE recovery HEAERLUIRBHEME P XEFEEMERKTER,

ZRIALL boot_initramfs.img {ER recovery.fex:

[partition]

name =recovery

size =32768
downloadfile ="recovery.fex"
user_ type =0x8000

Hrh recovery.fex 4B boot_initramfs.img IEEET A
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4.2.2.2 rootfs SEAK/N

rootfs P XAFEEET make menuconfig KI&E, BIFREFGAIMER D XXHEENF,

4.2.2.2.1 MEE XF—LNAE flash WAHE (W0 16M), F1E/bin FTHFHREWIZEIER.
RAEEHIRR. THIERGER. BIRESFEFUREBE XN (XEXHERIFINEZ install 3
/bin & /lib F), AIUEEHERIFTE, EF rootfs.img FA/NBRRE sys_partition.fex #
rootfs 73 XAIK/)o

4.2.2.2.2 KBFE XFKE=Z flash AR (40 128M L L, HEBRBEH flash =TE17F4HE
XiEB), FHREENREDTHL OTA FHNNERF, BEEE rootfs.img BIK/NEE 57 XX HED
A,

4.2.2.3 extend HXEIA/NN

extend PXBATF/NAEHFZET boot initramfs.img # usrimg NER, EXNEEZEZH
HHE:

1 . ®iZFfG usr.img BIK/)\
2 . make_ota_image [ initramfs $RERHIA/

Ak, extend 9XBEATF boot_initramfs.img #1 usr.img W PMHIRAE, HIL extend HX
FIA/IMEIRE A initramfs FREHIA

make menuconfig
L> Target Images
L *¥% Image Options ***
(8)" Boot-Recovery initramfs filesystem partition size (in MB)

4.2.2.4 HfthpX

4 private . misc FFERIRIARIA/NEIT],

4.2.2.5 UDISK K

sys_partition.fex FAFRHEE UDISK 7 XK/, MFTH=ELEFENDEH# N UDISK 51X,
FEAIRNZE, AN OTA IBEZEEAT—EHREXH, FU—EBZEN—EXE4% UDISK 73
X, :?:”E.[Ly\%ftﬂfjiﬁ, ﬁ'ﬁ/.l\'g% flash EI‘JTJ_%’ ‘@ET%iEﬁ 256K~512K E,‘J';:E[E—’.Io
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XAEER:

4.2.2.6 HftiiReA

£ OTA ALIREFHAREER LR DK/, FHLNERREDXAK/NFAHRS (90 3.2.1-
3.2.3) WERATRARBEEBHTRTE, LURE OTA ALFIRNENFERK,

P KRN, REXTFRIFFBEMETRBIRAN.

NFRKEBE, A recovery oKX, XA, H env FXH, boot recovery s<HEENX

AM recovery PXBES. WFNBE, £H extend HX, W, H env EXH,

boot_recovery S8 HRENX M extend HEBIHFRES.

4.3 misc-upgrade 4k

4.3.1 misc-upgrade ¥Jpx

misc-upgrade & Tina FH—1RAE, HEEZEH:

[ tina/package/allwinner//misc-upgrade

Makefile ff& tina REEAHNHBEME.

misc-upgrade B R 0TH:

— aw fstab.init #INAEFHEEH A
— aw_reboot.sh
— aw upgrade autorun.init #EBEIHIZ,
— aw upgrade image.sh
— aw_upgrade lite.sh
— aw_upgrade' log.sh
— aw_upgrade normal.sh H#RBEHE.
— aw_upgrade plus.sh
— aw upgrade process.sh #HNBEHE,
— aw upgrade utils.sh
— aw_upgrade vendor_default.sh
— Makefile
— readme.txt
L— tools #RiFHwrite miscflread miscRZM.
— Makefile
— misc message.c
— misc_message.h
— read misc.c
L— write misc.c

4.3.2 OTA HEBEHRIF

ELITHHA Tina IRER, AT SHANEEERE FFREE):
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source build/envsetup.sh (%K1 )
lunch (%02 )
make ota menuconfig (@) ( W3 )
HE:

1 MEFIETER tina BHMHS

2 BINRS, EEH%R.

3 #A OTA config BEERE. EEFRERHEIA,

WS EBAE, BRNRBAFA312H defconfig ota REEMATEHMAIALS| &ML IFIEIE,

BEHD

make_ota_image (%KW1)
make ota image --force (#W2)
W

1 EhRARBELMINFZLRREAHNIFRNEM E, T8 0TA fif%.
2 EHNRIFNRARL, AEBITE 0TA Hiff.

i RAENERERRboot0/ubootBEERFRE,

make ota imageFEEsys config.fexdHistorage typeftBRRFAIEHNEEE,
ZTHEEVIB IEMafYboot0 . imgFluboot . imgs.
BkaHiEEEbuild/envsetup.shiimake ota imagefySZi,

#1197 make ota image Z#i, A&id make ota menuconfig X} ota HIME RAHE K
boot initramfs.img #{TECE, AIRIELFRER, ACE ota MERARBZHITIEE,

WML FECE X ramdisk #Fi%EA xz [E4E cpio :

make ota menuconfig
L> target Images
L> [*] ramdisk
L> ---/ramdisk
L= Compression (xz) -

OTA B 818 & - tina/out/xxx/ota/

BREMINT:

— boot0 sys #bootOFLK 1,

| F— boot6.img

| L— boot0.img.md5

— boot6 sys.tar.gz #bootOFAE X HIEREE.

— package_sys #HEEFIRROTARIZASGER, RIEARSHLHRTEE,
— boot0.img
— boot0.img.md5

|

|

| F— boot.img
| | boot.img.md5

| | ota.tar

| b recovery.img

| | recovery.img.md5

| F— rootfs.img

| b rootfs.img.md5

|  }— uboot.img

| L— uboot.img.md5

— ramdisk_sys #recovery RAFE o
| | boot initramfs.img

| '— boot initramfs.img.md5
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— ramdisk sys.tar.gz #recoveryRAHEREIREE,
— target sys #kernelfroot fsHLE .
|  }— boot.img

— boot.img.md5

— rootfs.img
L— rootfs.img.md5

|

|

|_

— uboot sys #ubootFH& XX,
|

|

L

target sys.tar.gz #kernelfroot fsHEELEE.
F— uboot.img

L— uboot.img.md5

uboot sys.tar.gz #ubootHEEF .

He” img.md5 “2” .img “BIREAES o

AEREAEFRFH-n S8, WEAEEE, F-n WERERBREENARX .

4.3.3 /Wl OTA A<

WIEBE: -f-p Zik—,

aw_upgrade process.sh -f ARFTERS (NiZHX. rootfs BXL{ extend HX).
aw_upgrade process.sh -p AENESKX ( extend 7X)s

e -1, -d -u, ne

A SFKRAE, B aw upgrade normal.sh Bt aw upgrade process.sh , B—f&H -f
SEMAA -po

4.3.3.1 KBE flash 5%

Al UER ARG, WERERTHRKITRGE, FE /mnt/UDISK/misc-upgrade A, i
B T&<,

OTA #4k AR, EREAREFHEBITHIES, THEERMBENER FHIRE.

4.3.3.1.1 -13&m -1 < B>

n:

((aw_upgrade normal.sh -f -1 /mnt/UDISK/misc-upgrade )

(*: mnt FINRBR /7 &F® L, misc-upgrade BARE® “/”) (-1 B8, RINERELEE
%),

MER n SHNARFTESE LIRS H LRER:
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e recovery RAMERY (%) : ramdisk sys.tar.gz . target sys.tar.gzo

e uboot # boot0 (A%, FARAMANEEGAEFEENBshBkiE) : uboot sys.tar.gz,
boot0 sys.tar.gz.

4.3.3.1.2 -n&m 40:

[awfupgradefnormal.sh -f -n -1 /mnt/UDISK/misc-upgrade )

—RERTAER n EN, MR FH ramdisk sys.tar.gz . target sys.tar.gz K& ai%EH
uboot sys.tar.gz. boot0 sys.tar.gz.

B FHLE ram B/NEIFE, W R6 spinand B1EN, flash WEEEBHR FABERN OTA &,
BAEKIE]GERA ram FEMKK.

X FXMER, AILOEE TERES ENEE, B LR xxx.tar.gz BEHRMFAERS.
B2 MNP XEEXETHE /mnt/UDISK/misc-upgrade &, AA_ LR,
A n SHNARFENE LIRS R ARG

e recovery RAEMERY (i) : boot initramfs.img « boot.img . rootfs.img KEITR
B md5 LB,

e uboot # boot0 AFTi%, FEMAMANRERFENE&NBLE) © uboot.img. boot0.img &H
XRZAY md5 [FERRIRR IS,

4.3.3.2 INB= flash 7 X

4.3.3.2.1 -13&W RIGEIRITEBTWEAL, TEER -1 2%, ALXBHEERRE, £
BN T HIZF R R

[FEEEEFE/NAEIRER SD RAELNERN, XFT-18H, SR MULELRNARBTERRE, 7

R,

i

4.3.3.2.2 -d -u -n *xMm
[-d argl -u arg2 )

FIBHER, -d ST ping BHY OTA RS EAHIL. -u SEHHFGH T
Lo )

-n —&/h ddr AR RRAEARFE 20m U THAR), sJUERAXNESH, shell &EH
B THAESEN 4 1 img X, IEFKETHEARFE tar BBE, BPOREFER.
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u:

((aw upgrade process -f -d 192.168.1.140 -u http://192.168.1.140/ )

F+4% shell &5 ping -d 2%k ( ping 192.168.1.140 ), ping &@i¥fE, SREBFEAXBSHES
HERIEKRTE:

-n S

http://192.168.1.140/ramdisk sys.tar.gz
http://192.168.1.140/target sys.tar.gz
http://192.168.1.140/usr_sys.tar.gz

http://192.168.
http://192.168.
http://192.168.
http://192.168.

.140/boot_initramfs.img
.140/boot.img
.140/rootfs.img
.140/usr.img

=R

A n SHNFEFTESE LIRS 2 LWREZ: boot initramfsimg . boot.img .
rootfs.img . usrimg MREXWH md5 ERHIRICHE

AMEA -n SN HERFENE LIRS EHRBE L ramdisk sys.tar.gz . target sys.tar.gz
. usr sys.tar.gzo

7E: &M misc-upgrade BT FEIEFER, HeiLWHFAZHAEN boot0/uboot 5%, BIFf=
B MRS 28 TEF K boot0/uboot.

4.4 R7EC%AH

SFNAE flash HES, KETEFMHEIRSE, BXREIAZEE ram B, HERSER.
RanFAFIIZEE, FEAEEEEN FHIERER.

aw_upgrade vendor.sh i&it AR KREMAVEHF, SDK ERZE demo FILABERIE.

4.4.1 RIMBXKZEE

check network vendor(){
return 0 BXRIARIN(30: AILL ping i@ OTA HBE&RERSEES).
return 1 BXRIKIK,
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4.4.2 IBEXRTHBERRR

$1 : ramdisk sys.tar.gz $2 : /tmp

download image vendor(){
# $1 image name $2 DIR $@ others
rm -rf $2/$1
echo "wget $ADDR/$1"
wget $ADDR/$1 -P $2

4.4.3 FipRE 7 XIS

aw_upgrade _process.sh -p FHMALKNARPXMRERT, RE 0 FRESIX 1 FERKX,
aw_upgrade process.sh -f FRERXMEREE,
upgrade_start vendor(){

# $1 mode: upgrade pre,boot-recovery,upgrade post

#return 0 -> start upgrade; 1 -> no upgrade

#reutrn value only work in nornal mode

#nornal mode: $NORMAL MODE

echo upgrade start vendor $1

return 0

4.4.4 ERX5H

upgrade finish vendor(){
#set version or others
reboot -f

4.4.5 -f (-n) ARIRF

. check network vendor ->

. upgrade start vendor ->

. download image vendor (ramdisk sys.tar.gz, -n /3 boot initramfs.img)->
CNEIRTS. BERIRGIZE (FULELERBESSARE) >

. download image vendor(target sys.tar.gz, -n /3 boot.img rootfs.img) ->
CNEMRE . ERBGREE (TILEELERRESARNE) ->

. download image vendor(usr sys.tar.gz, -n A usr.img) ->

ABNRE. BRRGREE(TLELZERRESANE) >

. upgrade finish vendor

O 0o NO UL WN =
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4.4.6 -p AR

. check network vendor ->

. download image vendor (usr sys.tar.gz) ->
. upgrade start vendor ->

. MERENE, KT ->

. upgrade finish vendor

u b WN

4.5 PBEREFLRSIES

HXWEREMEE misc 27X, OTA ARARERENMNDKX (BEMREREIEER).
3k

read misc [command] [status] [version]

Hrb:

command RAALRNRFKRE( shell BIALIEFER).
status BHEA, ZRAFEEXRKRE.
version BHER, RTAFBENXRKS.

5:
write misc [ -c command | [ -s status ][ =v version ]

Hrh:

-c THEMEEEM, REEA aw-upgrade shell B,
-s -v BEMXfER.

4.6 OTA Bc&

4.6.1 recovery RFER

— &R, BRIAAEBRTESE—% defconfig ota BBEXH, ZXHERATFRERFER—1F
ramdisk BJ kernel , Bl boot initramfs.img , /3 OTA HAEI%E £ recovery 73X
extend 7 XMEMD RS

RPRAEUEFREREN defconfig ota #HITEEE, WAILLEITIED defconfig H#H defcon-
fig ota , AEHITIEHERMIE.

#14T make ota_menuconfig AJ#1T OTA EE&E,
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it L recovery B4, #R4miE recovery K%Y, EMEIFEERS,

make ota menuconfig
--> Target Images
---> [*] customize image name
---> Boot Image(kernel) name suffix (boot recovery.img/boot initramfs recovery.
img)

---> Rootfs Image name suffix (rootfs recovery.img)

MRARHITTREZMENR, BIMBRERZAR defconfig ota , FARFEN defconfig AFHY def-
config ota , B#HITECE.

W EXXFmR, #470% L misc-upgrade &, UM ramdisk &I, R wifi ThaE, HAMEDA LA
*i2, LAY boot initramfs.img #{THEE,

4.6.2 recovery R
4.6.2.1 AN 1: EF misc PX

SFFEE misc FXBHE, ALUE misc HXFIRE boot-recovery#rE. BEIES, uboot &
#M misc 73X, R boot-recovery, MH 1T env HECEHRY boot recovery s BN
%o BMHIT boot normal < BENRZ.

Fitk, env FFEEIEMEE boot normal Al boot recovery, ZE{M:

boot normal=sunxi flash read 40007800 boot;bootm 40007800
boot recovery=sunxi flash read 40007800 extend;bootm 40007800

SFFABREHZE boot recovery EBE N recovey PXBN, T/ NEBEHZE, boot recovery
EEENM extend B XB50.

OTA FEFEIEHIKE misc DEME,

4.6.2.2 iER 2: BEF env 2K

BJLLERR misc 71X, BEET env #ITRAFYIR, OTA IEHENR env P KFHE,

—R& 2% env B9 boot normal EZE M $boot partition HXERN, ENEEFERAMND XIMERK

=1
—MEE,

FM:

boot partition=boot
boot normal=sunxi flash read 40007800 ${boot partition};bootm 40007800
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env FERIA boot partition=boot, FEEIRE recovery RAE, ERAFPTEEZIZE env,
1% & boot partition=recovery, FEVIREIFZRSHS, I&E boot recovery=boot,

OTA IREEEIFHIEE env PRE,

4.7 3t overlayfs AY4LIE

Tina BRAIAEA overlayfs , MAFIER rootfs FEHRSIERE rootfs data 2 XH, M OTA
BEHIE rootfs 77X, BRIAFRRIEER rootfs X, MAFXY rootfs XAFRIIEN, MIPR, B
EE=RE, BRWEAERD rootfs FEXMH A , BRREEN A1, M OTA EfEZXHEL
A B, WRKABIMNMAR Al . XZEH overlayfs FFHEREN, LEERNXERRIKETE
EES

MRFBE OTA Zfg, U OTA BHHIXHE, BIRFIERAFNENR. MAIUE OTA Z2/5, &
#FE 1L rootfs data HX,

4.8 Xt busybox-init By IE

4.8.1 upgradesétc tr& (REREH)

BLEFHFERT busybox-init , LA R6 RfIF:

R6 AEEBHARM procd B2 busybox-init , B procd # overlayfs , HILHR
—RYIT1K,

OTA i@l 1 SHENZFRAMBNA . HRIELER. EERSEMAEFHEKFLBE,

X F busybox-init ; EE—REMZE, =K etc IXH#EIIF rootfs data 7 XH, HERF
SEHZIXIEN etc BR. OTA HIIERZEH rootfs data H XK. N7 ZREH etc B
R, BT —1MNRRIRS, upgrade etc , HEEAKIKE upgrade end I, RAIRER
upgrade etc . M busybox-init B A FIMTILLATE, MNMRBoHEIREN upgrade etc
» MH{T etc PRXHWEH, BFEZERHNRSH upgrade end

FRSKRIEE T BoHHIAK init=/pseudo init. XF OTA FHH recovery RAAEEIEERDH
s, EFFERNARKESE, TTETEXR env , £ cmdline #1%3% rdinit=/pseudo _init #
THEE. EXHRFZFELE rdinit X4 (BIHIZR—1 2 pesudo_init BIEREERE) , MRIEA
rdinit=/rdinit.
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4.8.2 etc need update X4

rootfs_data BRMRIEERAZE

1. fR7F rootfs /etc BVEIZS, EH E/etc, UEHF/etc AIF
2. BfE overlayfs, UEZHFLBRAE, M procd 5 E

WNFREMRA, X%HF 1. WFHAIZRHRE, /pseudo_init MR LA UEE, HEE
MOUNT ETC=1, MOUNT OVERLAY=0 B¢, Bly 1, IREBHRRZAHMEE, AR ITie AR
1o

HITAWT:

1. JREE—XBEN, rootfs data X AN=, M/pesudo init EHEIL rootfs data, F/etc
X4 I —17 % rootfs data WXH RS, & rootfs data EH A/etc, XA XKRER
#/etc FLE rootfs data HHY

2. BRBH, rootfs data PEETEMHNINGRSE, HiEEHN/ete, AP KRETN/etc
2 rootfs data HIRY

3. B EBZEN rootfs AXF W rootfs, HF, AREEIM/etc 174 rootfs data FRy, R

P> 63

4. EelE/etc/etc need update X& (OTAZERIZEIEE), W TXREsh/pseudo init fizs
=% rootfs FXHH/etec #HIT—/X[EL

5. EF/etc WERKTTA:
5.1. % rootfs data ¥#(Z|/mnt
5.2. ¥ rootfs 53X HB/etc # M E/tmp/etc

5.3. ¥ rootfs data P AHFEHEZRIXM, EDNF/tmp/etc. 5190 wpa supplocant.conf,
MREEMIFHRXHAHEW OTA BE, IJ8 % /pseudo init AR wpa supplicant 894
7%, Btk/pseudo init.

5.4. ¥/tmp/etc BIAR, #I[El/mnt/etc(BP rootfs data 77X)

5.5. BIEIREXH etc_ complete, MIFFIREXH etc need update, EHTELLF EFTER AT
B, WTFRBHhEMTE 1 ERRAET etc

5.6 3§ rootfs data FViEZ R M/mnt 208 /etc, HELFh
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4.9 FENa)H

4.9.1 OTA BYHHIT SQUASHFS ERROR

LR E R T Tina3.0 XERERZAE OTA , EEH rootfs 7 XBY, RZR busybox FHFHE|
ram #, rootfs, FXELFEIHRS, LEMRE#HIZIHE rootfs , MEHMEEIR,
fRRA:

1. OTA ZHl, F*HHEHMFIE, BREHIZIHE rootfs ., NRHBEHIEZERYE, BEHEHNE
FRAIFEME ram A (EXREASE OTA BIZAFH prepare env %K),

2. SREMRANMIE, TEEHMT recovery 7 XfG, E5f reboot , #HN recovery £4, &
recovery RAHEH boot M rootfs 73X,

3. BERE openwrt Y%, EREFEFIE ram XHRGRE, WITUIRIRXERAENIRE, B
HITEH

4.9.2 4wi¥ OTA B82f5, EEERIFLIE

HIMRIFRE, AJaeRHT defconfig M 1o

BIET target BFERHEWNNE FM defeonfig 1 defconfig ota BRI, ZHETH OTA &
iR tE, LHREREM defconfig, M defconfig ota ikt defconfig , 11T make , &
IR defconfigo

RIS FIZHBT, N defconfig RWIRR, SFHTRIEERIFH A,
R
TREAFEERTH defconfig X5,

#1¥ make menuconfig 1 make ota_menuconfig 25, KEITE target €FE FREHRIERAN
git BFEF, BRENEKX, FETLENHITER,

(LEieE Tina3.0 ZATHRE, SHhRZASRAE L, )

4.9.3 BEFIE#H bootO/uboot

misc-upgrade RigITREPREE ULLIHEE

HEihkAd, AtALZRFELEMER bootO/uboot(FERHRNERH, FEEMBE), WEH
AR o
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B{AFRINEER ota-burnboot M4 EXHE, ANIBFESERXRET,

RS ZIFN A EERHEAPEREEMAIAAT ota-burnboot0 #1 ota-burnuboot,

R
\,\“"“ﬂe
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5.1 THEEREIN

AR Tina 2B misc-upgrade, ATHHRER, GIETAHAR, WMEENEZEER swupdate,

BERR, FERRERNARERF. —MERALRE, BEAEFRRBE—I2KF, HER
M EHZIK, ATRIEEMSEEBRER, METANNARER, JREMTNAZK, #
REMRTEFRFER,

5.2 MRS

BN FRIEH Makefile, KNS RXH, £Ef%EE/mnt/app HKiZ.

SNRN AR EBIFZ R, NRSHE

[target/allwinner/xxx/busybox-init—base—files/mnt/app ]

5.3 menuconfig €&

priracl

[make menuconfig ---> Target Images ---> [*] Separate /mnt/app from rootfs ]

f£18/mnt/app BR, M rootfs FHBHK, ITENME, SWHIER—TR2HEHOXH
app.fexo

priias

[make menuconfig ---> Allwinner ---> <*> tina-app-upgrade ]

%ERfE, AfER

[/sbin/awfupgradefdualiapp.sh ]

#1T OTA,

IR © HiB2EREROBIRAR. RE—INF 74



@LW/MIER

MHER: WE

5.4 PXIxE

MmN DX, BFEER app 1 app_sub, downloadfile EFEA app.fex, size {RIELPRIE

SUEEE,

[partition]
name = app
size = 51200
downloadfile = "app.fex"
user_type = 0x8000

[partition]
name = app_sub
size = 51200
downloadfile = "app.fex"
user_type = 0x8000

5.5 env I8

HF tina3.5.0 Xz Bikk4ds, (iIF:

[target/allwinner/${board}/configs/env-xxx.cfg

SFF tina3.5.1 RzEhk4s, (T :

[device/config/chips/${chip}/configs/${board}/linux/env-xxx.cfg

EINERE

appAB=A

#set applimit=0 to disable appcount check
applimit=0

appcount=0

Hr appAB s BRI EEHH MK

appAB=A ##/dev/by-name/appZl/mnt/app
appAB=B $E#i/dev/by-name/appZEl/mnt/app

applimit # appcount FF 3z FEHYE&hELRINEE,

5.6 BzhEhR

applimit=0 BY, &HEMAER,

WRAFRE © BseEREROERAE. RE—TNF
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applimit 3 0 B, SESXEE, 3% appcount &, HM appcount @& AT applimit,
BT, WEEHS— app 7 Xo

Flgn, LaiER/dev/by-name/app, & applimit=2, appcount=0,

N&xEsh, appcount il—, FMXB&HE, appcount =2, BAXER, appcount+1=3>applimit,
B REI, BnheEiiEE/dev/by-name/app subo

XPEETERERR, BN T —MERENNA, SR A EERHNAREE, F0:

WHTTF app, OTA BH 7T — M EIRAHMEFNAE app sub HX, BB, ERGELEFEERBH
app_sub FHEFNAE, N applimit XEBG, SEHXEER app PXF, IHHETHENKE,

fERALtThEE, FENAEERRBG, EMER

( fw_setenv appcount © )

BEEITE, BRRREF applimit F1H5 X

5.7 OTA T

5.7.1 £ OTA &

tina BRT, ®17

(make ota package for dual app )
4 OTA &
((out/xxx/ota _dual_app/app ota.tar )

5.7.2 T# OTA &

BITMLEH ADB F 430, ¥ app ota.tar HE)/\Wlis/mnt/UDISK/app ota.tar.

5.7.3 #1117 OTA

WATRIZS

((aw upgrade dual app.sh )
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5.8 ¥

£/ OTA BRYRER, fiIF:

build/envsetup.sh
function make ota package for dual app()

B MERKH tar XA, ¥ app.fex iFHFK:

(tar -xf out/xxx/ota dual app/app ota.tar )

fRERSEIN app.fex, B—1 extd XHRS, A linux EH, HEXEVIWE, #H, EBX
HRGFHARR:

mkdir app
mount app.fex app
1s aaa
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6.1 EARP<IEHEIE env

Tina F%3#F7T uboot-envtools &£,

[make menuconfig --> Utilities ---> <*> uboot-envtools ]

i L SENRI7E AP =iafE A fw printenv # fw setenv XitE env D XHEE,

6.2 AB &%t

6.2.1 uboot [RERFEhitHEHF

uboot REXF T BaITTEINEE HINEETE S N=PTE,

upgrade_available=0/1 #2FX, RE 1A =#t{Tbootcount++RZIGELIR, & HONRRXALLIHEE
bootcount=N #BEENT4L, Fupgrade available=1, M&EREsIbootcount++, HAFERbootlimitkbik
bootlimit=5 #EREHIERBNRERYEE

B4miE¥2+F12I0EE/E, 3 upgrade available=1, M uboot 41— bootcount it¥{E, &
REEhBETIN—, HFIBT bootcount'BEiBid bootlimit, WK, MIEERBE, $1T env
FECERY bootcmd i<, YIRS, MAIT env Y altbootcmd &<,

MErkINaeE, BotHARENAFTRESERNNIER bootcount IHE, RREBLREER
o

AoE:

fEgE: EZECONFIG BOOTCOUNT LIMIT
%E4EbootcountFRNIE,

MFHREenvH X (FREBEAEK) : BEECONFIG BOOTCOUNT ENV
WMTFMTERTCEZ2S (A EK) : BLECONFIG BOOTCOUNT RTC
NEEREHEMUBR BTHRRE

ERAP=EAEE upgrade available BIEXT L IHEEHITEISFH X, FIa0nI7E OTA ZHIFTH,
ik OTA BINEXxHF. MWA—BRFTH. EEFTE, FEET bootcount, BTN ZXREF
TESH bootcount #BiE bootlimit,
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6.2.2 2EEFRFETIR

2EHEFMT CONFIG SUNXI SWITCH SYSTEM IhEE#TRAIR, BaikAR(E
M, #teE,

Xt B0

£ flash By env ZXHIEET 2 MIELE systemAB now,systemAB next, sys-
temAB now: H uboot iEGHITIZE, ZMEMARANARIEREES (BIITA fw printenv,
HEMTE) . systemAB next: it uboot FE2RLNAEAEAIE (—A% uboot AE
&k, BFRIFRZELMARTEIM) MBE—RIEEN

systemAB_next=A #RN NRBEIARSR
systemAB_now=A #RTNEANARLG, FIREWALL, uboot=BENEE

SEIASN AR LIS systemAB now IREIRAEHBIRARZ A RAKEE B RER, RLKNAT
PIIBirEL E systemAB next=A/B 5%l env X &, AFER. EBfG uboot EXEKE sys-
temAB next XMEE, MRIFER systemAB next=A,uboot KB A RS, MNRZE sys-
temAB next=B,uboot RB5&1 B &%, FY uboot RIRIEAR systemAB next NEIZE
systemAB now HASFIEEL,

EBIRE:

Xt EEOEXHZE systemA/B, URGKNE(L, HEINARKEMREX NEE kernel H rootfs 53
X, ZEARAR, PXATEARRE, FLtZHFRTETERERKSX B, MARE hardcode
AEN DX B,

systemA=boot ARZkernel DX Z

rootfsA=rootfs AZR%trootfsH X%

systemB=boot B BRZikernel X3

rootfsB=rootfs_B BRZrootfsHX B
RS

W & =& B8 boot partition # root partition BJ{E., B{X boot partition #1
root partition ZENEMA, BESETAXAXHEEMETINNE,
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7.1 Q& A

Q: RLGHMPLEER D BRI LAFARBY?

A: kernel M rootfs BRI AALM, BATIEERE, FERBE— recovery RAHE
ft AB &%, ¥¥F nand M emmc Ri%, bootO/uboot FEEEY, A UHARK. ¥FF nor
K¥t, bootO/uboot &EE &M, FEEARK. HEBRARENXK, REIEBLXSHILIEB.
boot0/uboot MFAKEARAT S E AR FH ota-burnboot Z45. IFF swupdate AHKFE,
BJLLE1T7E sw-description FEE R, ALBCHES XM HE, BZHUEEHEPIFE
BNER, RENEEEMEHIRENE,

Q: RGHPLEER D B REFARY?

A: DPRRZBARAAHEN, BARMPXEKE, B XNV SIELETS, BNEES™
AT DX, A PARARNDXMEEHIEE, PFTEERALTEARE. nor FHEA
bootO/uboot BFAIFERHY, ENEAEEN. HRIHERTEBARD, BEFRARMHIL

Q: dts/sys_config dAFHL?

A: EIA dts # sys config, &ER uboot #EEM— bin X, EEFHL uboot LH EEFH
%Y uboot+dts/sys config.

Q: BELZBIRFLR dts?

A: BRIFIAR uboot #7E, FEIRA X ASZHINDER dts IRITHK, REMITHXEER
kernele BEE—i, WRZE dts UFIRUNK, BMAMBRENREE, K dts REE OTA &
F, OTA BB ANEIRNI X,

Q: ARIEEEERGE, BRMETRBSALRIERMEFAR?

A MEFFBFAER, BISAENX T TE recovery RFEH ALK boot 47X rootfs 77X, MIEFHEK
boot I rootfs IiZHMTE, EERGEIEM boot EFHFBHARK.
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RE2BEALRKRME@EEEFEEO log, ARFITHE/mnt/UDISK/swupdate.log X4

8.1 PXLLIREAF/N5IEAIRK

log A0, #% error By#175, BILAEE recovery #XEEEE B/, FRLIRE.

[ERROR] : SWUPDATE failed [0] ERROR handlers/ubivol_handler.c : update volume : 171 : "
recovery" will not fit volume "recovery"

FRIRT A IBINXY 275 5% tina/device/config/chips/< &k %% >/configs/< A EH
>/sys_partition.fex SXHRIFTRZ S XBIA

8.2 REuKIK

EDBMEHNMRAIES, HHI checksum BRI, BT LUASEIXFHia],
BRTE EMRRES, GFEDE
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E{E =R

WRAXFAE © 2021 HKiEEERHRHDBRATE. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C 2*?4&\2".:\ *‘I’ *i C (=275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm VBB EEMER. EAEERNTmPHRNEERS
*T’ Fﬂﬂ%ﬂ: ﬂ]ﬂ[ﬁﬁz%ﬂ'\, igﬁﬂﬁ%@ﬁﬁﬁkﬁﬁo

REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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