< Avuwiner

Tina Linux syslog

(EER

RAES: 1.3
&% HER: 2022.03.01



@LWIIWER

MHER: WE

hRZs 758
hR2s S BHA HAZITA AEHR
1.0 2019.05.21 AWA1402 LS
1.1 2020.07.22 AWA1402 EEB D
1.2 2021.04.09 AWA1611 TR EHCEHMEER
1.3 2022.03.01 AWA1742 5E& busybox HEE RIER

WRINFE © HRB2ERRRNERAR. RE—IF



@LWIMIER
s MXHEER: WE

1 B&FNE 1
1.1 syslog SFHFIERR . . . . . o e 1
1.2 syslog BRIEL . . . . . . . . e 1

1.2.1 openlog() . . . . o v i e 1
1.2.2 syslog() . . . . . e 3
1.3 rotate (BETFE/AEE) . . . . e 3

2 syslog HBX#EITHR 4

2.1 ubox M logd Slogread . ... .. ... . . ... ... 4
2.1.1 logd . .. . .. e e 6
2.1.2 logread . . . . . . . . .. 6

2.2 busybox B9 syslogd. klogd Slogread . . . ... ................ 7
2.2.1 syslogd . . . .. . .. e e 7
2.2.2 syslog.conf . . . . .. . ... 9

2.2.2.1 syslog.conf BU&=, . . . . . .. ... ... 9
2.2.2.2 FEB facility: . .. ... e 9
2.2.2.3 &3 priority: ... ... ... @ e 9
2.2.2.4 whfFaction: ... ... ... o 10
2.2.25 BESIAEL: Lo 10
2.2.3 Klogd . <. 0. . e 11
2.2.4 logread . .. . .. .. L L e e 12

2.3 syslog-ng . ... L. o L e 12

2.4 logrotate . . . . . . . . . Ll e e e e 13

2.5 logger . . . . . . e e e e e e e 14

3 F[E syslog HENIIEL 16
3.1 uboxlegd + logread . . ./. . ... . ... ... ... 16
3.2 busyboxsyslogd + klogd . ... ... ... .. ... ... . ... .. .. ... 16
3.3 syslog-ng +logrotate .. . . . ... ... . ... ... ... . 17

4 Htt—Lep)E=Hm 18
4.1 Unix HEHEF (Unix domain socket) BAIFEH . .. ... ... ... .... 18

5 1 Tina Hf£A syslog 19
5.1 ubox M logd Slogread . .......... ... ... ..., 19
5.2 busybox B9 syslogd. klogd S logread . . . ... ................ 20
5.3 syslog-ng . . . . .. e e e e e 21
5.4 logrotate . . . . . . . . . . . e e e e e 21

WRIRFE © HRB2ERRRNHERAE. RE—TIMF ii



@ LWIWER
g MXHEER: WE

syslog LR E—EL—EBAAKBHENNG, CHEBRTFICRTIFEENBHREE L. RASF
PHERFERHZE, EITEIAREEEREMERZEH TR stdin 3 stderr,

£ syslog B, —RRBEEXEIMIS . syslog FiPHIES syslog FE,

1.1 syslog <FiF#TE

syslog SFIF#HIEATA—EBIEHE. E—RICIE—MUBIR (sock peram ) FEEIR Unix HERE
F (Unix domain socket) , FEIRHR /dev/iog (REIMNRSKRIEESEFIAE) o MNRZIFWN

KINEE, EAEEXEIE— UDP Ei&F, HEHFIHO 514, syslog FIFHEMNXLEEERT
':F'w:EXEIE'E\ =8, AEBREINGENEIRUE U BOF) o

EE%?UE@ ubox E"J logd « busybox E"J syslogd « syslog-ng %B%E syslog ??FH#%E’\JT\EQEJO

1.2 syslog BRI%xR

N REFERRITENE B R1X2] syslog sTiF#iE, MBEET Unix HEEFRESRLE sys-
log SFPHIZHERNRR, INENBCEZBIIEA systog BRI

#include <syslog.h>

void openlog(const char. *ident, int option, int facility);
void syslog(int priority, const char *format, ...);
void closelog(void);

syslog BRE N REFERIAREN, S6IE8— Unix HEEF, HiEEE syslog SFIP#HEDN
Unix HEZFHENRER L. XTMERF—BEFRHTH, BER#HELLENIE. NAERBE
M ELHIER openlog M closelog (XFMREBEBARMSAZEAN) , MRFAEXER, EF—
AR systog EKIEET= BEIPRTVHIIAA opentog , HIZERGHEBEIXAS syslog FIFHIZE
ERXHERRT, HETFRRIUAA closelog o

UTR—ESHIRAE, EFARNIESE syslog BY man Fift

1.2.1 openlog()

o ident BREWANMEIE—FASTERHR, —RAEFHEF,
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e option SZFLUTHIE, HEIHRIE (OR) iLEZFZ option :

option AR
LOG CONS HHEFLZET Unix MEEFIEE syslog FiF#HE, NWRKEEEDE
console

LOG NDELAYiiBMTHZE syslog sTF#IZ Unix SEZRFHER, FEFINE—XEA
syslog BRIERES A I 1% (BEBER TSEE—RIAR systog A EILE
%)

LOG NOWAITAEEZFFERERIT ANBEIEPAIREEZRIENF#IE (GNU C EFF
REVETF#HIE, ALIZAMTE Linux RRASEER)

LOG ODELAYLOG NDELAY MK, EE—RIAMA systog REFIFRILIERE (XM
INBTA, AIUAREIEEZER)

LOG PERROREHEESWHIEE stderr

LOG PID ESXEEEEHARMLEHE ID

o facility ¥R FIEELFINAERFIISHEERDR, NEED systog TPAIEE— MZIENRINE,
ZEHNEFERXEILL syslog SFF#ZAI LUBTRE X4 FEILHEEEN B EERMX 5
WIB, WMRNBEFEEIRAR openlog , WA facility 2219 0, BJTEIAR syslog B
facility ¥ priority SEB=85F#H X,

facility iBA

LOG AUTH RE/MTERER

LOG AUTHPRIV Z2/MBEREE (FaA)
LOG_CRON EBTHEXBIFIFHIZ (cron Fl at )
LOG DAEMON RATIPHEIE

LOG FTP FTP PPz

LOG _KERN RiZEE (TEEIAF TEHE~ %)
LOG LOCALO ¥ LOG LOCAL7 {REEHaHbfEF

LOG LPT TITENN RS

LOG MAIL HR 1 R4

LOG NEWS USENET MEHERSK

LOG SYSLOG B syslog SFIFHIEREI=ERER
LOG USER EENBFEES (FIA)

LOG _UUCP UUCP &4t
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1.2.2 syslog()

priority Z¥FILIE LEREIN facility 5 TER level NAS, level LR MESEIRMRRHE
a0

level 8 IHER

LOG_EMERG 0 X2 (RFEFUA) (REMER)
LOG ALERT 1 WIIZBDRENITEH

LOG CRIT 2 mEEL (MEFILEHEE)
LOG_ERR 3 dEER

LOG WARNING 4 &5

LOG NOTICE 5 IEREEENER RUAE)
LOG_INFO 6 B‘BEER

LOG DEBUG 7 AREE (RIEMER)

1.3 rotate (¥%1z/#0%%)

REMEEZIL syslog FFHBRNEIFAEESMEAIRIXHF, BEASHIES, X
RNNEREIER, AT BEHEXHREFETESH, FEREBEXHIRNHARBRIERNAR
S, ZIRVERRAR A rotate (BFHE) o

rotate FYSSIM—ARUIT: Ri% syslog FIFHIEEHES NFIXH /var/run/messages, H
messages XHER/NBTIZEER, 2% messages FHHEEEFREIINXHEFR (BRIEEF
73 messages.0) , A5ES messages/HINA; HT—X messages XHFHA/NBIIEE
B, 2BF—X messages FHIABRIFEN messages.0, messages.0 FREEHNARBINIRTE
79 messages.lo UILSEH, EFRZEMETEE messages. messages.0. messages.1.
..~ messages.n JIM X, —R=ILE n NRAE, B ZENHEXGRSWBIER, MR
#ll B E X H A KRN

ENeT L B1TRE ARSI rotate, AILAMER LI TNIA togrotate, HIMEG—LE syslog FiF#
ERLI B A rotate AITHEE, %0 ubox BY logread « busybox BY syslogd o
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2.1 ubox 89 logd 5 logread

ubox & OpenWrt W TE#, ©H syslog RHH logd 5 logread BN TEASLI (HLALEY 1ogread
Z ubox HEMH, 5TFX busybox 12HH 1ogread FERE—1TIEH) o

EAXWPTARZ OpenWrt REBT, ENEERLEAURIMKHT procd M uwous , BREIER
MiXZ 7E3E procd init KRR FEE R Ao

€A procd init B, EATEIFNMIZA /etc/init.d/log BEEN, BEAEWNT:

#!/bin/sh /etc/rc.common
# Copyright (C) 2013 OpenWrt.org

# start after and stop before networking
START=12

STOP=89

PIDCOUNT=0

USE_PROCD=1
PROG=/sbin/logread
00M_ADJ=-17

validate log section()
{
uci validate section system system "${1}" \

'log file:string' \
'log size:uinteger' \
'log ip:ipaddr'. .\
'log _remote:bool:1" \
'log port:port:514' \
'log proto:or("tcp", "udp"):udp' \
'log trailer null:bool:0' \
'log prefix:string'

}

validate log daemon()
{
uci validate section system system "${1}" \
'log size:uinteger:0' \
'log buffer size:uinteger:0'

}

start service daemon()
{
local log buffer size log size
validate log daemon "${1}"
[ $log buffer size -eq 0 -a $log size -gt 0 ] && log buffer size=$log size

IR © HiB2EREROBIRAR. RE—INF 4
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%%

z22

=

}

[ $log buffer size -eq 0 ] && log buffer size=16
procd open_instance

procd set param oom adj $00M ADJ

procd set param command "/sbin/logd"

procd append param command -S "${log buffer size}"
procd set param respawn

procd close instance

start service file()

{

}

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log file log size

validate log section "${1}" || {
echo "validation failed"
return 1

}
[ -z "${log_file}" ] && return

procd open instance
procd set param command "$PROG" -f -F "$log file" -p "$pid file"
[ -n "${log size}" ] && procd append param command -S "$log size"
procd close instance

start service remote()

{

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log ip log port log«proto log prefix log remote log trailer null

validate log section "${1}" || {
echo "validation failed"
return 1
)
[ "${log remote}" -ne O] || return
[ -z "${log_ip}" 1 && return

procd open_instance
procd set param command«"$PROG" -f -r "$log ip" "${log port}" -p "$pid file"
case "${log proto}" in

"udp") procd append param command -u;;

"tcp") [ "${log trailer null}" -eq 1 ] &% procd append param command -0;;
esac
[ -z "${log prefix}" 1 || procd append param command -P "${log prefix}"
procd close instance

service triggers()

{

procd add reload trigger "system"
procd add validation validate log section

start service()

{

config load system
config foreach start service daemon system
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config foreach start service file system
config foreach start service remote system

}

TJLJ/?(HH]ZKA:L_L config load system 'La!—EY@E%, 70 Fj—r@ﬂ%ﬂfﬂ logd *D logread E’J Iﬁ%?‘f&o 1=
ERECE LT X /etc/config/system H,

BRFMANIRERESE OpenWrt FIE A X4 Runtime Logging in OpenWrt & System
configuration /etc/config/system .

2.1.1 logd

logd (I E—PMEIEA/NM ring buffer (IFEEAHKX) , AFREREINEES (81FRZNE
&) o ring buffer FIA/NET -s BEISTE, FIBEIECE /etc/config/system B log buffer size
HITIER, BN KBo

2.1.2 logread

logread FF 2B logd 89 ring buffer E"JWQ, Fia HEISZ ML LR iZ Y] 28 (
TCP/UDP E#7F) . EXRINEHIEINT:

Usage: logread [options]
Options:
-s <path> Path to ubus socket
-1 <count> Got only the last 'count' messages
-e <pattern> Filter messages with a regexp
-r <server> <port> Stream message to a server
-F <file> Log file
-S <bytes> Log size
-p <file> PID file
-h <hostname> Add hostname tofthe message
-P <prefix> Prefix custom text to streamed messages
-f Follow log messages
-u Use UDP as the protocol
-0 Use \0 instead of \n as trailer when using TCP

o BIZEHMIT logread 24 H 71 ring buffer FRIHESITENHRK CEIATF dmesg ) o

o 0L -f MIFLEMIETITE, HiH ring buffer PFHHBEZE.

o {EF -F "$log_file" FHEER BEMHEIM— MR, -s "slog_size" FIHEEXMHHA/), HA
log file # log size EPRITE /etc/config/system FHITIRE., (LMEMEBETHE rotate BIT
BE, 3 log file UR/INEBIT 10g size BY, RKINE “.0” EREFIR—TERT, BRARRFREF—
MHEXH. BRLRINEEIREFRFELT—MHNHEEEXHS. )
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2.2 busybox B9 syslogd. klogd 5 logread

busybox Eﬁﬁ_% syslog IE: _HQFH@JE"JEE%N syslogd « klogd *ﬂ logread (JHZ%E(J logread
5 EXH ubox B togread FER—TIH) , i FE menuconfig B “System Logging
Utilities” T

[EXX busybox #XHABIHET 1.27.2 fRAHITER,

2.2.1 syslogd

busybox E"J syslogd FHJJ:'L;HX /dev/log ':F'E’f] E|::|5: #)%Ellé’rﬁiiﬁ_@]f{ﬁ:\ #\'?Wﬁq:'ﬂ’g circular
buffer FMEEFEMNE, BEEHHEEEMN rotate &L,

EXFFHFIERIE menuconfig FHEITECE, KFAERMELE LR EXFRNETIT:

Usage: syslogd [OPTIONS]

System logging utility
-n Run in foreground
-R HOST[:PORT] Log to HOST:PORT (default PORT:514)
-L Log locally and viawnetwork (default i§ network only if -R)
-C[size kb] Log to_shared mem buffer (useslogread to read it)
-K Log to kernel printk buffer (use dmesg to ‘read it)
-0 FILE Log to FILE (default:«/var/log/messages, stdout if -)
-s SIZE Max size (KB) before|rotation (default 200KB, O=o0ff)
-b N N rotated logs to keep (default 1, max 99, O=purge)
-L N Log only messages more urgent than prio N (1-8)
-S Smaller output
-D Drop duplicates
-f FILE Use FILE as config (default:/etc/syslog.conf)

o ¥t “Rotate message files” ({FEATURE ROTATE LOGFILE) BlA rotate IhgE, 4R
-s 18 BHEXHRIRGIRINEAK -b IEEREFZ D HBHELENEFHE,

o 14 “Remote Log support” (FEATURE REMOTE LOG) BUAMSKZINEEN S, X -r
*I:I -L iilﬁio

o 1% “Support -D (drop dups) option” (FEATURE SYSLOGD DUP) XJN -p &I, &

FREASHENEERS, AMBTESHEARAABEEETAHEE, NHEESFMMNERES

Z[EBEWN, 3 “Jan 1 08:00:00 root: foobar” #1 “Jan 1 08:00:01 root: foobar” S#IAA
EREZFAENESE, REREHERNBEES SWEFE,

o 4¥M “Support syslog.conf” (FEATURE SYSLOGD CFG) Z#FEREEXH, FIAA /
etc/syslog.conf , HENEE -f IEEHMBIXH. AIEEEXHHIRIE facility 5 level ¥BE
BWHEIAENBINMIE, FIF0OT:

# RABEREHHEIXH /var/log/messages
*,* /var/log/messages
# BAMEREHEE console

IR © HiB2EREROBIRAR. RE—INF 7
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* % /dev/console

# ¥ facility 77 LOG_KERN ByHEMLE /var/log/kernel

kern.* /var/log/kernel

# 3§ facility # LOG USER H level &F LOG NOTICE WHEMLHEl /var/log/user
user.notice /var/log/user

1514 “Read buffer size in bytes” (FEATURE SYSLOGD READ BUFFER SIZE) BF
1RE syslogd M /dev/log FIEEYNABTAY buffer j(/J\ biLETE%E/u/ﬁE\E/‘JE%j(KE; fide]
HAHM O SwEMTEFTI=,

o #M “Circular Buffer support” (FEATURE IPC SYSLOG) I¥[ -c[size kb] ¥EIT,
BFEHEEEEHEZRNEMN circular buffer 1, B LB togread IEEYH K, circu-
lar buffer B9 RK/NAJ&E “Circular buffer size in Kbytes (minimum 4KB)” (FEA-
TURE IPC SYSLOG BUFFER SIZE) #1788,

o #1% “Linux kernel printk buffer support” (FEATURE KMSG SYSLOG) XN -k i%&
1, ATR¥EEHEED Linux WZM printk buffer 41, B[&id dnesg EENH K,

o FIRM—LEET: o AFIEEEZEEERMEIW NG, -s BFHEERATHEHE, =& host-
name. facility. level FRE, RRBEIEIE. #HEZFUREESHNREE S

AR YEIARASE systogd B -f « -C . -0 JUMETIXS R IIHAER HRE AR ER, HXIP
PHARBIT (IF busybox/sysklogd/syslogd.c f9 tinestamp and log ERELH) :

/* Log message locally (to file or shared mem) */
#if ENABLE FEATURE SYSLOGD CFG

{
bool match = 0;
logRule t *rule;
uint8 & facility =/ LOG FAC(pri);
uint8/t prio bit =1 << LOG PRI(pri);
for (rule = G.log rules; rulejy rule = rule->next) {
if' (rule->enabled facility priomap[facility] & prio bit) {
log locally(now, G.printbuf, rule->file);
matchy=
}
}
if (match)
return;
b
#endif

if (LOG PRI(pri) < G.logLevel) {
#if ENABLE_FEATURE IPC SYSLOG
if ((option_mask32 & OPT circularlog) && G.shbuf) {
log to shmem(G.printbuf);

return;
h
#endif
log locally(now, G.printbuf, &G.logFile);
}
BINERETEEXHMNISME (IR ENABLE FEATURE SYSLOGD CFG ) , {EIRENARE X4 HIE

e
AESEEMMUERMERE return 7, FEBRTKESHHIHEZRERE WA
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ENABLE_FEATURE IPC_SYsLoG ) SXEIZFWHEIENXMH (REBIFABA log locally(now, G.printbuf, §G.

logFile) ) B9fXAZ,

2.2.2 syslog.conf
2.2.2.1 syslog.conf F§3

syslog.conf Xf4458EA syslogd 2R LRBEITH, ZEFTENNEREEXH.
MR EBAEEXHHIE, BRIANEEE /var/log/messages .

EXHHEAREFTERAIRNENFEAN, BTE—1T. NEXESRHE—TEFEHA—1
e, XL tab R EEFEERAEBRRBNMNER; shiEEHERA syslogd £ E—1
5 AR L ECHYE S BT BB 1R,

FMEMERIREMMITRAR. HIEE—MLEKES, syslogd BLER—ANHEHEBHESN
SRBHE, FRULUNSR$EER “crit”, BBFRETRA crit. alert # emerg BOEEBRLE R, 1709
ToMRIERE AR R T — MNMATEE E BN IB & X EIHE) Lo

LTINS
KB K3l; KB &3 [TAB] shfE

2.2.2.2 EH facility:

REFERAH KB AREEFENRK, AIJUR:

auth INERS, BARAREO%$

cron RAEERNRZSRITERNESHAENER

daemon RLRGHFIFERSyslog, NMin. ftpd™=ERlog
kern AZMsyslogls B

lpr FTENHAIsyslogfE 2

mail B R FiMsyslogfs B

mark TE B &3%5H B ARIE

news MBERSZHsysloglE R

user AP N AEFNsysloglE R

uucp uucpFHRZHsysloglE 8

local0..7 FzithZEAEMsysloglE B, XEEFEEBAUXAFRENX
N RERULEZMIEE

2.2.2.3 43 priority:

REFERF “R5)” KARESNERMY, ALE:

IR © HiB2EREROBIRAR. RE—INF 9
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emerg B2, &TFPaniclkE. BENI BEIFRERRF;

alert &%, éﬁljr{k%j,lé\ TILBENEITAIE, B0, RSEHIBERR,

crit KRS E S, 5, BERE,

err HERIR;

warning Z4&;

notice JFE,; IFHIRREHIRE, BRIFHILIE,

info %ﬂi'fn =%

debug ARIEFHNNEER;

none BEIRREFNA, BrmanoneRFINRE=EMNEELEEL, 0*.debug;mail. noneXRRiFIHEIER
B E SN EEE2EIEL,

2.2.2.4 =H{E action:

“ENfE” IR E R REERM. ATLE:

/filename  HEXMH. HAWKRFRIEHXMGE, LXHESRESLREIL;

@host ERREN, ORSEEAUUREip, ullEEE, FHiAE/etc/hostsXH T loghostXMhIEBEEE
ELL T Ao

userl,user2 EEAF. NRETAFEER, BAMITIEKIEE

* FrERF. FREEERNAFEBEKEIES.

2.2.2.5 E{&3LH:

FA1kEE/etc/syslog.conf XHEFRISLHE:

* . err;kern.debug;daemon.notice;mail.crit [TAB] /var/adm/messages

ﬁ':F'E’J ‘action” FLEHITE X OB /var/adm/messages X4, HMHEIERNERIRL “se-
lector”

*.err - FIEMN—REIRES;
kern.debug - #ZOFEREREE;
daemon.notice - SFIFHIZFIRES;
mail.crit - BB RANXBESES

fign, WMRBIEFFBEHMEERLRE— XM, WT:

#Log all the mail messages in one place
mail.* /var/log/maillog

Hithig &t EBZWHE, UUCP #l news REHEFEFZINIER. BIEXLEEEEIBECH
BE (/var/log/spooler) FFHIBERFIRA “err” HFEB. Flan:

# Save mail and news errors of level err and higher in aspecial file.
uucp,news.crit /var/log/spooler

H— T REIUHBIIREY, araefRitFrEAPEEEl. WAt B S AEEWHERE.

IR © HiB2EREROBIRAR. RE—INF 10
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#Everybody gets emergency messages, plus log them on anther machine
*.emerg *
*.emerg @linuxaid.com.cn

alert HEMNZEF root # tiger I M AKSH:

#Root and Tiger get alert and higher messages
*. alert root,tiger

B syslogd Bt RERHER, FIINARZ (“kern” &%) AIRERITK. AR AIEBERIZES
£8xZl/dev/console . THEHAIFIFREANIZBELRBERIET .

#Log all kernel messages to the console
#Logging much else clutters up the screen
#kern.* /dev/console

BRI UE—1THIERERENIZE. TEMNFFIL info LES K89 E BT /var/log/messages,
%7 mail L,{%o &5 “none” 2 IE—M&EE:

#Log anything (except mail) of level info or higher
#Don't log private authentication messages!
*.info:mail.none;authpriv.none /var/log/messages

FEELEAT, TJLUBEEXEIFTEIN, XENENEBEEABHKESHEERT. BEEZ
fLRBE, Syslog RER—MHEENEEBT. —MAEMENLFBENRAX FIHERS
BIMTIFRIMESS, FEILERFEE. BN)EH< logger A syslog (3) AR EXMHRMHE—
shell <0, FRAFELIEBREEXMHFTNEE

F%: logger
f5%0: logger This is a test!

EEEE—NTFH syslog £%: Jan 1/00:08:49 TinaLinux user.notice root: this is a
test!

2.2.3 klogd
busybox 5 syslogd T EEERNEIRNZBNESE %E\, ZIEgeR EEd klogd X, BT syslogd
ZIEBIET klogd Be],

klogd SRENAIZBENFEZBERM: 1) BT klogetr() O, 2) B /proc HIKET R ERAWFHA
7£AI@d menuconfig 89 “Use the klogctl() interface” (FEATURE KLOGD KLOGCTL)
1_1—.[12%0

klogd T:Eg;-cﬁy UWF'_E:L,\ ﬁﬁq 1 syslog @%&1@5%&%2@ Syslog %F?Fi&*%o
AE:

B 7R klogd BT openlog(kernel”, 0, LOG KERN) , {BMIERSHBEYERERE, 7E glibc # Loc Kern BJ
BESMREHET Loc UsErR , EIMLTERERE klogd TREPEEXE, AZBEED facility BErIEEH user

WRAFRE © BseEREROERAE. RE—TNF 11
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ik kern,

2.2.4 logread

busybox HJ tlogread FIF M systogd HEREB circular buffer FEERAEEERE, €
FTE syslogd BITERIH L -clsize ko] %D, HEAZFEXASZHFEREEXHHNE Y (FEA-
TURE_SYSLOGD_CFG) o

2.3 syslog-ng

syslog-ng =& Syslog FIFHEMNX —FLI, ©ERBHAKET ubox I busybox, B— I
MBS, TXFEANEENERED, ALY HEHFTEARIEHLIE,

syslog-ng MECE XA /etc/syslog-ng.conf , IFMAMIBEAESEE HF X https://www.
syslog-ng.com/technical-documents/list/syslog-ng-open-source;edition , TEE— %

FEERFF:

@version:3.9

options {

chain_hostnames (no);

create dirs(yes);

flush lines(0);

keep_hostname(yes);

log fifo size(256);

log msg size(1024);

stats freq(0);

flush lines(0);

use_fqdn(no);

time_reopen(l); # EEMARFEZLWEEREILEE AN 60 #

keep_timestamp(no); # FREHEEEBEFHNESR, B syslog-ng WEZBENEEAREE
+

# EX— template, AJfEMA template XWHEMRILBHRNAHITAIE
# FATLILH template MAXE, SRETHEIR. BEXE (BFEFE) URERESR,
# MHETFRANBEERSLTENSE
template t without hostname {
template("${DATE} ${MSGHDR}${MESSAGE}\n");
}i

# EXHEW source, ENTMIERIAE
# R TM syslog-ng REBLUKRIET Unix BIEREZEFEM /dev/log FKEXHE
source src {
internal();
unix-dgram("/dev/log");
18

# M /proc/kmsg HIRENAZHIEE
source kernel {
file("/proc/kmsg" program override("kernel"));

1
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@ LWIWER
MXHEER: WE

# EXHEH destination, ENEEERTWE
# IRRTEEERMEEIMH /var/log/messages, HERNINIENXH template EiEEMNF
destination messages {

file("/var/log/messages" template(t without hostname));

};

# BEEHHE console, FHEANINEXH template EEEHH
destination console {

file("/dev/console" template(t without hostname));
}

# ®X log, AT REREML source HWAETEEML destination
log {

source(src);

source(kernel);

destination(messages);

destination(console);

};

BEERIT®S syslog-ng BIF]IETT syslog-ng, FEZE—" procd X B BI85 F:

#!/bin/sh /etc/rc.common
# Copyright (C) 2006-2016 OpenWrt.org

START=50
STOP=99

USE_PROCD=1

start service() {
[ -f /etc/syslog-ng.conf.d"\|| return 1
procd open instance
procd set param command /usr/sbin/syslog-ng
procd close instance

}

stop service() {
/usr/sbin/syslog-ng-ctl stop

h

reload service() {
stop
start

}

syslog-ng BEHARRE rotate BI8E, FTERFIBEXHBIRD, —ARZET 1ogrotate BLETT
RS R AT

2.4 logrotate

logrotate B & JAFXW HEXH#1T rotate WL R, XIFRFASXHHTELSE. BEFEIFFEER
Fhit

{#A logrotate BB LECE XHRIERTR, U logrotate /etc/logrotate.conf , BoE XFAVIEEA]

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 13
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&% https://jlk.fifi.cvut.cz/arch/manpages/man/logrotate.8

BEAEREXHFPRFER include FERHEENBETHMENEREXHEHEEHEK, WE /et
logrotate.conf HI_E—4] include /etc/logrotate.d AJEIEY /etc/logrotate.d BRTHEEXHE, /A
BEiZERTALUZREBARNA. FRBEXHNREXHHITXS, HERRS.

UTRHWE— BEX M #ITRREERNFF:

}

# 3R /var/log/messages WERE, HESHNE BN EEZ2EEE
/var/log/messages {

hourly # SR ITHRE (LNEERHNF—/ESB A R INETT,

# BIRIEH daily. weekly ERMUEZREFERLBXIENSHITEK
size 2M  # XHEKRTF 2M BARERE
rotate 9 # R%E 9 MHEEREFEEEXH
olddir /data # WEENHEEEXHXEFEE /data BRT
createolddir # BHREBHAEXHHNEIRERAEENSB6IEIE
compress # XAEHEXHHITESE (BRIAER gzip)
copytruncate # EERENRWFREBASXGES—HEEHITEE, WEHSENXHHITER,;

# MAREERERRESEXHEohEIEREE, BRBEHBAEXH inode K4ET,

AEEm:

1.

FCEXHINREE N 0644 5 0444 , BN togrotate HATERISHE LA TR :

error: Ignoring XXX«because of bad file mode - must be 0644 or 0444.

logrotate ZBBF RAPITEMERHBINBER, HIETIFHE, SEEEMTIPHE (W
crond ) TEEARMIT, THERE /etc/erontabs/root FI— R, ik root AP &R 3 S H#HIT—

/X logrotate, &

(*/3 * * * * /usr/sbin/logrotate /ete/logrotate.conf )

2

—RREREEEE N copytruncate , FRIELRIEAR syslog SFP# IR IF BT AEXHRES
% (%0 busybox 89 SVSlogd u‘ﬂ*' HEFMITABEXH) , TMERIA Logrotate H#1T rotate BY
SEEWNRIGEEXHHITESRS, BUE—IS5REBBAEXHREZNETEXH, WEBEE
HERAZFHEEE inode Klﬁ, M syslog SFiF#HRIR B UEEIRERARR inode, SHEEH
HESEERIE N,

BEE N copytruncate IR EMR rotate NZIF WA BT B AFREBAEXEHNK DN EA
copytruncate T EFFHEXHEF—EHEHETT rotate, BEFRRTEIFESHEHIRIEX
W, [EEERIEEA rotate TR TEETEM.

.5 logger

logger FBF7E shell [ syslog SFIFHIEAIXHE, FHRGEEMTF echo a5

IR © HiB2EREROBIRAR. RE—INF 14


https://jlk.fjfi.cvut.cz/arch/manpages/man/logrotate.8

( Auwiner
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| logger "foobar" '

»\*‘“ﬂe“

WA © BSEERERHERAE. RE—TF 15



@LWIMIER
g MXHEER: WE

LUTEXT AU syslog BEB NEIARM X HHRX—FRK, WARRE syslog 5R#ITXT L.

3.1 ubox logd + logread
e

) OpenWrt Jﬁiﬁ’r—ﬁ, *ﬁﬂ;ﬁﬂﬁﬂﬂﬂﬁﬁao
o BHERENAZBELUNEEM rotate IEE,

o KR[ETF busybox B logread , ubox B logread RAIEIAYZ3F1E HES NXFFIM ring buffer A
1%EY B E#IThEE,

i 3=

o KT procd 5 vbus o (RMAEERIXHENBE R TEETA)

e rotate NEEAXFFHATXAREFIHERBRT, BERRE—MHLEXH, TEEDE. (R
AN EERETA #HITHEXNIKE)

3.2 busyboxssyslogd + klogd
V=

e syslogd B rotate ek, EEREXMGEANBETZAI, MEARBEXHRXNESTELBITIGTE
B ER{E, &=, MWHIT rotate 1. AAXGR/NWICEREE NHERNINMEHTT, MIFR
—E VBT Bl E]fR# 1T, AIRIE#HTT rotate R HEXHA=BEH LIRERZ. BERANEANBEE
rotate Z2ER—#HIEPLI, NHEXHHITEGFERNEZEHZAT, F1EEFEH—14, &
TR A A= B RIPREI_E & logrotate BY copytruncate ABA K,

e syslogd RRIEESTEEFHTABHEXH, FREEOXHH inode 8%, FxAEISEIREEM
BREEXHE, INEEXHE TS EEEEANEE.

i 3=
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o syslogd ANB A SIKENANZ BERITNEE, FEEEIMNEIT klogd K2,

o syslogd AXIFEENHIZ. rotate BYE4ERINEE, BREKBEXHEZEFIE—TERT, £
EBTENX BIiREERE,

o BHEENIIXHHREBY /AR togread o

3.3 syslog-ng + logrotate

=W

e syslog-ng BB INAELLAGR A, AIEARFEMI BEHITENR. T8, BESHERNNZEE
BT EE,
e logrotate RESRILE A RIERY rotate Ihae, WMBEX BIRREE. EHAEXHF.

R

e syslog-ng ﬂxéﬂﬁii}:'ﬁm}t{#j(d\, ToiEEEl logrotate #H1iT rotate, HBEKH crond TP
EHAHIIT logrotate , FTEMNMELF HEMIEKREMNERIOENRTE)EMR, SUEH#ETEER
AEA%&EID\ £lﬁ0

o "_.\j('fq:ﬁlj inode 7r Bﬁ%t‘m*&&gs E?JH\U syslog-ng E_]-E\E /fIEE%iﬁJ,'%)\EIL.\o .]J:l::

e logrotate EEACE N copytruncate , {1t rotate BIfE7E “EFINHE” X—I1E, WRFRNEFE
?I‘Eﬂﬁ—iﬁ’\]gﬁ‘?, E:}""J rotate iT_J.EAQE)”Qo

echo > /va r/logmssages
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4.1 Unix HEZEF (Unix domain socket) Er]FH

syslog /2% Unix HEZF LI IPC (Inter-Process Communication, #IZ[E&E(E) , X
B&A aF LocaL  (BF aF unix ) , AEERZRFMRBAFTER (sock sTREaM ) IREEHIEIR (sock peram
), TEMEAEN, EFEA Unix EZRFRENIRED, NRERFIREEREIXHET, 5
BEN—IRtEEFREE, EIEPRIBHRERES.

i, = syslog SFF#HZERNELERREZHIEITHENEKEY, SHNEAXEZXHT, BrEE
SRMHENER systog MEBINAEFHIMERE. MWAREFEIRITIIMEEEIR systog REFTRERIR
M, REELXTIHIMEER systog RELEITHTED, HARBEIANE SIRRUFNITIE.

XFEAX, WIZBEAZMNEZEFIREE X, WF Unix HEBIBIREET, MINXERFKE /proc
/sys/net/unix/max_dgram qlen M EE DX A/, BEEHNNGEIERERE. SHEIAMEN 10, 7
R sysctl HITEX:

sysctl -w net.unix.max_dgram_glen=XX

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 18
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7t Tina A syslog

5.1 ubox BJ logd 5 logread

—M&M#EH procd init A RTFEHINELEXFN TR,

logd FH PACKAGE logd }&f, menuconfig FHIIE

make menuconfig --->
Base system --->
<*> logd

Tina Configuration
tem

CONFIG_PACKAGE_logd:

OpenWirt system log implementation
John Crispin =blogic@openwrt.org=

Symbol: PACKAGE logd [=y]
Type : tristate
Prompt: logd. ... ..ol i pen m leg implementation
Location:
-> Base system
Defined at tmp/. 1

Selects: PACKA -c [=y] && PACKAGE_librt [=y] && %
PACKAGE_libblob [=y] && PACKAGE_libubus [=y] && PACKAGE_libssp [=y] && %\
5-1: logd B2EE

PACKAGE_libc [=

logread F PACKAGE_ubox #Efft, menuconfig FRIIE:

make menuconfig --->
Base system --->
<*> ubox

WA © BSEERERHERAE. RE—TF 19



(:EEEIMHANER
KRER: W

.contig - Tina Conftiguration

= Base system
Do x OpenWrt 3:\-'3'::‘]' nelper toolbox

CONFIG_PACKAGE_ubox:

OpenWrt system helper toolbox
John Crispin <blogic@openwrt.org=

Symbol: PACKAGE ubox [=y]
Type : tristate
Prompt: UboX. ..o ot e OpenWrt system helper toolbox

Location:

-> Base system

Defined at tmp/.config-package.in:1170

Selects: PACKAGE_ubusd [=y] && PACKAGE_libjson-c [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y] && \
PACKAGE_Llibssp [=y] && PACKAGE_libe [=y] && PACKAGE_libuci [=y] && PACKAGE_Llibubox [=y] && %\
PACKAGE_libubus [=y] && PACKAGE_ubus [=y]

Selected by: PACKAGE_block-mount [=y] && SYSTEM_INIT_PROCD [=y] || PACKAGE_fstools [=y] && \
SYSTEM_INIT_PROCD [=y] || PACKAGE_procd [=y] && SYSTEM_INIT_PROCD [=y]

5-2: ubox BECEE

NI FFVHEIZS /etc/init.d/log B PACKAGE logd ¥&fit; ECEINMITF X /etc/config/system H, 2R
'LAEEI PACKAGE base-files *zEEﬁi\; gf@ﬁ%ﬂ&%ﬁkﬂ@@ﬂ%, E_[LXT:E target/allwinner/<AE&ZF>/base-files/
etc/config/ Ei?ﬁ&%—fﬁé?ﬁ)‘(ﬂ’\] system LX%%EﬁiAE’\JK#o

5.2 busybox 8 syslogd. klogd:5'logread

busybox B syslog ZEfE menuconfig RHIEN:

make menuconfig 4-->
Base system/ --->
busybox --->
System Logging Utilities --->
[*] klogd
*** klogd should not be used together with syslog to kernel printk
buffer ***
[*] Use the klogcCtl() interface
[*]. logger
[*] logread
[*] Double buffering
[*] syslogd
[*] Rotate message files
[ 1 Remote Log support
[*] Support -D (drop dups) option
[*] Support syslog.conf
(256) Read buffer size in bytes
[*] Circular Buffer support
(4) Circular buffer size in Kbytes (minimum 4KB)
[*] Linux kernel printk buffer support

NNEETH AR IESEFIXHNET,

busybox B syslog TE&EBHHNEZ, ERAVNBREREEBITHRS, 1E rc.final IEMANE
b, 30T
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#EHsdF

mount /dev/mmcblk@pl /mnt/sdcard/

mkdir /mnt/sdcard/log

#F B rotatelnge, 8 MogA/NE4M, BEZiER104D
syslogd -s 4096 -b 10 &

sleep 1

#FBTiERkernel#ylog

klogd &

Bl##/etc/syslog.conf X, 8 log X&Fi2RE sd 4, REWMTF:

(*.* /mnt/sdcard/log/message )

5.3 syslog-ng

syslog-ng £ menuconfig FRIGIE

make menuconfig --->
Administration --->
<*> syslog-ng

.config - Tina Contiguration
- Administration —M8M —-——+

CONFIG_PACKAGE_syslog-ng:

syslog-ng reads and logs me
files, other machines
configuration file.
http://www.balabit.c
W. Michael Petullo

system console, lo
specified
twork-security/sysl

ng/ ce-logging-system/

Symbol: PACKAGE_.

Type : tristat

Prompt: syslog-ng........... A powerful syslog daemon
Location:

-> Adminis
Defined at t
Selects: PAC

PACKAGE libc [

.config-pac .1n:1297
libuuad [ && PACKAGE

a 1ibcurl [=y] && PACKAGE_libpthread [=y] && PACKAGE_glibz [=y]
&& PACKAGE libssp [=yl]

PACKAGE libpcre [=y]

5-3: syslog-ng ECEE]

EB®Aa—14 procd XAV (BN WG UR—DEEXHRESN (F=E5h
ENE/NWLIE) , HIALTF package/admin/syslog-ng/files BR Fo AIUBEELEXHEH systog-ng.
conf example BXEX—14 systog-ng.conf BEN/ NIRRT /etc BFE T

5.4 logrotate

logrotate £ menuconfig FHMIE N :
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make menuconfig --->
Utilities --->
<*> logrotate

- Tina Configuration

= Utilities
logrotate..................... rotates, compresses, and mails system Llogs
CONFIG_PACKAGE_logrotate:

logrotate is designed to ease administration of systems that generate large
numbers of log files. It allows auto-matic rotation, compression, removal and
mailing of log files. Each log file may be handled daily, weekly, monthly or
when 1t grows too large.

https://github.com/logrotate/legrotate

Christian Beier <cbh@shoutrlabs.com=

symbol: PACKAGE_logrotate [=n]
Type : tristate
Prompt: logrotate..............c.uo... rotates, compresses, and mails system legs
Location:
-=> Utilities
Defined at tmp/.config-package.in:54672
Selects: PACKAGE_libpopt [=n] && PACKAGE_libssp [=y] && PACKAGE_libc [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y]

5-4: logrotate ECEE

EE%E—{%EEEY# logrotate.conf , ﬁ_La: package/utils/logrotate/files Ei?, %QEM%J”\EIJ
IIMLIRERY /etc BE T

REXHFTFE—L2BNEED, HHEZS include /etc/logrotate.d., RULBEEXERERKEE/)
MIKEY /etc/logrotate.d R, BT logrotate /etc/logrotate.cont BRI BHEARAZE CEEXH
HRPREEN 0644 ¢ 0444 )
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E{E =R

WRAXFAE © 2022 HKiBEERHRHBRAT. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C 2*?4&\2".:\ *‘I’ *i C (=275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm VBB EEMER. EAEERNTmPHRNEERS
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REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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