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1.1 REER

48 TinaLinux Flash, 77X, XHRAFEFEMEEXER, ESHAENFLES,

1.2 EAEHE

Tina V3.0 REEE:hRZS,

1.3 #HXAR

&R TF TinaLinux FAMEF RHEXEARAG.
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2.1 P XEEXHF

T:Eé/:g‘ - Zl:_l\l:F': ﬁij. sys partition.fex SU'-“F@EEQIXO E Tina ':F', E_“*XE lunch iﬁ%ﬁ%’é:

®I < cconfigs (REPFZFHDXEERR, BEFERT, HRIRUT.

tina/device/config/chips/<iF4%S>/configs/</AZ%&>/1inux/sys partition.fex
tina/device/config/chips/<tF RS>/ configs/<A%EK>/1inux/sys partition nor.fex
#UU EREREFE, WER

tina/device/config/chips/<iSHA#RS>/configs/<A%E&Z>/sys partition.fex

(1 3588
sys_partition_nor.fex &RBF nor.
sys_partition.fex i&BF rawnand/spinand/mmc,

2.2 PXECERTIV

A rootfs 9 X fufil:

[partition]
name = rootfs
size = 20480
downloadfile = "rootfs.fex"
user_type = 0x8000

1K [partition] 17, TXEMHEREEXIN TR

®2-1: pXEM
B BX Wik &
name pa b Y
size FERN Y 2 BKX (512B), F 1
downloadfile 2XENBEE M N F2
verify 2 EREIRIR N (BIN)1: fFeE; 0: 2H, &3
user type PXEMY N &4
keydata EFNETIERBRASX N 0x8000: fEsE; HMhTM
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(D 5588

BE—19EK (UDISK), RigH size, RT-HPERFABERIRZIE.

downloadfile 154 EEFMIARTEEIE, I Ftina/out/<HFEH>/image,
verify RERERY downloadfile RIEEMRE, £ exts HRRE, SVEM,.
FEEEZ, BEiA% UBI BEEM. bito) 1 i, RENEESE, RZAMSE.

AW NN

8l downloadfile WERFEBAEET DX HERFE o

[partition] tRRAATEIMNIZIESX, 7£ UBI XA, RIHK UBI H, LI, TEsys partiton.
fexPIZTESSHMEIE MBR, AFEE MBR fjEk/), EERE UBI ARDPLR. Hlu0:

[mbr]
size = 2048

MBR 77Xl Kbyte A& (U, MEAFARAR, BFREE=E, EXNMIGIHREXSTTEL,

A EE

—RIEAT, FERNXAFENR mbr FEEIKD,

2.3 BUAXNEARE

= 2-2: BISXHMAE

K ob Ay ki
boot HIZRGE DX Eb SEFRER G E RS ARIA]
rootfs IR RARER EbSEPRER G E AT FEARI A
extend T RASKER B%E OTA 14 UNBE OTA HEFEH
recovery ME ZARR 8% OTA X14 XPRABRE OTA HEEA
private 7 SN. MAC F#dE  FEREAKNEIR] EFFRIARESL
misc GERLERS., BIVRE  FRRIAKNEIE
env Z1 Uboot ERABEIE FERRIAKNEIE
pstore AFLREEEEFEDX fEERERIAK/NEDE]
rootfs data HREREBEZEHK RIEFRKREE F1
UDISK RAFR#ES X FEEREAN * 2
0 38R

1. rootfs_data 5 Xi%id overlayfs BRI RS, UEIF squashfs IRXHRFENTE, AR GRAT NI
BEFRRR7EE rootfs_data S, Eit rootfs_data SRS EIFABRXGRARATEHIES.
2. UDISK fFARBE—1HE, TEEIRE size, REDERIRFAEZIELS UDISK.
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2.4 FRKRNGIT

DEKPEIIFERERENR (nor/nand/mmc). FEFHEHGEEX, FEWTFTERRE, 7]
RRLIIXHRZRE, PTXKARBEZRFAR. WFRAMNMTE.

& 2-3: XYFFRN

N XFFF A &HiE

nor 64K XTI ERIR AN, F 1

(nftl) spinand  JRENBLRIRAN 2

(ubi) spinand 2 x ¥R -2 x 1 F 3

rawnand IREHEBLRIR A/ 58X, 16M JWFaEAER
emmc 16M S5¥EHEX, 16M XIFaIREER

(1 5588

1. nor BBIREMA 64K, BITE sys_partition_nor.fex P size #1{T 128 355, 1f.id REEH 4K {EbREFHE
R#% CONFIG_MTD_SPI_NOR_USE_4K_SECTORS B}, tha[fM 4K 375, HHFERAERIA 64K 3455,

2. K 128M Spi Nand ®, 71 256K 3155, BME sys_partition.fex R X size #17 512 3435,

3. 7£¥MK 128M Spi Nand &, EEMZIBIERIR (super block) 375, 1 4 super block &M MIIRIBIRIR,
B RRIRIEIRIR 128K, 1 MBENBRIRA 256K, BRFTEFEREMIBRNE—1 page (2K) R{EH ubi Fi%
KIS ELE8, FRIAERREYA (256k-2%2k) , 73 252K 345F, BIE sys partition.fex R 53X size #1T 504 3375,

A B
MRBEFHT, AesHRATER.

e nor/rawnand/spinand AIEEESHEIEER.
o mmc FERMBEERK, BrRIGESHITERE.

NRIXEA ubifs XH&ES, 2Xm/NA SM , BUABRIRR=EARE,

MRDXEEA extd XHRELK, PX&/NA 3IM, BUTREEKBSE, SBEEEBTEXK,
Q &I15

1. fEextd 50 EHERIRHMOIEN extd XHRSRD L BENS

2. ESEABRE Y ETESNERE X RN AR .

DRI XERFERNDN XBERNEZAR, BEELEENH,

2.5 PXESXHRY

BN XEXGRANN KRN TR,
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x® 2-4: ENDXHNXHRER

DXZ BRI RS XHRFFE &FF
rootfs squashfs [E4%5. Rix NTRE, BXHRARNRE
rootfs data jffs2/ext4/ubifs AJE A1
UIDSK jffs2/ext4/ubifs AE A1
boot vfat BREIBESX, BHHHRENA viat
private vfat 2
misc none REHRED X
env none BREURES X
pstore pstore BEHGEE
(0 368

1. AEMSE, nor A jffs2; UBI ;5% 7 ubifs; Hitth extd,
2. private BRiABEEIE, £ dragonSN TRIEREEMA viat XERS,

RENHRAEEFE A squashfs.
B EX RS, nor #= jffs2, UBI HE#E ubifs, HithiER extd,

BEXMHRGER, BEEXHRGHHE o

2.6 PEXHFRTEXH
T:Esysipartition.fexqqﬁﬁ downloadfile ?E;‘E%E%%EUﬁIZE’\J?}-E;E%%{%SU’-B

REBHERT, RFRREXHHBWEEXHRSG L, EIREGLSIMBRAAZTENXM, N
B, MIMXHFER, TERZTHEXGRANFEERE, HERRVCEGERSENEFHE

1|\ Do
BIRAEX G RIRENSST—, BEUAUT/LM:
% 2-5: IRRGHESS

XHESs  tIERGH<

vfat mkfs.vfat

ext4 make ext4fs
ubifs mkfs.ubifs
squashfs mksquashfs4

AT EAREENRATE, —RIEXHFRAFTTYVEIXX), BIBEXGRARERDXEY
EB D ERNREIE,
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MRAFBLEERIGAND, WAIEITERNMNIEKRRERD, BEAXERACEIR, BENE
SIIEIIVE =5 tina/scripts/pack img.sh FEY make data res() N make user res() FRE

2.6.1 Bl squashfs 2%

4 M squashfs @<, AISERFIFIEN log B5E, WEEM LIEER squashfs EFRA

I3N7E scripts/pack img.sh FEX— K%K

function make user squash()

{
local SOURCE DATE EPOCH=$(${PACK TOPDIR}/scripts/get source date epoch.sh)
# X—ITIREETERIXH R AR
local USER PART FILE PATH=${PACK TOPDIR}/target/allwinner/AZRZF/user_sq
local USER PART SQUASHFS=${PACK TOPDIR}/out/${PACK BOARD}/image/user sq.squashfs
local USER PART DOWNLOAD FILE=${PACK TOPDIR}/out/${PACK BOARD}/image/user sq.fex
cd ${ROOT DIR}/image
[ -e $USER _PART FILE PATH ] && {
#XBATgzip, FEEREREERHNMXZ
${PACK TOPDIR}/out/host/bin/mksquashfs4 $USER PART FILE PATH = $USER PART SQUASHFS \
-noappend -root-owned -comp gzip -b 256k \
-processors 1 -fixed-time $SOURCE«DATE .EPOCH
dd if=${USER PART SQUASHFS} of=${USERZPART_DOWNLOAD FILE} bs=128k conv=sync
)
cd -
}
A5 A A TR,

XERAENDERNREZE, HIfF squashfs FREBEXHRAKR/N, RIENXHRAR/NTT
EEURTXHAR,

2.6.2 Bl vfat =&

mkfs.vfat <#thE‘> -C <XHRFKN>
mcopy -s -v -i <HHiEG> <EEXHAEXHR>/*

B]2% pack img.sh (FEFEHIEER mkfs.vfat HENHEXAREE) .

2.6.3 Bl ext4 R&

B tina/out/host/bin/make extafs BlIiE extd R, WENERAEWNT:

make_extdfs -1 <XHRLK/N> -b <RA/N> -m 0 -] <AERDE> <HHBRGRERRZR> <FREXGREXH

Jz>

WRAFRE © BseEREROERAE. RE—TNF 6
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Hep,

e -m 0: RAFEEN root RE=(E,
L 'J < Ell_a\ ;Q & > E/L,\,l_,\j(/J\jj t*klj\ * El:ll.,:\t*/\ﬁo

fB4n:

((make ext4fs -1 20m -b 1024 -m 0 -j 1024 ${ROOT DIR}/img/data.fex ${FILE PATH} )

ﬁﬂ% E—'JTﬁsz(, EMTﬁc{uyD-FE’J%El?E n_,\

$ ./bin/make ext4fs -1 16m -b 1024 -m 0 -j 1024 data.fex ./bin
Creating filesystem with parameters:

Size: 10485760

Block size: 1024

Blocks per group: 8192

Inodes per group: 1280

Inode size: 256

Journal blocks: 1024

Label:

Blocks: 10240

Block groups: 2

Reserved blocks: 0

Reserved block group size: 63
error: ext4 allocate best fit partial: failed to allocate 7483 blocks, out of space?

EREIRS, FEXHEE100+M, EZLIZERHRR -1 IEENANRE 10M, SEZEATEM
R, RFEY KHREA/NENEs

NEFAPXKIMEAXHRE KR, AIEE pack img.sh (FEPIEZE make extdfs HEHH
xLH) .
Q 15
BHEANILURBOXANMEE, HoURBRREAINEE, BEIHHN resize 038, BI{FIERIZERT B S LE S
XK/ MR extd 5% Foh7S resize Eii

2.6.3.1 &K ext4 FE&k

MREBEXHRE 10M, BEIET 100M BEGHEXMH, SEER 100M HIXHEIE T RRE
B, BRI LUIRBEE extd .

(tina/out/host/bin/img2sing <REE> <MtiEER> )

WIRREGNRIE, XUSEXGRFALZAINTHHBEENE, IBXHRSAE . P15 E pack_ing
.sh FBYERIEK sparse exta() BISEMSIEH,

WRAFRE © BseEREROERAE. RE—TNF 7
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2.6.3.2 I©hS resize

NRBOBIBREIIEEN NS KRN D X K/NARLE, AILUEIREEEHIT resize2fs &)
TFBXHRFHIR

f4n:

((resize2fs /dev/by-name/UDISK )

mLRFEERND, NWBINADEKRN. BIXGEAUILTRFEESIZNXXHRGEAR/NLE D
XK

e L FTERS NBEIMA, TEHRAT. SXBEHEHRIT EFZEFTRF M,

2.6.4 B ubifs 1#K

ﬁﬁﬁ tina/out/host/bin/make.ubifs QUE ubifs %ﬁ{%, ?E?%E’x]ﬁﬁﬁ?‘iiiﬁﬂ?

mkfs.ubifs -x <E4EHH> -b <BRIIAN> -e <BEBIMRA/N> -c <RARBEEFRDES -r <FEXHFE
XfEk> -0 <HHHBEGRERTFRRIZ>

[E455=XAl%E none 1zo zlib, E4E=Xz1lib > 1zo > none

STE A 128MB spinand, d page = 2048 bytes, 1(block = 64 page, M

BRTIA/NA 2048 * 2= 4096

BIEIBERRIRA/NNA 2048 ¥ 2 * 644= 262144

RAFEZFRIRNE, AIERIREN—RAWE, G40 128MB / ( 2048 bytes * 2 * 64) = 512

RN :

mkfs.ubifs -x| zlib -b 4096 -e 262144 /c 512 -r ${FILE PATH} -o ${ROOT DIR}/img/data ubifs.
fex

2.7 RXHFZRGIA ubifs

f£F suqashfs + overlayfs(ubifs) FREZIMBERATE, BRE ubifs s HAAENZTEERTT
iR, EMTIENRE,

it L, UBIFS ATEHEMFARXMAHRS, HREMMAIESE S EBRIEIREMRESZEF AR,

A BgE

IHERLEA, UBIFS FRIRXHRFRAREIERE, 2EEXEFHREGIL.

BT BT

WRAFRE © BseEREROERAE. RE—TNF 8
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1. 117 cdevice , BBk B R T Makefile 7£ FEATURES Z &7/ ubifs 1 nand

2. #1177 make menuconfig ffEE7E Target Image T E FfEBE ubifs 7f Utilities->mtd-
utils TWEA{FEE mtd-utils-mkfs.ubifs

3. #1917 cconfigs , BHEBFZFBE R TH env-XXX.cfg I8 rootfstype {EZ ubifs 7E3
ZEN TR setargs xxx BY root BN root=ubio x , HPF X RRIINMELNDX; MER
ubi.block Iii,

4. 117 make kernel menuconfig, BUHfERE overlayfs

5. 7:1_: sys partition.fex ':F‘ﬂﬂmzﬁ rootfs data ﬁj‘@

2.8 ER=1HAA

TF2ENRF, BB TEEFESHLE, RIRMEAF 2 XEEFFTFER Flash
BEE,

(PERRAITAZE = flashBEE - RETE )

FRF#ENER, HRBTERBEER
xR 2-6: FENREREZ|E)

FhEN R RE=a] &3

nor 512K SR bootloader 41X, B&%9 X%, boot0, uboot
(nftl) nand SEREMA/10~1/8 FE 1, 3F 2

(UBI) spinand =+ 3

mmc 20M 8% boot0, uboot F

B spinor MEE 27, FREI=E 1MB, EF mbr 54 16KB, mbr {FaiH&5/H8 1008KB,
uboot Fa1H 5 64KB, HAEIE boot0 #1 uboot 8] 4KB BT XIS, XEEXIHAFEFN
flash B9 spi XiERFEE.

((Iboote|4kb|uboot |mbr |HRERMAFEF DK | )

(1 3588

1. (nftl) nand WIREZEANBRAFATL, BESXRMBR 53X, boot0, uboot, iR L. IFRIFEE, 3 128M B
spinand Xiit, AFPAIAZE—&) 108M,

2. BTFUHMIFRNEE, THEISBE—H Flash EMNARTRABREERR, B2FE (nftl) nand FERBTERSHERE
AU RS HTRTERL.

3. UBI 5%, RTHEN mtd MBS EX2Z5 (bootO/uboot/pstore %), HKTEHSE—1 mtd EHRK, Eit
mtd YIBSXPIRIE sys_partition. fex BIRISHIE ubi &, UBI G, SMREBEEMY 1~2 15k EC/VID
%, EltTRABTES/NTF mtd PEHEBE.

FIF ubi 5%, ARZEAEI TANGLSEERARITRIEAN, KNEAN KB,

# cat /proc/partitions
major minor #blocks name

IR © HiB2EREROBIRAR. RE—INF 9
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93 0 112384 nand0

93 1 256 nandopl
93 2 5120 nand@p2
93 3 10240 nandOp3
93 4 10240 nand0p4
93 5 7168 nand@p5
93 6 64 nandOp6
93 7 512 nand0p7
93 8 256 nand0Op8
93 9 76463 nand0p9

WMEIFHRLER, nand0 2 AZPMPKX, 1 nandOpx W — M XERPH DX,

XF ubi FE, B nand 2 HAETF mtd, AIMERUTHSES

# cat /proc/mtd

dev: size erasesize name

mtdO: 00100000 00040000 "bootO"

mtdl: 00300000 00040000 "uboot"

mtd2: 00100000 00040000 "secure storage"
mtd3: 00080000 00040000 "pstore"

mtd4: 07280000 00040000 "sys"

WEIFHREILER, 2 nand 978 5 1 mtdo

e mtd0 F/K boot0, size 1 MB

e mtdl 7FHK uboot, size 3 MB

e mtd2 7K secure storage, size 1 MB

e mtd3 7FHX pstore, size 512:KB

o mtd4d MEH—F N HZ ubi &, &EERAETIE

M EFrE mtd 8 size 80, Wiz184FFTF flash & size,
PRERPEXHENZESKX, SN nitd sys £B ubi &, AERAUTHSEER

# ubinfo -a

UBI version: 1

Count of UBI devices: 1

UBI control device major/minor: 10:51

Present UBI devices: ubi®

ubio

Volumes count: 12

Logical eraseblock size: 258048 bytes, 252.0 KiB

Total amount of logical eraseblocks: 489 (126185472 bytes, 120.3 MiB)
Amount of available logical eraseblocks: 0 (0 bytes)

Maximum count of volumes 128

Count of bad physical eraseblocks: 1

Count of reserved physical eraseblocks: 19

Current maximum erase counter value: 3

Minimum input/output unit size: 4096 bytes

Character device major/minor: 247:0

Present volumes: e, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11
Volume ID: 0 (on ubio®)

Type: static

IR © HiB2EREROBIRAR. RE—INF 10
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Alignment: 1

Size: 1 LEBs (258048 bytes, 252.0 KiB)
Data bytes: 258048 bytes (252.0 KiB)

State: 0K

Name: mbr

Character device major/minor: 247:1

Volume ID: 1 (on ubi0)

Type: dynamic

Alignment: 1

Size: 2 LEBs (516096 bytes, 504.0 KiB)
State: 0K

Name: boot-resource

Character device major/minor: 247:2

#ILABEEE TS
Volume ID: 11 (on ubi@)
Type: dynamic
Alignment: 1
Size: 242 LEBs (62447616 bytes, 59.6 MiB)
State: 0K
Name: UDISK
Character device major/minor: 247:12
S0 F R4S

volume 0 &4 mbr, &5 1 LEBs(252 KB), XNHOX RS

e volume 1 3 boot-résource, & 2 LEBs(504 KB), WNOXKXRFPE—MHKX
e ...
e volume 11 HAUDISK, & 242 LEBs(59.8 MB), WNHSXERXFRE—TNHX

BERNXTRENRRSHES,
1. |§: df &F UDISK 7KK/, BAASZXE 50M, EARTEANRE 40+M?

& df ERHNEXHRENA/)N, XHRFESFTEFTIMIZTRIFMETEHE, SBERIATHE
SRR KR,

2. 8]: df &% boot KK/, NAHARTHANEERSKK?

% boot P XEBEIHERENA BN fs, CIRFGNIEENXGHRANKNNHRETS
SRR, SEUI XA RFR/NFRBEAILSEIRD KK/,

3. jAl: df &F& squashfs FHAEEE 100%?

% squashfs BRIEEFXHRYE, XGRFARXNDBRTFEXHR/), ERAKEE 100%, B9
XARNEXo

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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(0 388

1. XK
BATERAXERD, EHNEXHFRTEZSLFH, BE—IXHEHRLADR, DEIELRAEN, PASHASELE. &
’RA 4K, MRXEANA 1K, XERFRAAESE 4K KR, MEER 3K BNZIERHE,

2. XHRFERND
XERGARN, EHNEXHFRGETHIBPITANTERDN. HRRE, B df HLTHE statfs() BHRRIFHAN. XHFR
FARNMF—EEFHREXD, EAIRFHIEAN, WAMFHIEAN,

3. SEKIN
END P ERIFERNKD, FER sys_partition. fex FIEERIKI,

2.9 %Rz

AER nor, nand X2 mmc, FHEFEE—LRBTEIFMEIFTHEIE, H190 booto/uboot/dthb/
sys_configo %F%iiﬁﬁéﬁ‘%ﬁ%»ﬁ?ﬁlﬂo

Itbt5h, nand Weh X FEFMIMNIZ (8] LISCHERR T, FREEFE, FHIt nand BIRETEE
Ko

R =B AN EE S,

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 12
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Tina BRIZEFRMEHA, 9712 busybox #1 procd, FREBEAR, HEEHMWEE
REo

e By B EpE RIS USRS N iRtk iESH, HdEHiiaBoitiEs, REHE TF/U 2%
iR EI AR,

3.1 RIGET =

Tina PIKETREE /dev BR T, XNFTAREFMENE, ERFIRET RSN,
& 3-1: AR NAYTI

FENR _IBETR =
nand /dev/nand{a,b,c...} MBR 73X &
nand /dev/mand0p{1,2,3...} GPT #X%&

mmc /dev/mmcblkOp{1,2,3...}
nor /dev/mtdblock{0,1,2...}
TF & /dev/mmcblk{0,1}p{1,2...} F1
U# /dev/sdaq{1,2...}
SATA 8% /dev/sda{1,2...}

(1 5588

1. HEA mmc HMRIBEENE, BHF mmc SBTmmcblkOBIEER, A TF RENRERFSEIEImmchlkl, TMNE
Mmmcb1kOMIRE R, EINARE fstab BAETE TF 8&RESER.

Xt sys_partition.fex FIRBENANBEENRNEET R, SEDISE + /dev/by-name el R EE
¥, fu:

root@TinalLinux:/# 11 /dev/by-name/

drwxr-xr-x 2 root root 220 Mar 1 15:05 .

drwxr-xr-x 7 root root 3060 Mar 1 15:05 ..

Trwx rwx rwx 1 root root 12 Mar 1 15:05 UDISK -> /dev/nand0p9
Lrwxrwxrwx 1 root root 12 Mar 1 15:05 boot -> /dev/nand0p2
Lrwxrwxrwx 1 root root 12 Mar 1 15:05 env -> /dev/nandOpl
LrwX rwx rwx 1 root root 12 Mar 1 15:05 misc -> /dev/nandOp6
LrwX rwx rwx 1 root root 12 Mar 1 15:05 private -> /dev/nandOp8
Trwx rwx rwx 1 root root 12 Mar 1 15:05 pstore -> /dev/nand0Op7
Lrwx rwxrwx 1 root root 12 Mar 1 15:05 recovery -> /dev/nand0p5
1rwX rwx rwx 1 root root 12 Mar 1 15:05 rootfs -> /dev/nandOp3

IR © HiB2EREROBIRAR. RE—INF 13
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llrwxrwxrwx 1 root root 12 Mar 1 15:05 rootfs data -> /dev/nand0Op4 J

Rk, 7F fstab A LA{ER /dev/by-name/ xooxx B ILERI& o
RGENMREPKX, 2FEHSXIEET R, U mmc. U BAFNBIRETRBESIXKBXAR:
& 3-2: KEREDPXXER

KETRA aX
/dev/mmcblk0 RAEN mmce TE, BEEIX

/dev/mmcblkOpl F/R mmc FHE 1 M X
/dev/mmcblkOp2 %7~ mmc FHI%E 2 MoK

/dev/sda RAENMNUR, 88ESK
/dev/sdal KR UBANE 1 MK
/dev/sda2 = UBANE 2 MK

PRRIRISE D XA LU

1. REEREPKX
BE—L5HMN TF R/U B HKX, MEERERE M FME, RIUWANRE /dev/mmceblkl
/dev/sda , MRBEDXT S /devimmceblklpl # /dev/sdal ., MWAEEEIZEEHEN1ZME
%%, Tina KEBR 75 REBLZ FHXMRITRIB e

2. RREBRZ AKX

B—&5%M TF R/U B AZTPKX, RMAEFEESZ S /dev/immceblklp{1,2...}
/dev/sda{l,2...}. BRiNERT, Tina B fstab BB AN R ZFEHMERFHIESENE—
2XF /mnt/SDCARD 8% /mnt/exUDISK,

3.2 HHR

3.2.1 INEHIKEER

Tina F3E RS XMPUEHRIRIZE, BROIARERR.
& 3-3: RAEHR

EEN R EHTR BETR = pud
nor/nand/mmc /mnt/UDISK /dev/by-name/UDISK E 1
TF £ /mnt/SDCARD ¥ /mnt/extsd /dev/mmcblk{0,1}pl F 2
U& /mnt/exUDISK /dev/sdal A3
SATA W% /mnt/exUDISK /dev/sdal A3

WRINFE © HRB2ERRRNERAR. RE—IF 14
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[0 388
1. /dev/by-name/UDISK } sys_partition. fex B UDISK 53 XHI3REE,
2. HEHXE, BRRIAEHES TF £ 55 1 M2 72X, REHE—2K.
3. HZLHXEF, BIAEHEMES (/dev/sda), HE 1 1 EBSTHEET, AEHEE— IR,

3.2.2 HEBEHR

EHXHRAZTEREHR.
MREHSFIEERAS, WEEHZALEEBRANE,

[mkdir -p XXX ]

FEHRMEBRARR, WREEFEXHFRARIEEIRLT.

eIRE=ER, WENLSGZER base-files BREIE,

procd-init: target/allwinner/7’%E/base-files
busybox-init: target/allwinner/’%/busybox-init-base-files

MelE=EER, BT git F1EETER, EWFETE Makefile REhSelRE, BIARILA Makefile
FeliZ UDISK BRHNE %

procd-init: package/base-files/Makefile
busybox-init: package/busybox-init-base-files/Makefile

3.3 procd BohFRUHESE

procd BEIES, BnhiEZ A procd. fstools. fstab Eo&TER. MREBEEHUS/AEHMN, 2
FEBH fstab EBEXXHENTE],

SDK &, EEEXHIITF:

( tina/target/allwinner/<A%%&>/base-files/etc )

ERRF AR EIHESHERAN, RFBREUIWIRVECEX !
(

/etc/config/fstab )

3.3.1 fstab FEE,

fstab & config ARk, &1 config WEARIEINRFIMOT:

config  ‘xxxx’
option xxxx  ‘xX
option xxxx  ‘xX
option xxxx  ‘xx’

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 15
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config & 3 #£E, 9512 mount|global|swap ., Tina SDK #&#EH swap, EAEXFR

IR,

3.3.2 global & config

global £&H config B2BEE, THWMT.

config ‘'global’

option anon_swap ‘0’

option anon_mount ‘0!

option auto swap 'l

option auto mount '1'

option delay root '5'

option check fs '1'

FEETINEXITR:
& 3-4: global E2EIN

FCERR AgEE BEX
anon mount  0/1 A1
anon_swap 0/1  swap FH, LLAAEEE
auto mount 0/1 REATIRERERES BohiEHRigE
auto_swap 0/1 swap f#/, LEab2ES
check fs 0/1 BWEER 1, E2
delay root = 1,2,3... &3

(1 35¢e8

1. anon_mount: ¥ fstab HPEXLEEEFHIGEMN vuid/label/device BHEMERETH,

/mnt/“$device-name”,

2. check_fs: B@EEEHAIA /usr/sbin/e2fsck EEXHRE—HE (REBTF ext %),
3. delay_root: 3} fstab ¥ target 7”/” & "”/overlay” FI&ET RATFENR, REKEF delay_root ),

3.3.3 mount %! config

mount EEMW config REAMNISHEEREE, ~HWOT

EERRARINESH R

config 'mount’
option target
option device
option options
option enabled

'/mnt/UDISK"'
'/dev/by-name/UDISK'

'rw,sync'

e

EEETIE XN TR

WRAFRE © BseEREROERAE. RE—TNF
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& 3-5: config B2EM

RRERF BX &F
target  HEHS WBUB IR, BB
device i&%%& BTG ERIEEFERNNEE, F1

uuid %% UUID &3 fs B9 UUID f5EFHEHMIGE, T 1
label %% label @i fs B9 label I8EFEHIKE, F 1
enabled EEfF8E ZHREEEM (0/1)
options HHEM FIENRBIEHE, F 2

(0 388
1. device/uuid/label BREERiEHIIEH, =HEPELEFT—TEH.
2. RiIAEHZHNEENTR:

* 3-6: HEREMS

BER BX REE
ro/rw Qi / qiEE rw
nosuid / suid ZB& suid/sgid BIX{+EN suid
nodev / dev RREF/SFFHRISE XMt dev
noexec / exec RRE/AITFRITIERF exec
sync / async RE/REEN async
mand / nomand VAR SRR nomand
dirsync R B +x T
noatime / atime FEZ/EFiGiRAE (atime) atime
nodiratime / diratime . FE#i/E#H B Rinineta (atime) diratime
relatime / norelatime  fiF/FAFIRIE ctime/mtime B3 actime norelatime
strictatime 2 FRIERZITARES atime, BAFAPTENER TN

3.4 busybox Bl AV

busybox B&IBY, #@id pseudo init A rcS FERR AR IRIABIIER T1F,

% 3-7: busybox BEI FHEHER

FETR EHEE &

/dev/by-name/UDISK /mnt/UDISK P EE
/dev/by-name/rootfs data /overlay £ overlay {#15 rootfs A5
/dev/mmcblk{0,1}p1 /mnt/SDCARD &f/mnt/extsd TF £

/dev/sdal /mnt/exUDISK U#

busybox BEIfERFINEHE BT, WRFEEN, FTEBITESMZE,

( tina/package/busybox-init-base-files/busybox-init-base-files/usr/bin/hotplug.sh )

WRINFE © HRB2ERRRNERAR. RE—IF 17
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3.5 EHXTFRY

ERXERPEMNDERUNRESK, NFEHBRXHERAER, WEATEESKAEA—T
Xt &Gt

BR—, £ PC mISLEMEF — I XHZRSE, HEDXERFPIEEN download file, NEEHEE
BE#EEH.

5140 rootfs P XMETE PC ImHlEIFXH RS, REFEIE AN rootfs 73X,
FR=, ) WWimETiE .
5140 UDISK #XFRESR—RBaEY, HBIEAHTE k.

EPABETEE BN ARREARIACIERE (mkfs.xxx) #1178, NFSE, AH
f8 UDISK 73 XAVEIUIL:

procd-init: package/base-files/files/lib/preinit/79 format partition
busybox-init: package/busybox-init-base-files/files/pseudo init

3.5.1 EEFIM

—ERRA T EHRRINEF, FTENIEE{77E make menuconfig FEAE,

B XHRFENDERNNERIAERK, 0 extds ubifs, WRE/NWimEBBI LD XSRS, 7
RiEREERIRTIEAD X,

3F private X ZIANZ, EH DragonSN TEESfGE, WA vfat XX RS,

T ubi FERRER, MRFEEAETRIGENXHRSE, WEEE ubi 2 ERBRICE, EA
F=iar]E A ubiblock TR, /FEXFRMULRIEERRIR, NFITERNEEER
ubifs, ¥ EXubl a5 A,
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& 4-1: XHRGEXFER

EFEN R jffs2  squashfs ext4 vfat ntfs exfat ubifs
(NFTL) nand N Y Y Y Y N N
(UBI) spinand N Y Y(ro) Y(ro) Y(ro) N Y
mmc N Y Y Y Y N N
nor Y Y N N N N N
TF & N N Y Y Y N N
U& N N Y Y Y N N

[ 388

bhwhNbB

A EE

XFXHRFEER, AUTNRESEIE:

(ro) REREELMAIR: ubi EFNETIRINRIGE, KMRXHREAENIR, BFZHE,

vfat (fat32) ERARNZEEMNZE exfat EEE Linux-5.7 BHEAEREZE, FEibSiREhREE,

ntfs k#HFE=5 T R ntfs-3g.

TF /U 8%, BilfER vfat 23 Window/Linux/MacOS HRAEZTSENE (ZFEAUXGFRALLE)
vfat/ntfs/exfat & Window X #%s AR BMERANEE, RIECHRFAIIHERZLMBEXHRAEBETR,

1. 23 NFTL nand AIERARXHERSE (extd) £EEEDRHMERFENIFRERE, @ ELEMARIG
&. AtTXIF extd, FEEAFZIFERN flash XERSE (jffs2/yaffs/ubifs &),

2. ATREEBAERE, BXHFREZYBRiFE (squashfs), BxH extd HEFH ro BN,

3. ext4/ubifs FEXHRFFEANMBARBA, MRFEERNEASR, SNHIEREERMEIRAND

REEENHERNSHTT.

4.1 extd 58%E

4.1.1 extd WBZE

5SS HFKPREHBHOBERAR, RANIRERNEEBERNAGE,
HRSGHBERT N, REER, RIEIXHFAZENEBESR,

MRXHZGRFR, WFRERS, BEREZHERTHNR S,

R EEE, X

WRAFRE © BseEREROERAE. RE—TNF
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WRTL]
AR RGEH—HIE?
XGRFTBBRIERT BHAXMSF, BIEBAURET EMNXHERT. —BHEURT, THIERERT FERIXG, BEF
EXMEERIER, REIER, MEBRIETHEMBEEN—,
MR, THIBCRXG A 71, BXHF A BHIERETRE, HERPBIBREETRN, ERBiEHFeEmMcR, S8F
FHPMEXHEFE, MEIAT XHRANF—E.

A EE

RIEXHRER, AFRIEZAEANNXHHIEER, MIFEES, BRAEBSHRERENXF. WASHX
HREMS, ESHESHEREFX QT FRENXFUFRIE—Hi.

ext4d BE AENTEARIEXHFRFE—EIE. HXH 3 HAEEN:

r 4-2: ext BERRK

BEERX [RIE R
journal JTEIESHIEFEANEE BRe, BHRERE
writeback RETHWBEANBE, BRRIEHIESLER MEERR, ERFTRe

ordered ZRATHIBEALRS, BERIEBIELZER, THEEEE 0, RUSE

ZER 2RI, BINER ordered FAEIRI. RGAIAERRIFRZ ordered R1lo
FA17E mount a3 L B RAVESS A R ERNEME T,

$mount
/dev/by-name/UDISK on /mnt/UDISK ‘type ext4 (rw,....,data=ordered)

4.1.2 PRKANERE

BRMEDEX/N, RASIEIMNCEEINREXT, FJLUEI A5 AF b

$dumpe2fs <X or $REHEXMH>

Filesystem features: has journal ..
Journal backup: inode blocks
Journal features: (none)
HEXR: 1024k

Journal length: 1024

Journal sequence: 0x00000001
Journal start: 0

£ Filesystem features HF has journal IS RTZIFHE. 7 Jorunal FEHHiFdmiE
RT BERMAKNEEE,

MRUEBHOXHRFSERE, WASHARMS, §FASEXDEREENMZE. TILHHE

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 20
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A LLER F8MRA), BUBTREIRE NN B EBE ML= El,

RUEZR, XWNHEE (<100M) MEEMS, ERRXHZINGE 3-5M WZEIATXHRS

A TCEUERD A,

4.1.3 BE extd

extd XHFRRBRERGE, BIYEHITREE, BANXAHRRARE,

BERUSEL TGRS

(e2fsck -y <HK> )
4.1.4 1BE fat

TF R#EH fat XGRS, fat XERAFRHETEXHRSE, FiEBR. wRIERETS TAER
X HRAHIENL S, FIUBNBE#HIT—REE,

BETUSELTHS:

( fsck msdos -pfS /dev/mmcblk@pl )
fNEglobal 28! confighiEiR, tNREM procd BISEEN, 7F fstab FEAEcheck s, AT

IEEHR e E,

WRAFRE © BseEREROERAE. RE—TNF
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Xt nand FENR, 2SEEREMRRSR, 752 NFTL spi/raw nand #1 UBI spi nand.

UBI A EE A T/\A . spinand, HXIFRIER NFTL FEHETERE,

5.1 NFTL Nand

XELELMWAHFIREN Nand 3¥51, NFTL £#779 NAND Flash Translation Layer, H
PISEIMBF#RE Nand AUHHYE, X E2IMARIGE,

FEONTERH mme KB IIRIEE, FTUEEERESN, MMC = Nand Flash + £§)8% +
NFTL, FRLUBE £EM NFTL nand IREhfE, BT mme d&&—F, LURIGEIRE
Nand,.

flan, EEAIUERBRERIKE, %A ota B EEFTXFAIKI:

(dd if=boot.fex of=/dev/by-name/boot )

9 &I15
VE4HY OTA 755%, 1550 OTA HRASTL,

&HY NFTL Nand =9, FE 8= EME EZMXBHIERE. METEAEN 1/10 ~
1/8 eI A=xE, XENFAATEIZEG R FRZIMIZE, HFE— Flash AIH HFR
HEARMER, HikmXEMEAANTAZTEARRER.

BREAFEERNMEAIERHANTFREBAFATATEE/), EREAERF, FRFRZE
REME=BMAZRF =E,

b5k, Nand BUES T, FIREZEEFIELH NFTL Behii. RAER, WRIERFHUE
BURRRE, AP RREBRIGEER,

5.2 UBI (spi) Nand

Ha1 UBI AR{UEATF/NAE spinand,

UBI ZREMAXERERR Flash 753, HWEAE mtd ®RE&Z £, B UBI FRARK
Nand $ifE, XJ#% UBIFS XHRSF. HEXREWH LETFTAEUWT:

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 22
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& 5-1: UBI FRAEREN

Bx =2 IheE

0 (8EEB) UBIFS ubifs X4 &%

1 UBI ¥%% Nand 154 &1E

2 MTD F&% #1%# Flash, M iR E%K—EO
3 (& FE) Flash B{&H Flash IXzh

#1748 MTD SEXMAMESK, {8 UBI & (BK) BAZESX, AKX

e MTD X 231% Flash HI¥IEH#hX [B]% 599 X
e UBI % (9 X) 2ohSHETHIXIE]

GH UBL 5EF, GI27TXE MTD #E5KX:
& 5-2: UBI AEESKX

NXZ K EF

boot0 4/8 ™MIIER  Fi boot0

uboot 4/20M 5% uboot

secure storage« 8 MPIELR | FEHCKREUE

pstore 512K HFnEEEE

sys ol == 8] R4S ubi FRFAKIDEEBHX

IRSH=TE sys B MTD #3259 X ER#Esys partition. fextliE UBI BiEHKX (%)

UBI &R LEMAFFTIRE, BEEREREN extd XFEETRIGENXHRS. {8 UBI F
RS FEENRIRRIRIRE, BHE UBL ZESEDNRRIRMIRIZE, ETFIt, TUMERXHGR
SRIAER squashfs XEFNRX GRS,

#1X7 UBI R& L&t 7T ubifs XERS, £35K0IE, HES UBI FRARARIERIEERER
EUNREBAXAHRAFARE, BEETRMXAGRSEEINEE,

BRItz b, UBLREEH (OTA FFH) tHAREIEREIRE, FEET ubiupdateval < E
#o

O #I15
VEARH) OTA J55%, 1620 OTA ABTH%,
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5.3 ubi BT H

5.3.1 ubinfo

BHIEE ubi I8EES.

BlF

ubinfo /dev/by-name/rootfs #&ZZ&ErootfsHEMER
ubinfo -a #EEMEENER

AIEE LA EUHA

5.3.2 ubiupdatevol

EiTiEE € LBVEIE,
51

ubiupdatevol -t /dev/by-name/boot #;5Rboot ERIENIE
ubiupdatevol /dev/by-name/boot /tmp/boot.img #¥/tmp/boot.imgEZlboot®E, HLREEHIESTEELX

B[ SFRINRIZE

5.3.3 ubiblock

BEF— ubi &, ERRIMAIRIERIGE
BlF

((ubiblock -c /dev/by-name/test #i§testBEM—MRIEETS )

ASEEIRIEE

5.3.4 Hfth

7T tina AR L, RREURELZ5EK mtd M ubi HHIGIE, BEIRTEED attach HIEFHITNAY
PX, TEBEITAE, AU THS—RFA=AE,
ubiformat: ¥4 mtd #&=XLE ubi

ubiattach: ¥ mtd XEXZ| ubi

ubidetach: 3§ ubi 5 mtd f#FFxE£

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 24
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ubimkvol: 8l ubi &

ubirmvol: #B& ubi &

R
»L"“Ne
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6.1 overlayfs fai/"

Tina BUIABXHRFAENER squashfs 18, XB—MHRIEEENXERS. RENANEE
XHRFAEOE, FhlE/etc EEMBRZEEXHNER, AT HEAIEMNENR, Tina RIAER
overlayfs AR, overlayfs B—MEEX MRS, AURKEXHRANNEXHAARNE R
TEHZEN.

6.2 fEF rootfs data ¥E/9 overlayfs

Tina EAMNAREEIH D — rootfs data #X, ERAUXEATEHNXERSE (10
ext4/ubifs) , BEH—FEH N overyfs, MAFMIR, ik EENAIAA rootfs BAF
58

rootfs_data 7 KHIA/NFURET NAEERS VX T, BEFERENATESZN EATFER, It
AR =R B 7 AR AR AR

1. KE (BD rootfs 7 XXM RLY) FEEXH A, NAGE A, W A REFETFTLE B
rootfs data $X) .

2. KBEFEXH B, AN B, Nl BMAFETES, BLERIBE—MIRXERKE, T
BTN AR B BERR T, ©EIMERIBER,

3. KEHFEXH C, EEEMC, N C 2EKEMENF LR, C AXEZAMBLASZANL
FE=iE, EXTEM ENAXN RN C #1178,

BETFULERE, FJRFERE rootfs_data BIK/)\ —MRALXABZEERRA, EFBEIRE/N
(BEKRFRRARENVEBEEXN) BEEXR (FEWIAFRBRAHYAEH rootfs AIF) .

6.3 £ UDISK EA overlayfs

g

NRFE overlayfs WTERAGEIRA, WEIZEEEEMEA UDISK DXFALEXH RS
8o

H

A% target/allwinner/xxx/base-files/etc/config/fstab ## rootfs data 43X UDISK %3
XByEHACE disable =,
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config 'mount'’

option target '/overlay'

option device '/dev/by-name/rootfs data'
option options 'rw,sync,noatime’

option enabled ‘0" #LETTERRRO

config 'mount'’

option target '/mnt/UDISK"

option device '/dev/by-name/UDISK"'
option options 'rw,async,noatime’
option enabled '0'

BigE— 1 EE, ¥ UDISK EHiEE#H T /overlay BR,

config 'mount'’
option target '/overlay'
option device '/dev/by-name/UDISK'
option options 'rw,sync,noatime’
option enabled 1!

6.4 3MAI;EZ rootfs data #1 UDISK

HFMEHMIREFEMEE, ENFEERT rootfs data fl UDISK,

—RAENEXGRANL THERSHEERENNNRESX, HEENEEETH, T8
HIEREXNNRILE, MetRENRSHER, BEEHNN 7 Xa189 /3 shih s 5o 2 Xt SzAR
l&\’é: irjﬁj\xL'f—IE%ﬁ'ﬁﬁﬂ{:o

L@l 79 format partition SEI T~ clean parts gk, KN env HXFH
parts_clean BEHETIMN T X LE, E=Z/G, rootfs data M UDISK #X=BME
EA Y =S

# to clean rootfs data and UDISK, please run
fw_setenv parts clean rootfs data:UDISK
reboot

BALIEEER

[package/base-files/files/lib/preinit/797format7partition )
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K& EREN—EXEIOHIE, §0 mac, SN SF, —REREEFHRNHRER. WA
RINEIEAR ZRBIBERT o

7.1 BEIDXFRIPHE

7.1.1 PXig&

JtI:LI\E’\JiEEEﬁIZ, %?EE%IX%% (sys_partition.fex/sys_partition_nor.fex) EF';"f)‘(E’\JﬁIZO
BF A private WD XSKFHRAGIE, FINRINEBIERER.
HtZFHHKX, WREE keydata=0x8000 E %, MRIAMEIEREKX,

33T private HPXFHIEET keydata=0x8000 EIErIP X, 5718 E downloadfile,

7.1.2 EIRIE

Xt private 27X (BBE7T keydata=0x8000 B4REIE) RIFNARE, BEERZAILRIBE—FHFRA
7, AGIRYE flash PIIAPZ XK, 5 private 7 KRR,

BEHTERG, ARBREBHNTXR, & private 7XAAREM flash Lo KAEMLE,

7.1.3 ®RAEZ%E

1. FR2EN DragonSN TR, &#EhE key B, ¥ key 5 private 57X, EAfG pri-
vate ZEXBINRE— viat X RS, FnifgESH/dev/by-name/private, EIA[EH key,
DragonSN E’\Jﬂﬁiﬁﬁli FEETHB T XM,

2. Rf#EH DragonSN T H, HNABITARSE AFIBEHEE, BEEERFRTEER
fE/dev/by-name/private T HEIF, EFRABTAH L PC in TR, @d adb < RTM
key HE No
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7.1.4 ubi FEFHIA

7.1.4.1 #EPBRiIgE

XtF nand nftl 52, emmc 5, nor FFR, BESXEWNNE—PMRIEE, BIXYTF private
X, ALE#EEE/dev/by-name/private T1:=, tAIL{EB) DragonSN TE&I{ERK— vfat
XHRS%, BEHEH, EREXHFRARAIEEN.

B34 F nand ubi AE, BESXIXWE ubi &, BT ubi HFY, TEBEHIZETHIE
Zl/dev/by-name/private Tim, FEET ubiupdatevol TEREHE, XEBITENATIR
18 ubi EEMPBIRE

SET ubi HWE viat XIHRFH, FEALET ubi HERMRIGE, BEH LM viat XHRS
BRIEM. BIEREIINT,

#EFprivaten XA ubiF =
root@TinalLinux:/# 11 /dev/by-name/private

1rwX rwx rwx 1 root root 11 Jan 1 00:00 /dev/by-name/pfivate -> /dev/
ubi® 4
#ORIEIARI RIS F

root@TinalLinux:/# ubiblock -c /dev/ubi® 4
block ubiblock® 4: created from. ubi®@:4(private)

#EH
root@TinalLinux:/# mkdir /tmp/private
root@TinalLinux:/# mount -t /vfat /dev/ubiblock®'4 /tmp/private/

#ATLUEEVAS
root@TinalLinux:/# ls /tmp/private/
ULI magic.bin

#EFEHER, Aro

root@TinalLinux:/# mount | grep private

/dev/ubiblock® 4 on./tmp/privatestype vfat (ro,relatime, fmask=0022,dmask=0022, codepage=437,
iocharset=is08859-1;shortname=mixed, errors=remount-ro)

7.1.4.2 TEig&EiREIE viat $RI&

BT ubifs &FEMA 17 1 LEB, WRATE, WFREI —RAUENER, BERIENGSR,
—HMAIZENSREMER viat XHRF.

B L kernel B9 loopback #F:

make kernel menuconfig %Lt Device Drivers --> [*] Block Devices --> <*>Loopback device
support

AEXRFEIDK, RIKH test HX
Be/E AT LATE/ Wlim S —1 viat TRK:
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dd if=/dev/zero of=/mnt/UDISK/test.img bs=1M count=1
mkfs.vfat /mnt/UDISK/test.img

mkdir -p /tmp/test

mount /mnt/UDISK/test.img /tmp/test

LEBIAIE /tmp/test XM

umount /tmp/test

RREENEH:

((ubiupdatevol /dev/by-name/test /mnt/UDISK/test )

[RER EXNENTG X, ERRIBRGEER, TREABEIMIRKEEHEMER RN T,

7.1.5 AJREISREIEEKRRIE,
HILFER, 2S5 private HRMBELE,

1. BB T I=EIBR, 140 sys config.fex FEIE T eraseflag = 0x11,

2. TiEIREY flash FMISXKRE private 5 X, XPMAGENEREREEIE flash ERIEIEREIR T
%

3. NP XERAESE private 7X,

4. ERFRIEDEB, WEMR, RRNBIEL-> #BiF-> BB, £8fkzE, FEZAES,
MFHEER

KME private 92X, FIAHATHER private 2 X9, EBHRITIEPRHEE, %0 malloc K,
private A REFE, NSBER KW, HI malloc KW HE—KERAIRFLEERT An-
droid B, EAZRER private XL KA, M tina B uboot £ FE4s malloc BIZEIELER N
XANBHE, FEFTE—DFRIP private X8 tina B #HIT—RIER, BIAEREE, BiK
8: 3§ sys_config.fex B eraseflag 2473 0x11, 52H[RR. HEIGEIFEER sys partition.fex
R private 3Xo

7.2 YRR RIP G S

S—RIPEIBEAERNBRRE, 7 flash EXIFE—SRYIEXE, KERESEIATIERR.

£ Tina LM secure storage KIFENEB XML, secure storage XA TFR#E key,
A[{E private 71X, Bt FEFARS (WRRFNRIZFRMNLIINZAIRES BRI REMRE)

7.2.1 nand nftl A 2SI

nand nftl FEH, BT —RYIEXE, BTF secure storage, XRXIFAEIZESX, BF
TEIARA . BREAIBFRXRXIE, THAFPTEIRE secure storage HFEFH ioctl, A
#% nand IREhRMBITERK.
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7.2.2 nand ubi FELIW

nand ubi AEA, BT —RYIEXE, BT secure storage, X ERILA— mtd 7K.
BR=EE N, BRREFAEBRXRKE, THAFPTEEE secure storage FEFH ioctl, H
RIZRDEITER. B EWAILERIES mtd €&T R, BFEE, FAXMARANBAEERT
IR IR E [A] R

7.2.3 emmc HELW

BT —RYEBEXIY, RIAZRE 6M-6.25M MXIH, EA secure storage. 7EFF Tialisk
5, A EEET mmcblk0 T EiEEIEERE.

7.2.5 A%

1. FA£EM DragonSN T &) itE&x £ key &30, & key B A\ secure storage X3, B
EERPZEARERY keyo DragonSN BEARAESE T ABH X,

2. &£ DragonSN TR, BNVABETERAFTEARES NSIEMNRLHHE 2817
FA PC iwITH, @i adb Ba K5 key 5 Ao

7.2.6 securestorage gD

secure storage BRI, BERLLENT

secure storage S A/NA 256KB, EANEEM, PrLALPREEA 128KB,

128KB 94 32 4 item, BN item & 4KB.

itemO F{E secure sotrage map, FRABFBERABIEMRA 31 1 item,

81 item WEARENHEI, B8 CRC Ri, HPAFREFMH#ERN key KE&Z% 7 3KB,
secure storage map FRELL “name:length” FENRZEFE item FIEE, FRLLFRE item
B “name:length” FRIBKESNTEEET secure storage map F data HKE,

—figms, 31 1 3KB 89 key AILUAE SRR, NRTEFHE, FINEEELHEN key, N—H
RRARR LEEBNABITEZ key BHEER, REZA/NFEEE 3KB BIATHE— key 5
secure storage. XN ABITRABTE BT key BIA],

IR © HiB2EREROBIRAR. RE—INF 31



@ LWINER
MR

L

7.2.7 1£ uboot FiEE

EF U ENEHETN, uboot FEET pst &5,

pst - read data from secure storageerase flag in secure storage

Usage:

pst pst read|erase [name]

pst read, then dump all data

pst read name, then dump the dedicate data

pst write name, string, write the name = string

pst erase, then erase all secure storage data

pst erase key burned flag, then erase the dedicate data

7.2.8 TAPZENRE

Tina #ETIREEFE,

[make menuconfig #EAH Allwinner --> <*> libsec key --> [*] Enable secure<Storage key support ]

WMRE L demo, NMELwIFL demo 2+ sec_key testo

root@TinalLinux:/# sec key test -h

-w <name> <data>: write key to_sst and private

-r <name> <data>: read key from sst or private

-t 0: write some key_.to secure storage

-t 1: repetitve read + verify.some key from secure storage
-t 2: repetitve write + verify some key from.secure storage
-t 3: verify some key from secure storage

-t 4: write some key to private

-t 5: repetitve read + verify some key from private

-t 6: repetitve write + verify some key /from private

-t 7: verify some key from'private

-1 @ list

-d : printf hex

-h : help

BRANERANEES!

[tina/package/allwinner/libkey/readme.txt

7.3 secure storage X135 private 77 XLEbE

RIMAERBIEIE:

e private PXEXRIN, BHIEHE dram, EBF flash, BE A\ flash, RV AEEER]
ES
e secure storage NZERINIIEREF=EIR. IFiL L secure storage NEIEE L2,

BEE
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R P =R G ERY AT AE

e private Z XA LIAEM D XEH < EFE,
e secure storage HFE@T ioctl T AEOIAIE,

HERR

e private XAIUBRSXIEE, AR UESXERS,
e secure storage BEFRFINREXT, key NKEHLBRE,

FHRUE:

e private PR AK/NDHNPXKREE, B2— Ml RHNEBED X,
e secure storage & flash FHNREXE, K/NEE, 7EKERPRAL,

&9

e private PXEZEEY, HEREANIEE, HEBITE private 5 XPMESFD,
e secure storage BRIABXNED

7£ uboot iFinl:

e private 99X, uboot @EIEEAMIET flash EORXGERLIZEORR, BURTEHIERR.
e sectre storage X3, BEIEEI, 48T uboot 12 secure storage TRAZEOAIE,

REE:

e private ZXMREZHRHAE, EERUHNABITRE, NREXHRS, WEXMARSER

Eo
e secure storage {1 crc K,
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E{E =R

WRAXFAE © 2022 HKiBEERHRHBRAT. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C 2*?4&\2".:\ *‘I’ *i C (=275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm VBB EEMER. EAEERNTmPHRNEERS
*T’ Fﬂﬂ%ﬂ: ﬂ]ﬂ[ﬁﬁz%ﬂ'\, igﬁﬂﬁ%@ﬁﬁﬁkﬁﬁo

REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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